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060 MHe

Al He BEpIO B TO, YTO CUCTEMY MOXKHO
cAenaTtb HageXXHOM U be3onacHoM,
He MOHMMaA TOro, KaK OHa YCTPOeHa.

OcHoBaTenb Cneuunanusauma —

N TeXHUYECKUi 6e30nacHOCTb KOHTEMHEPOB
anpektop Luntry n Kubernetes

Bbonee 15 net onbita B B AsTop Tr-KaHana k8s(in)security

JKcnepT B chepe 6e30NacHOCTM KOHTEMHEPHbIX cpep,

e OpraHu3aTop KoHpepeHumn «beKoH» no bEsonacHoctn KOHTelMHepoB
* bbIBLWINI peaakTop pybpuK B xypHane «XAKEP», aBTop cepun ctaTtemn

* ABTOp Kypca «Cloud Native 6e3onacHocTb B Kubernetes»

* YneH nporpammHoro komuteta CFP DevOpsConf n KuberConf ot AOT

Cnukep

VK Kubernetes Confidence ZeroNights BeKoH HITB
DevOpsConf HackInParis KuberConf BlackHat PHDays
Kazhackstan HighLoad++ OFFZONE DevOops SAS

LUNTRY


https://t.me/k8security

O KomnaHuu Luntry

Luntry —ato KomnnekcHaa 3awmnTa

Ha BCEM XU3HEHHOM LUKe

KOHTEUHEPHbIX NPUNOXKEHUNN

N cpeacTs opKecTpauum Ha b6ase Kubernetes

MpoayKT B peectpe MnHuuopsbl
https://reestr.digital.gov.ru/reestr/1057835/

Ceptudpukatr ®CTIK Poccnn Ne 5116 ot 30.09.2026 r
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https://reestr.digital.gov.ru/reestr/1057835/

dYyHKUMOHaNbHOCTb Luntry

KOHTpO/b BCEX
Kubernetes-pecypcos

KoHTponb cocTtoaHua Kubernetes-
KNnacTepos

KOHTpO/Ab COOTBETCTBMA KNacTepa
CTaHAapTam

©
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YnpasneHne 6e30nacHOCTbIO
obpasoB - '

CeTteBadA 6e30MacHOCTb
AHanus npas 4OCTyna

3awumTta Runtime
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Pa3sHonsaHoBaa Al 6e3onacHOCTb

-

.

be3onacHocTtb Al

3awmuwaem Al-cnctemsl
n nx lifecycle

~

Be3onacHocTtb oT Al

3alumLLaem KomnaHuiwo /
No/ib30BaTe/IeEN
oT 3noynotpebneHuns Al

Be3onacHocTtb c Al

ncrnionoszyem Al
KaK MHCTPYMeHT 6e30nacHoCTH

LUNTRY



be3onacHocTb Al

* Al Infrastructure Security

* hardware, GPU, cluster, storage, network

* Al Supply Chain & MLOps Security

* pipelines, registries, checkpoints, dependencies

* Al Data & Privacy Security

* datasets, labeling, provenance, DLP, retention

*  Model / LLM Security

* adversarial ML, extraction, robustness, safety bypass

Inference / App / RAG / Agent Security

* serving, prompts, retrieval, tools, action controls

Al-Generated Code / SDLC Security

e secure use of Al in engineering

Governance / Third-party / Compliance

* policy, audit, vendor management

LUNTRY



Kubernetes (K8s)

OpkecTtpaTtop

\_

-

ObecneynBaeT HageKHYHO
n macwTtabupyemyto cpeay
Ana 06paboTkn 6onbLumnx

NAHHbIX
N

CtaHpapT ge-daKkTo Ana ynpasaeHus
KOHTEMHEPU3NPOBAHHOW HArpy3KoMu

Big Data-Bopknoaapl

(Hanpumep, ¢ ncnonb3zoBaHnem Hadoop,
Spark nan Al/ML-naiinnanHos) B Kubernetes
YBENMUYMBALOT CIOXKHOCTb CUCTEMDbI

*\olume (O6bem)
e \elocity (CkopocTb)
*Variety (MHoroobpasue)

BIG

Kubernetes

Al DAY

EUROPE

LUNTRY



Kubernetes pna sapau Al n Data

Framework Platform Library Framework Platform Library Tool Learning Programming

Programming

Machine Learning

@5 e @

- - Relaticnal — o - - - R S Pipeline Labeling &
Education Lineage Store & Format Versioning Operations Feature Engineering Stream Processing e Visualization (o TeEmELL  AdreErTy Governance

i tefresh

Inference Federated Leamning Training Parameter rn(?l::]f?:bg Marketplace Workflow Benchmarking Tool Explainability ‘Adversarial Bias & Faimess

LU P

Trusted & Responsible Al

Computing & Management Interface

CILF A

Kashgari s

& DATA

NETFLIX
aune

Security & Privacy

Notebook Environment

Distributed Computing
Natural Language Processing

Kubernetes

LUNTRY


https://landscapeapp.cncf.io/lfai/

K8s npoponKaet apantuposaTtbca ana Al

Node Feature
Discovery (NFD)

[aHHbIV NPOEKT NpM3BaH NOMOYb
onpeaenvTb COBMeCTMMOCTb 06pasa

C KOHKpeTHOM KoHpurypaumen xoctosom OC.

Beab Nodes B K1actepe MoryT oTimM4aTbCA
Apyr ot Apyra:
* [panBepamu
* Bbubanortekamm
n cneunanmsmposaHHbim M0
* ®nyamum agpa

Container Device
Interface (CDI)

Cneundukauma ans container runtimes, ana

NoAAepXKKN PasHbIX CTOPOHHUX YCTPOMCTB Yepes

06LWEeNPUHATYIO, MOHATHYO BCEM CUCTEMY
naarMHoB.

LUNTRY

MexaHusm
Checkpoint/Restore

YckopeHue cTapTa TAXKENbIX

NPUNOXKEHMN, Nay3a

1 BO30OHOBNEHWE ANINTENbHbBIX BbIYUCAEHWN
(ML, batch-3agaun),

a TakKe bonee appeKkTnBHOE
MCNONb30BaHME pPecypcoB KnacTepa.
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be3onacHocTb Al kKnactepoB Kubernetes

YPOBHMN
6e30nacHOCTM
ML K8s

@ Ha cnange npegcrasneHa uHopmauus us

3aKpbITOro nccneaoBaHud, NPoBeAeHHOro

T-BaHK coBMecTHO ¢ KomnaHuen 000 “KnaygPaH”

DATA

[aHHble, nonagatouue
B Knacrtep

Applications (infra)

MpunoxeHna ana paboTbl ¢ ML

Node settings
Hopa knactepaK8s,
re NPOBOAATCA BblYMCNEHNS

Cluster settings

Knactep K8s,
rae NpPoBOAATCA BblYMCNEHUA

Hardware and drivers

eneso n gpaneepbl

LUNTRY
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https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1

CooTBeTcTBME CTaHAAPTAM

* Big Data moxkeT nob6aBuUTb CIOXKHOCTb AnA compliance n3-3a 06paboTKu
4yBCTBUTENbHbIX AaHHbIX (Pll, perynatopHble TpeboBaHua Kak GDPR nan PCI-DSS)

ML K8s mopaenb yrpo3

Kpama AaHHbIX McKaxKeHne gaHHbIX YHUYTOXEHNE AaHHbIX

OTKa3 B 06CNyKMNBaHUA HeueneBoe Ucnonb3oBaHue dunHaHcoBble noTepun
pecypcos

LUNTRY

13


https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1

YnpasneHune 6e3onacHocTbio 06pas3os

Big Data-sopknoyapbl
MCNONb3YOT CMIOXKHbIE
obpasbl C MHOXXECTBOM

3aBMCMMOCTEWN
(HanpuMep, oNAa aHaNUTUKKU
nnn ML-dpenmMBoOpKOB)

OueHb 6onbLuON
pa3mep

MHO>XecTBO
3aBUCUMOCTEN

MHOXeCTBO
YA3BMMOCTEN

LUNTRY
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Yaszsmumoctu NVIDIA Container Toolkit

OYEHb MHOIO YA3BUMOCTEMW:

* CVE-2025-23266 (CVSS Score 9.0)
* CVE-2025-23359 (CVSS Score 8.3)
* CVE-2024-0132 (CVSS Score 9.0)

XAPAKTEPUCTUKMWN:

* OyeHb NpocTas U cTabunbHas akcnayaTauna gna nobera
N3 KOHTENHepa.

* CneumanbHo cbopmupoBaHHbIn Dockerfile.

Hy*HO NpoBepsTb Kak MOXKHO paHblue!

LUNTRY
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CeTteBada 6e30nacHoOCTb

Big Data reHepupyeT orpomHbIn east-west Tpadpuk

* Pod-to-Pod kommyHuKauum ans data ingestion, preprocessing n CUHXPOHU3aUMN Moaenel

Big Data-BOpK/10aAbl YacTO Pa3BEPTbIBAKOTCSA B HECKO/IbKMX KnacTepax

* Hanpumep, otaenbHble Ana TPeHUHra u nHoeperca Al

CTopoOHHMe ceTeBble peLlleHna no 6e3OI'IaCHOCTM, KOTOpPble CTOAT B PA3PbIBE,
O4yeHb HeratTMBHoO BAUAIOT Ha I'IpOM3BO,£I,MTe}'IbHOCTb!

*  Hwukakux DPI, DLP n T.A4.

Native NetworkPolicy (Layer 3/4) xopoLun ¢ TOYKM 3pEHUA NPOU3BOAUTENIbHOCTH,
HO MX MOXKET He XBaTUTb A5 TPaHYIAPHOCTHU

 Hanpumep, HeAOCTAaTOUYHbI A1 KOHTEKCTHOro KoHTponA. Hanpumep, FQDN-dunbTpaumm
ana BHewHux API.

e HyHbl Custom Network Policy ot Cilium, Calico, Antrea

LUNTRY
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HeobbiuHble aTaku n “ounun”

What are Shadow Vulnerabilities?

A pattern we found in many popular open source libraries.

Vulnerabilities that do not have a CVE assigned
® Or the CVE that was “Disputed”

Usually known to the maintainer
® "It is your responsibility fo use it right”

e Infended behavior: “Vulnerable-by-design”
Silent misconfigurations

Mentioning them in the doc

® (which no one reads)

|
1

Did you hear something?

<

LUNTRY
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https://cloudnativesecurityconna24.sched.com/event/1dCTo/shadow-vulnerabilities-in-aiml-data-stacks-what-you-dont-know-can-hurt-you-avi-lumelsky-nitzan-mousseri-oligo-security
https://cloudnativesecurityconna24.sched.com/event/1dCTo/shadow-vulnerabilities-in-aiml-data-stacks-what-you-dont-know-can-hurt-you-avi-lumelsky-nitzan-mousseri-oligo-security
https://cloudnativesecurityconna24.sched.com/event/1dCTo/shadow-vulnerabilities-in-aiml-data-stacks-what-you-dont-know-can-hurt-you-avi-lumelsky-nitzan-mousseri-oligo-security
https://cloudnativesecurityconna24.sched.com/event/1dCTo/shadow-vulnerabilities-in-aiml-data-stacks-what-you-dont-know-can-hurt-you-avi-lumelsky-nitzan-mousseri-oligo-security
https://cloudnativesecurityconna24.sched.com/event/1dCTo/shadow-vulnerabilities-in-aiml-data-stacks-what-you-dont-know-can-hurt-you-avi-lumelsky-nitzan-mousseri-oligo-security
https://cloudnativesecurityconna24.sched.com/event/1dCTo/shadow-vulnerabilities-in-aiml-data-stacks-what-you-dont-know-can-hurt-you-avi-lumelsky-nitzan-mousseri-oligo-security

MOHUTOPUHT 32 KOHTEMHEPOM

Big Data noapa3ymeBaet long-running npoueccbl (aHanntuka, ML-gKobbl).

Cneaum Kak 06bI4HO 3a:
* [poueccHbIMU cobbITUAMM
* CeTeBbiMU ONepaumamm

* ®annoBbiMK ONepaumamm

Ctpoum Npodmam HOPMabHOro NOBeAEHUA.

310 TpebyeT ocobon 06paboTKKN, MHAYE CEHCOP NPOCTO HE CNPaBUTCA
c obpaboTKOM CObbITUI ANA AETEKTUPOBAHMA aTakn 1 byaeTt noTpebaatb 6onbLioe
KONIMYeCTBO pecypcCos.

LUNTRY
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BbiBOAbI

Al-cneu,mbm(a BAMAET Ha 6e3onacHOCTb B Kubernetes, B OCHOBHOM yCu/a1nBan cyulecrsyrouiue
Bbi30Bbl U BBOAA HOBbIE€ PUCKMU.

Al B OCHOBHOM YCM/IMBAET CYLLECTBYIOLLUE BbI3OBbl U BBOAUT HOBblE PUCKU
W yrposbi.

Al He OTMeHSAEeT TOro, YTO AeNnaeTca ANA KNAaCCUUYECKUX K1acTepoB — Heobxoaum
KOMMJIEKCHbIN noaxoa K 6esonacHocTum.

20
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