EAWHCTBEHHASA KOHOEPEHLIUSA MO BE3OMNACHOCTH
~ . KOHTEMHEPOB U KOHTEUHEPHbIX CPEL]

 BEKONH™

3ayeM OM3HeCy HYXXHa oTAernbHas
komaHpa 3awunTtbl Kubernetes?

Hukonan MNaH4eHKo |


https://www.tbank.ru/
https://www.tbank.ru/
https://www.tbank.ru/

KOH®EPEHLIUA NO BE30MACHOCTU KOHTEMHEPOB U KOHTEMHEPHbIX CPE[

3ayeM OM3HeCy HyXHa
oTAeribHaa KoMmaHAaa
3awmnTbl K8s?




O ceﬁe: BEKOH=

NMaH4yeHko Hukonaun

Bonee 10 ner B IT n UB

Bonee 5 net 3aHumarocb nlyyeHmem K8s
n yctponcteoM Cloud-oKkpyxeHunm

NMopaboTan Kak B cTapTanax,
TaK U B “KpoBaBbIX 3HTepnpansax”’

Bbictynan Ha OffZone, PHDays,
Highload++, BekoH =)




I'nan:

Mpeaonocbinku co3gaHusa kKomaHabl K8s Sec

OKOHOMMYECKOe 00OCHOBaHue

TexHUn4Yeckoe o00CHOBaHue

CTtpaTternyeckoe o60cHoBaHue

3agayum KoMaHabl

BapuaHTbl pa3mMmelleHnsi KOMaHAabI

OOOOOOO

BbiBoabl

BEKOIH*
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BEKOH*

KoHdepeHuus no BEaonacHocTu _ "Ll
KOHTenHepoB n KOHTEMHEPHbIX cpen,

I‘IoupasneneHme ANA 3aLlMTbl
°© T kS 2

* Cebinka: https://old.luntry.ru/wp-content/uploads/2024/06/1_merecz-pochemu-za ito] nimats ya czeloe-podrazdelenie.pdf



Oucknenmep! BEKOH™
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eCTb Kak bonee, Tak U MeHee 3persible KOMMNaHUn




Oucknenmep! BEKOH™

FoBOpUM Npo oTpacnb B LIeSIOM:
eCTb KaKk bonee, Tak U MeHee 3perible KOMMaHUK

PeneBaHTHOCTb OTHOCUTENbLHO Ballen KOMMNaHWW npepsaraeTcs
onpenensaTb CaMOCTOATENbHO!




Oucknenmep! BEKOH™

FoBOpUM Npo oTpacnb B LIeSIOM:
eCTb KaKk bonee, Tak U MeHee 3perible KOMMaHUK

PeneBaHTHOCTb OTHOCUTENbLHO Ballen KOMMNaHWW npepsaraeTcs
onpenensaTb CaMOCTOATENbHO!

OocTturatb Uenu u pewaTtb NPo6reMbl MOXHO NO-Pa3HOMY —
obcyxaaem BO3MOXHble CXeMbl U BapuaHTbl — 4YacTb Aaxe paboTaeT =)




CNCF Annual Cloud Native Survey 2026 BEKOH™
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CNCF Annual Cloud Native Survey 2026

66% of
organizations

use Kubernetes
to host generative
Al workloads.

CHCF ANNUAL CLOUD NATIVE SURVEY

Cultural changes with
the development team ranks

as the #1 challenge for
deploying containers

(47%), surpassing technical
concerns.

?@T

BEIKOH**

CHNCF ANNUAL CLOUD NATIVE SURVEY

’ I \ Cloud native

adoption reaches

98% across surveyed
organizations.

82% of container users

deploy Kubernetes
in production, up ‘ ,

from 66% in 2023.
oy

18

ttse
&

CHCF ANNUAL CLOUD NATIVE SURVEY

Pl
Pl

47% of organizations
deploy Al models

occasionally, with only
7% deploying daily.

Container usage in
production applications
increased from 41% (2023)
to 56% (2025).

* Ccbinika: https://www.cncf.io/wp-content/uploads/2026/01/CNCF_Annual_Survey Report_final.pdf 11



CNCF Annual Cloud Native Survey 2026 BEKOH™

98%

opraHm3auymin Ucnosb3yT 0bnavHbIN Noaxon

* Ccbinika: https://www.cncf.io/wp-content/uploads/2026/01/CNCF_Annual_Survey Report_final.pdf 12



CNCF Annual Cloud Native Survey 2026 BEKOH™

98%

opraHm3auymin Ucnosb3yT 0bnavHbIN Noaxon

opraHmsaumn ncnonb3yT K8s B prod-okpyXeHnu

* Ccbinika: https://www.cncf.io/wp-content/uploads/2026/01/CNCF_Annual_Survey Report_final.pdf 13



CNCF Annual Cloud Native Survey 2026 BEKOH™

98%

opraHm3auymin Ucnosb3yT 0bnavHbIN Noaxon

opraHmsaumn ncnonb3yT K8s B prod-okpyXeHnu

opraHmnsaumn ncnonb3yT K8s ansa Al-Harpy3ok

* Ccbinika: https://www.cncf.io/wp-content/uploads/2026/01/CNCF_Annual_Survey Report_final.pdf 14



CNCF Annual Cloud Native Survey 2026 BEKOH™

98%

opraHm3auymin Ucnosb3yT 0bnavHbIN Noaxon

K8s — mnpoBon ctaHgapT
ansi pasmeLleHuns

KOHTEWHEPHbIX Harpy3okK

opraHmsaumn ncnonb3yT K8s B prod-okpyXeHnu

opraHmnsaumn ncnonb3yT K8s ansa Al-Harpy3ok

* Ccbinika: https://www.cncf.io/wp-content/uploads/2026/01/CNCF_Annual_Survey Report_final.pdf 15



EcTb nn otnnyuga B 3awmte laaS ot PaaS? BEKOH™

K8s — mmnpoBou ctaHOapT

Ona pasmelleHud
KOHTEUHEPHbIX Harpy3okK
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EcTb nu otnnyunsa B 3awwmrte laaS ot PaaS? BEKOH™

OTnu4aetcs nu
K8s — mupoBon ctaHgapT MHppacTpykTypa K8s ot

Onsi pasMmeLleHus Knaccudeckoro obrnaka laaS?
KOHTEUHEPHbIX Harpy3okK
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EcTb nu otnnyunsa B 3awwmrte laaS ot PaaS? BEKOH™

OTnu4aetcs nu
K8s — mupoBon ctaHgapT MHppacTpykTypa K8s ot

Onsi pasMmeLleHus Knaccudeckoro obrnaka laaS?
KOHTEUHEPHbIX Harpy3okK
[1a — K8s ato PaaS
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EcTb nn otnnyuga B 3awmte laaS ot PaaS? BEKOH™

OTnnyaetcs Nu
K8s — mupoBon ctaHgapT MHppacTpykTypa K8s ot
Onsi pasMmeLleHus Knaccudeckoro obrnaka laaS?

" 4

K8s paclumpsaeT NoBeEPXHOCTb aTaku
N MPUHOCUT HOBbIE MYHKTbI B MOAESb Yrpo3

KOHTEUHEPHbIX Harpy3okK

[1a — K8s ato PaaS
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Pa3 HoBasa moaenb, To rae bpaTb 3KCNepToB?  BEKOH®

K8s paclmpsaeT NnoBeEPXHOCTb aTaku
N MPUHOCUT HOBbIE NYHKTbLI B MOAENb Yrpo3
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Pa3 HoBas moaenb, To rae bpaTb 9KCNepToB?  BEKOH™

K8s paclmpsaeT NnoBeEPXHOCTb aTaku
N MPUHOCUT HOBbIE NYHKTbLI B MOAENb Yrpo3

4

AyTcopc —

Komanoa b
“Ha cToOpoHE”
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Pa3 HoBast mogerb, TO rae bpaTb 9KCNepToB?  BEKOH™

K8s paclmpsaeT NnoBeEPXHOCTb aTaku
N MPUHOCUT HOBbIE NYHKTbLI B MOAENb Yrpo3

4 4

AyTcopc — BbipalumBaHue
KomaHga Vb B Y€ nmMmeroulemncs

“Ha cToOpoHE” komaHae b
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Pa3 HoBast mogernb, TO rae bpaTb 3KCnepToB?

K8s paclmpsaeT NnoBeEPXHOCTb aTaku
N MPUHOCUT HOBbIE NYHKTbLI B MOAENb Yrpo3

4 4 4

AyTcopc — BblipaliumBaHumne [logroToBKa

Komanoa b B Y€ nmMmeroulemncs BblJEeNMeHHOoN
“Ha CTOpOHE” KomaHge Vb KomaHabl Vb

BEIKOH**
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DKCNepTbl HYXHbI, a rae bpaTb pecypcbl? BEKOH™

AyTcopcC — BbipawinsaHue [logrotoBka

KomaHga Vb B Y€ UMeloLLeNnCs BbleneHHOW
“Ha cTOpoHE” komaHge Vb komaHabl b
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DKCNepTbl HYXHbI, a rae bpaTb pecypcbl? BEKOH™

AyTcopcC — BbipawinsaHue [logrotoBka
KomaHga Vb B Y€ UMeloLLeNnCs BbleneHHOW
“Ha cTOpoHE” komaHge Vb komaHabl b

EE A 11

Hy>xHbl “pecypcebl’, “nogu’, “aeHern”, “©@OT”, “ctaBkn” 1 T.A4.
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- BEKOH™*
Mrpaem B urpy “Kak npogatb komaHay?” =)
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Mrpaem B urpy “Kak npogatb komaHay?” =) BEKOH™

OKOHOMMYEecKoe
0OOCHOBaHMe
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Mrpaem B urpy “Kak npogatb komaHay?” =) BEKOH™

N«

Hy>Hbl “pecypcebl’, “nogu’, “aeHorn”, “©@OT”, “ctaBkn” 1 T.A4.

4 4

OKOHOMMYEecKoe TexHun4yeckoe
0OOCHOBaHMe 00OCHOBaHMe
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Mrpaem B urpy “Kak npogatb komaHay?” =) BEKOH™

N«

Hy>Hbl “pecypcebl’, “nogu’, “aeHorn”, “©@OT”, “ctaBkn” 1 T.A4.

OKOHOMUYeckoe TexHunyeckoe CTparernyeckoe
00OCHOBaHMe 00OCHOBaHMe 00OCHOBaHMe
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JKOHOMUYeckoe 0boCHOBaHME BEKOH=

. OTBeyaeT Ha BONPOC — CKO/IbKO CTOMUT OLIMOKa B K8s?
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JKOHOMUYeckoe 0boCHOBaHME BEKOH=

. OTBeyaeT Ha BONPOC — CKO/IbKO CTOMUT OLIMOKa B K8s?

. OauH Knactep 4acto OGCHV)KVIB&ET AECATKN-COTHU-TbICAYU CepBUCOB CPpa3y
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JKOHOMUYeckoe 0boCHOBaHME BEKOH=

. OTBeyaeT Ha BONPOC — CKO/IbKO CTOMUT OLIMOKa B K8s?

. OauH Knactep 4acto OGCHV)KVIB&ET AECATKN-COTHU-TbICAYU CepBUCOB CPpa3y

OcTtaHOBKa 6u3Heca = npssMmbie (bVIHaHCOBbIe noTepu

+ K8s knactep — LeneBon paHTanM — TaMm XuBeT busHec
* OpauH K8s knactep AepXuUT TbicA4M BU3HEC-NPUNOXKEHNN
* [lpsiMble noTepn 3a Kaxabl Yac HeA4OCTYMNHOCTU

* PenyTaunoHHbIN yuiepd 1 OTTOK KIMEHTOB
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JKOHOMUYeckoe 0boCHOBaHME BEKOH=

. OTBeyaeT Ha BONPOC — CKO/IbKO CTOMUT OLIMOKa B K8s?

. OauH Knactep 4acto OGCHV)KVIB&ET AECATKN-COTHU-TbICAYU CepBUCOB CPpa3y

OcTtaHOBKa 6u3Heca = npssMmbie (bVIHaHCOBbIe noTepu

+ K8s knactep — LeneBon paHTanM — TaMm XuBeT busHec
* OpauH K8s knactep AepXuUT TbicA4M BU3HEC-NPUNOXKEHNN
* [lpsiMble noTepn 3a Kaxabl Yac HeA4OCTYMNHOCTU

* PenyTaunoHHbIN yuiepd 1 OTTOK KIMEHTOB

PerynatopHble puckun: KU n obopoTtHble wtpadbl

+ 30KNN

* 152-®3 - 3akoH o MNAH

» OGopoTHbIe WTpadbl 3a packpbiTne YO *
* HapyweHnune tpebosaHnn ®CTIK, ®CH
* [OCT 57580 n gp.

* Y[l — YyBcTBUTENBHbIE JAHHbIE 34



JKOHOMUYeckoe 0boCHOBaHME BEKOH=

. OTBeyaeT Ha BONPOC — CKO/IbKO CTOMUT OLIMOKa B K8s?

. OauH Knactep 4acto OGCHV)KVIB&ET AECATKN-COTHU-TbICAYU CepBUCOB CPpa3y

4 N\ 4 N\

OcTaHoBKa 6u3Heca = npsimble (pHaHCOBLIE NoTepu Bbicokasi CTOMMOCTb BHECEHUA NPaABOK “Ha ropsiuyro”

+ K8s knactep — LeneBon paHTanM — TaMm XuBeT busHec » [lepekaTtka knactepa “Ha ropsivyto” — gonro u goporo B Y/ **

* OawnH K8s knactep 4epXuT TbiCAYM BU3HEC-NPUNOXKEHNI * UeM nosxe npunetaeTr apxmtekTypHoe nameHeHune b,

* [Mpsimble noTepun 3a Kaxabl Yac HEAOCTYMNMHOCTH TEM BbILLE €ro CTOMMOCTb

* PenyTauvoHHbIN yLep6 1 OTTOK KIMEHTOB * KoopauHauusa mHorux komaHg — 3artparmsaet IT, Ub n busHec

» PasgyTtne cpokoB VS BbIHYXOEHHbIE “OnacHble” CorniacoBaHus

& J & J
4 N\

PerynatopHble puckun: KU n obopoTtHble wtpadbl

30K

152-03 — 3akoH o MAH

O6opoTHble WwTpadbl 3a packpbiTne Ya*
HapyweHue TpeboBaHun ®CTIK, CH
OCT 57580 v gp.

* Y[l — YyBCTBUTENbHbBIE JaHHbIE **Y/[1 — Yenoseko[lHn — ntofckon pecypc =) 35




JKOHOMUYeckoe 0boCHOBaHME BEKOH=

. OTBeyaeT Ha BONPOC — CKO/IbKO CTOMUT OLIMOKa B K8s?

. OauH Knactep 4acto OGCHV)KVIB&ET AECATKN-COTHU-TbICAYU CepBUCOB CPpa3y

4 ) 4 )
OcTaHoBKa 6u3Heca = npsimble (pHaHCOBLIE NoTepu Bbicokasi CTOMMOCTb BHECEHUA NPaABOK “Ha ropsiuyro”
+ K8s knactep — LeneBon paHTanM — TaMm XuBeT busHec » [lepekaTtka knactepa “Ha ropsivyto” — gonro u goporo B Y/ **
* OanH K8s knacTtep AEPXKUT TbiCAYM DU3HEC-MPUNOXKEHNI * UeM nosxe npunetaeTr apxmtekTypHoe nameHeHune b,
* [MpsAmble noTepwu 3a Kaxabli Yac HEAOCTYMHOCTYU TEM BblLLI€ €0 CTOMMOCTb
° Pel'IyTaLl,I/IOHHbII7I y|_|_||ep6 N OTTOK KIMMUEeHTOB O KOOp,EI,I/IHaLI,I/IFl MHOIMX KOMaHa — 3aTparmBaeTt IT, B n busnec
» PasgyTtne cpokoB VS BbIHYXOEHHbIE “OnacHble” CorniacoBaHus
| J |\ J
4 ) 4 )
PerynatopHble puckun: KU n obopoTtHble wtpadbl LleHa BoccTaHOBNEHUSA KnacTepa BbICOKa
+ 30KNN « [loporve nHxxeHepbl 3aHATbI UHLUMOEHTOM, a He pa3BUTUEM KracTepa
* 152-03 — 3akoH o NAH » CTOMMOCTb NPOCTOSI YMHOXaeTCsl Ha CTOMMOCTb KOMaHAb!
» OGopoTHbIe WTpadbl 3a packpbiTne YO * * BobicTpameaHune agpdpektnBHoro DRP —
« HapyLwweHue TpeGosaHuin @CTIK, CB PUCK HE BOCCTAHOBIIEHUNS KnacTepa + pecypcosaTtpartHo B Y/ **
* [OCT 57580 n gp.
|\ J \. J

* Y[l — YyBCTBUTENbHbBIE JaHHbIE **Y/[1 — Yenoseko[lHn — ntofckon pecypc =) 36
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TexHnyeckoe obocHoBaHMe BEKOH=

. OTBeuyaeT Ha Bonpoc — no4yemy “obbiuHan” Ub-komaHAa moxKeT He 3ameTuTb UMb puckos Bokpyr K8s?

38



TexHnyeckoe obocHoBaHMe BEKOH=

. OTBeuyaeT Ha Bonpoc — no4yemy “obbiuHan” Ub-komaHAa morKeT He 3ameTuTb UBb puckoB BoKpyr K8s?

. K8s Knacrep B KOMNaHUAX YacTo peaan3oBaH Kak PaaS*

* PaaS — platform as a service 39



TexHnyeckoe obocHoBaHMe BEKOH=

. OTBeuyaeT Ha Bonpoc — no4yemy “obbiuHan” Ub-komaHAa morKeT He 3ameTuTb UBb puckoB BoKpyr K8s?

. K8s Knacrep B KOMNaHUAX YacTo peaan3oBaH Kak PaaS*

Cneuunduka noctpoeHunsa PaaS ana K8s

« [lon. pacxodbl Ha KOHTpOrb nNnatgopmebl: control plane, woker v ap.
MynbTUTEHAHTHOCTb

KoHTenHepHasa u ceTeBasi N3onsumnsa Harpysok

OPUMEPHOCTb N AMHAMUYHOCTb Harpy3okK

PasmbITbIn nepumeTp (McTopust Npo “Becenble” Ingress, NodePort)

* PaaS — platform as a service 40



TexHnyeckoe obocHoBaHMe BEKOH=

. OTBeuyaeT Ha Bonpoc — no4yemy “obbiuHan” Ub-komaHAa morKeT He 3ameTuTb UBb puckoB BoKpyr K8s?

. K8s Knacrep B KOMNaHUAX YacTo peaan3oBaH Kak PaaS*

Cneuunduka noctpoeHunsa PaaS ana K8s

« [lon. pacxodbl Ha KOHTpOrb nNnatgopmebl: control plane, woker v ap.
MynbTUTEHAHTHOCTb

KoHTenHepHasa u ceTeBasi N3onsumnsa Harpysok

OPUMEPHOCTb N AMHAMUYHOCTb Harpy3okK

PasmbITbIn nepumeTp (McTopust Npo “Becenble” Ingress, NodePort)

MmobanbHble ocobeHHocTu K8s

“lBenuyapckmin HOX” C YKIOHOM B KOHTEWHEPHbIW paHTanMm
He 3awmweH na kopobku + orBpatutenbHbin D-in-D**
dusmnyeckune orpaHmyeHnsa K8s no konmyectsy o6bLeKToB
CneumduryHbIA KOMMAeHC AN HECKOMbKUX YPOBHEN — 4C***

. J

* PaaS — platform as a service ** D-in-D — Defence-in-depth — 3awmra B rmybuHy *** 4c — Code, Container, Cluster, Cloud 41



TexHnyeckoe obocHoBaHMe BEKOH=

. OTBeuyaeT Ha Bonpoc — no4yemy “obbiuHan” Ub-komaHAa morKeT He 3ameTuTb UBb puckoB BoKpyr K8s?

. K8s Knacrep B KOMNaHUAX YacTo peaan3oBaH Kak PaaS*

4 ) ( )
Cneuunduka noctpoeHunsa PaaS ana K8s deknapaTUBHbIA NOAX04 onucaHuA Harpy3ku B K8s
« [lon. pacxoabl Ha KOHTponb nnatgopmel: control plane, woker n gp. * EcTb oxxmgaemoe n peanbHOe COCTOSAHME Harpys3ku
* MynbTUTEHAHTHOCTb * Bce maHudecTbl xpaHaTcsa B “HexxHom” ETCD
» KoHTenHepHasa u ceTeBasi N30MsUna Harpysok * [loMnMO camon Harpy3ku ecTb Ky4a BCrOMOraTefibHbIX 0ObEKTOB
* OPMMEPHOCTb U ANHAMUYHOCTb Harpy3okK * XUTpbIn MOMEHT C KBOTaMu/nnmmntammn gnga 3awmtbl ot DDoS
* PasmbiTbin nepumeTtp (uctopua npo “Becenbie” Ingress, NodePort) * [lo ymonyaHuio “cekpeTHuua” B OTKPbITOM BUAE
\ J . J
e D

MmobanbHble ocobeHHocTu K8s

“‘lIBenuapcknin HOX” C YKNOHOM B KOHTEMHEPHbIN paHTanuMm
He 3awmweH na kopobku + orBpatutenbHbin D-in-D**
dusmnyeckune orpaHmyeHnsa K8s no konmyectsy o6bLeKToB
CneumduryHbIA KOMMAeHC AN HECKOMbKUX YPOBHEN — 4C***

. J

* PaaS — platform as a service ** D-in-D — Defence-in-depth — 3awmra B rmybuHy *** 4¢c — Code, Container, Cluster, Cloud 42




TexHn4yeckoe obocHoBaHue

BEIKOH**

. OTBeuyaeT Ha Bonpoc — no4yemy “obbiuHan” Ub-komaHAa moxKeT He 3ameTuTb UMb puckos Bokpyr K8s?

. K8s Knacrep B KOMNaHUAX YacTo peaan3oBaH Kak PaaS*

Cneuunduka noctpoeHunsa PaaS ana K8s

MynbTUTEHAHTHOCTb

KoHTenHepHasa u ceTeBasi N3onsumnsa Harpysok

OMEpPHOCTb M ANHAMUYHOCTb Harpy30kK

Pa3mbITbI nepumeTp (Mctopus npo “Becenble” Ingress, NodePort)

[on. pacxoabl Ha KOHTpoOrb nnatgopmel: control plane, woker n gp.

deknapaTUBHbIA NOAX04 onucaHuA Harpy3ku B K8s

EcTb oxngaemoe n peanbHoe COCTOSIHUE Harpy3ku

Bce maHudecTbl xpaHaTcs B “HexkHom” ETCD

MoMnmMOo camon Harpysku ecTb Kyda BCriomoraTteribHbIX 06bekToB
XUTPbI MOMEHT C KBOTaMu/nummntammn gng 3awmtbl ot DDoS

Mo ymonyaHmto “cekpeTHmua” B OTKPbITOM BUae

MmobanbHble ocobeHHocTu K8s

“‘lIBenuapcknin HOX” C YKNOHOM B KOHTEMHEPHbIN paHTanuMm
He 3awmweH na kopobku + orBpatutenbHbin D-in-D**
dusmnyeckune orpaHmyeHnsa K8s no konmyectsy o6bLeKToB
CneumduryHbIA KOMMAeHC AN HECKOMbKUX YPOBHEN — 4C***

J/

\

Cneuundunynbin CI/CD (supply chain)

Harpy3aka 3awwnta B Docker-obpas, Hy>XeH KOHTPOSib PEECTPOB
Harpyska 3apaHee onuncbiBaeTcs Yyepes co3fgaHne MmaHugecta
Harpyska noctaBnseTcs B Knactep npemmyLlectBeHHO Yepes API
[ns APl HyxXeH crneunanbHbi KOHpUr ¢ Hy>xxHbiM RBAC
PasmelleHne Harpy3ok NponcxoauT aBToMaTUYECKU

* PaaS — platform as a service ** D-in-D — Defence-in-depth — 3awiuta B rnyouHy *** 4c — Code, Container, Cluster, Cloud
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CTpaTternyeckoe obocHoBaHume BEKOH™

. OTBeyaeT Ha BONPOC — KaKkue Nakcbl gaet kKomaHaa K8s Sec B ctpaternueckom nnaHe?

45



CTpaTternyeckoe obocHoBaHume BEKOH™

. OTBeyaeT Ha BONPOC — KaKkue Nakcbl gaet kKomaHaa K8s Sec B ctpaternueckom nnaHe?

. CTpaterunyeckue naaHbl 06bIYHO 06CYXKAAOTCA Ha YPOBHE PYKOBOAUTENEM BbICOKOTO YPOBHA!
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CTpaTternyeckoe obocHoBaHume BEKOH™

. OTBeyaeT Ha BONPOC — KaKkue Nakcbl gaet kKomaHaa K8s Sec B ctpaternueckom nnaHe?

. CTpaterunyeckue naaHbl 06bIYHO 06CYXKAAOTCA Ha YPOBHE PYKOBOAUTENEM BbICOKOTO YPOBHA!

YHUuKanbHasa akcnepTusa

—_—

Bonee netanbHast mogenb yrpos

2. KadvecTBeHHas ycTaHOBKa
npuoputeToB 6e3onacHOCTH

3. BbicTaBneHune 6onee TOYHbIX
KoHTposnen SOC

4. BO3MOXHOCTb 3aKpbiBaTb

3apayn b E2E*
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CTpaTternyeckoe obocHoBaHume BEKOH™

. OTBeyaeT Ha BONPOC — KaKkue Nakcbl gaet kKomaHaa K8s Sec B ctpaternueckom nnaHe?

. CTpaterunyeckue naaHbl 06bIYHO 06CYXKAAOTCA Ha YPOBHE PYKOBOAUTENEM BbICOKOTO YPOBHA!

YHuKanbHaa akcnepTusa MacwTtabupyemoctb UB

1. TlocTtpoeHune 3awmnTbl K8s no
npuHumny Security by design
[Opu3oHTanbHOE cKkanMpoBaHue
KnactepoB aBTOMaTtoOM TpaHCNupyeT
pelwleHne 6e30nacHoOCTK

Harpy3sku 3anyckarTcsi C y4eTOM
TpeboBaHu perynatopa

4. MacwTtabunpyemble KOHTPONU

—_—

Bonee netanbHast mogenb yrpos
2. KadvecTBeHHas ycTaHOBKa 5
npuoputeToB 6e3onacHOCTH '
3. BbicTaBneHune 6onee TOYHbIX
KoHTposnen SOC 3
4. BO3MOXHOCTb 3aKpbiBaTb '
3apayn b E2E*
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CTpaTternyeckoe obocHoBaHume

BEIKOH**

. OTBeyaeT Ha BONPOC — KaKkue Nakcbl gaet kKomaHaa K8s Sec B ctpaternueckom nnaHe?

. CTpaterunyeckue naaHbl 06bIYHO 06CYXKAAOTCA Ha YPOBHE PYKOBOAUTENEM BbICOKOTO YPOBHA!

YHUuKanbHasa akcnepTusa

—_—

Bonee netanbHast mogenb yrpos

2. KadvecTBeHHas ycTaHOBKa
npuoputeToB 6e3onacHOCTH

3. BbicTaBneHune 6onee TOYHbIX
KoHTposnen SOC

4. BO3MOXHOCTb 3aKpbiBaTb

3apayn b E2E*

MacwTtabupyemoctb UB

1. TlocTtpoeHune 3awmnTbl K8s no
npuHumny Security by design

2. [opwusoHTanbHOe ckanupoBaHue
KnactepoB aBTOMaTtoOM TpaHCNupyeT
pelwleHne 6e30nacHoOCTK

3. Harpysku 3anyckarTca C y4eToM
TpeboBaHu perynatopa

4. MacwTtabunpyemble KOHTPONU

YckopeHHas peakuua Ub

1. YckopeHHas aganTauus K HOBbIM
yrposam b oTHocutenbHo K8s

2. OrtpaboTaHHble CxeMbl pearMpoBaHus

Ha aTaku 3NnoyMblLLUIIEHHNKA

Yny4dlweHHas MUTuraumsa ysassumMocTen

BoaMOXHOCTb NncaTb COBCTBEHHbIN

codpT onsa 3awmtbl K8s

o

* E2E — End-to-end — camocToAATenbHO, OT Havyana Ao KoHua
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BEIKOH™
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3a 4YTO oTBeYaeT KoMaHaa 3awmnTbl K8s? BEKOH™

ApxuTtekTypa n nnatgopma

/Ei‘ [MocTpoeHne cucTemM ¢ ToYkM 3peHust PaaS
PaspaboTka apxuTekTypHbIx pewweHnin b
XapgaeHuHr control plane n worker Hoz
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3a 4YTO oTBeYaeT KoMaHaa 3awmnTbl K8s? BEKOH™

ApxuTtekTypa n nnatgopma

EN

[MocTpoeHne cucTemM ¢ ToYkM 3peHust PaaS
Pa3paboTka apxuTekTypHbIX pelwieHun Nb
XapgaeHuHr control plane n worker Hoz

IAM n gocTynbl

RBAC n identity providers
CepBuc-akkayHTbl U NpUBUIErnn
Hoctyn kK Hogam u Control Plane
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3a 4YTO oTBeYaeT KoMaHaa 3awmnTbl K8s? BEKOH™

B npouecchbl

/3 KoHTponvpyemoe BHeCEHNE N3MEHEHNI B
_|]_|:|J:|_ CUCTEMY C TOYKM 3peHus npoueccoB Nb

Security by design
threat modeling

ApxuTtekTypa n nnatgopma

[MocTpoeHne cucTemM ¢ ToYkM 3peHust PaaS
Pa3paboTka apxuTekTypHbIX pelwieHun Nb
XapgaeHuHr control plane n worker Hoz

EN

IAM n gocTynbl

RBAC n identity providers
CepBuc-akkayHTbl U NpUBUIErnn
Hoctyn kK Hogam u Control Plane
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3a 4YTO oTBeYaeT KoMaHaa 3awmnTbl K8s?

VB npouecchbl CeTb

NetworkPolicy n CNI
CermeHTauma pod—node
Zero trust onsa Harpysok

/" KoHTponupyemoe BHeceHne N3MeHeHun B
_|]_|:|J:|_ CUCTEMY C TOYKM 3peHus npoueccos Vb
Security by design
threat modeling

ApxuTtekTypa n nnatgopma

/IEI‘ [MocTpoeHne cucTemM ¢ ToYkM 3peHust PaaS
Pa3paboTka apxuTekTypHbIX pelwieHun Nb
XapgaeHuHr control plane n worker Hoz

IAM n gocTynbl

RBAC n identity providers
CepBuc-akkayHTbl U NpUBUIErnn
Hoctyn kK Hogam u Control Plane

BEIKOH**
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3a 4YTO oTBeYyaeT KoMmaHaa 3awmnTtbl K8s? BEKOH™

VB npouecchl CeTb

NetworkPolicy n CNI
CermeHTauma pod—node
Zero trust onsa Harpysok

/" KoHTponupyemoe BHeceHne N3MeHeHun B

_|]_|:|J:|_ CUCTEMY C TOYKM 3peHus npoueccos Vb
Security by design
threat modeling

KoHTponb 3anycka un paboTbl Harpy3okK
XapOeHWHr Harpy3ok

Policy-as-code n admission control

KoHTposnb Al-Harpy3ok n 3arpy>kaembix Moaenemn

ApxuTtekTypa n nnatgopma

/IEI‘ [MocTpoeHne cucTemM ¢ ToYkM 3peHust PaaS
Pa3paboTka apxuTekTypHbIX pelwieHun Nb
XapgaeHuHr control plane n worker Hoz

IAM n gocTynbl

RBAC n identity providers
CepBuc-akkayHTbl U NpUBUIErnn
Hoctyn kK Hogam u Control Plane
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3a 4YTO oTBeYaeT KoMaHaa 3awmnTbl K8s? BEKOH™

MB npouecchi Cetb

NetworkPolicy n CNI
CermeHTauma pod—node
Zero trust onsa Harpysok

/" KoHTponupyemoe BHeceHne N3MeHeHun B

_|]_|:|J:|_ CUCTEMY C TOYKM 3peHus npoueccos Vb
Security by design
threat modeling

KoHTponb 3anycka un paboTbl Harpy3okK
XapOeHWHr Harpy3ok

Policy-as-code n admission control

KoHTposnb Al-Harpy3ok n 3arpy>kaembix Moaenemn

ApxuTtekTypa n nnatgopma

/IEI‘ [MocTpoeHne cucTemM ¢ ToYkM 3peHust PaaS
Pa3paboTka apxuTekTypHbIX pelwieHun Nb
XapgeHuHr control plane n worker Hoz

IAM n gocTynbl

RBAC n identity providers
CepBuc-akkayHTbl U NpUBUIErnn
Hoctyn kK Hogam u Control Plane

KoHTponb noctasok (CI/CD)
cbopka obpas3oB

SBOM,Mognucu

Security gate

Supply chain aTaku
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3a 4YTO oTBeYaeT KoMaHaa 3awmnTbl K8s? BEKOH™

MB npouecchi Cetb

NetworkPolicy n CNI
CermeHTauma pod—node
Zero trust onsa Harpysok

/" KoHTponupyemoe BHeceHne N3MeHeHun B

_|]_|:|J:|_ CUCTEMY C TOYKM 3peHus npoueccos Vb
Security by design
threat modeling

KoHTponb 3anycka un paboTbl Harpy3okK
XapOeHWHr Harpy3ok

Policy-as-code n admission control

KoHTposnb Al-Harpy3ok n 3arpy>kaembix Moaenemn

ApxuTtekTypa n nnatgopma

/IEI‘ [MocTpoeHne cucTemM ¢ ToYkM 3peHust PaaS
Pa3paboTka apxuTekTypHbIX pelwieHun Nb
XapgeHuHr control plane n worker Hoz

IAM n gocTynbl

RBAC n identity providers
CepBuc-akkayHTbl U NpUBUIErnn
Hoctyn kK Hogam u Control Plane

KoHTponb noctasok (CI/CD)
cbopka obpas3oB

SBOM,Mognucu

Security gate

Supply chain aTaku

KoHTponb cekpeToB

@ KoHTposnb noctaBkn cekpeToB B runtime
3awuTa etcd n vault
LLincppoBaHne S2S n potaunsa cekpeToB
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3a 4YTO oTBeYyaeT KoMmaHaa 3awmnTtbl K8s? BEKOH™

VB npouecchl CeTb

NetworkPolicy n CNI
CermeHTauma pod—node
Zero trust onsa Harpysok

/" KoHTponupyemoe BHeceHne N3MeHeHun B

_|]_|:|J:|_ CUCTEMY C TOYKM 3peHus npoueccos Vb
Security by design
threat modeling

KoHTponb 3anycka un paboTbl Harpy3okK
XapOeHWHr Harpy3ok

Policy-as-code n admission control

KoHTposnb Al-Harpy3ok n 3arpy>kaembix Moaenemn

ApxuTtekTypa n nnatgopma

/IEI‘ [MocTpoeHne cucTemM ¢ ToYkM 3peHust PaaS
Pa3paboTka apxuTekTypHbIX pelwieHun Nb
XapgeHuHr control plane n worker Hoz

|IAM n gocTynbl Vuln Management

RBAC wu identity providers /EI‘ YA3BMMOCTW KOMMOHEHTOB K8s
CepBuc-akkayHTbl U NpuBUerum YA3BUMOCTW aaao0HOB Kyba
HocTtyn k Hogam n Control Plane Ya3BUMOCTM 06pa3oB 1 Harpy3ok

KoHTponb noctasok (CI/CD)
cbopka obpas3oB

SBOM,Mognucu

Security gate

Supply chain aTaku

KoHTponb cekpeToB

@ KoHTposnb noctaBkn cekpeToB B runtime
3awuTa etcd n vault
LLincppoBaHne S2S n potaunsa cekpeToB
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3a 4YTO oTBeYyaeT KoMmaHaa 3awmnTtbl K8s? BEKOH™

VB npouecchl CeTb

NetworkPolicy n CNI
CermeHTauma pod—node
Zero trust onsa Harpysok

/" KoHTponupyemoe BHeceHne N3MeHeHun B

_|]_|:|J:|_ CUCTEMY C TOYKM 3peHus npoueccos Vb
Security by design
threat modeling

KoHTponb 3anycka un paboTbl Harpy3okK
XapOeHWHr Harpy3ok

Policy-as-code n admission control

KoHTposnb Al-Harpy3ok n 3arpy>kaembix Moaenemn

ApxuTtekTypa n nnatgopma

/EI‘ [MocTpoeHne cucTemM ¢ ToYkM 3peHust PaaS
Pa3paboTka apxuTekTypHbIX pelwieHun Nb
XapgeHuHr control plane n worker Hoz

KoHTponb xpaHunuiy

IAM n gocTynbl / KOHTpOmb NoCTaBKM CEKpeToB B runtime Vuln Management

_I:I_DJ:I_ 3awuTa eted
RBAC v identity providers KOHTpOb NOAKMoYaEMbIX XPaHMNLL /Jjj YA3BMMOCTY KOMMOHEHTOB K8s
CepBuc-akkayHTbl 1 NPUBUMETN 3awuTa CSI YSI3BUMOCTU al0HOB Kyba
HocTtyn k Hogam n Control Plane Ya3BUMOCTM 06pa3oB 1 Harpy3ok

KoHTponb noctasok (CI/CD)
cbopka obpas3oB

SBOM,Mognucu

Security gate

Supply chain aTaku

KoHTponb cekpeToB

@ KoHTposnb noctaBkn cekpeToB B runtime
3awuTa etcd n vault
LLincppoBaHne S2S n potaunsa cekpeToB
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3a 4YTO oTBeYyaeT KoMmaHaa 3awmnTtbl K8s? BEKOH™

VB npouecchl CeTb

NetworkPolicy n CNI
CermeHTauma pod—node
Zero trust onsa Harpysok

/ KoHTponupyemoe BHeceHne N3MeHeHun B

_|]_|:|J:|_ CUCTEMY C TOYKM 3peHus npoueccos Vb
Security by design
threat modeling

KoHTponb 3anycka un paboTbl Harpy3okK
XapOeHWHr Harpy3ok

Policy-as-code n admission control

KoHTposnb Al-Harpy3ok n 3arpy>kaembix Moaenemn

ApxuTtekTypa n nnatgopma

/EI‘ [MocTpoeHne cucTemM ¢ ToYkM 3peHust PaaS
Pa3paboTka apxuTekTypHbIX pelwieHun Nb
XapgeHuHr control plane n worker Hoz

KoHTponb xpaHunuiy

IAM n gocTynbl / KOHTpOmb NoCTaBKM CEKpeToB B runtime Vuln Management
_D_Dﬂ_ 3awwmTa etcd
RBAC v identity providers KOHTpOb NOAKMoYaEMbIX XPaHMNLL /Jjj YA3BMMOCTY KOMMOHEHTOB K8s
CepBuc-akkayHTbl 1 NPUBUMETN 3awuTa CSI YSI3BUMOCTU al0HOB Kyba
HocTtyn k Hogam n Control Plane Ya3BUMOCTM 06pa3oB 1 Harpy3ok
KoHTponb noctasok (CI/CD)
cbopka obpas3oB Codt

SBOM,Mognucu
Security gate
Supply chain aTaku

Mopoepxka yTUNUT KOMMnekcHon 3awmtbl K8s
Pa3paboTka co6CTBEHHbIX MHCTPYyMeHTOB B
Astomatumsaums b npoueccos

KoHTponb cekpeToB

@ KoHTposnb noctaBkn cekpeToB B runtime
3awuTa etcd n vault
LLincppoBaHne S2S n potaunsa cekpeToB
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3a 4YTO oTBeYyaeT KoMmaHaa 3awmnTtbl K8s? BEKOH™

VB npouecchl CeTb

NetworkPolicy n CNI
CermeHTauma pod—node
Zero trust onsa Harpysok

/5" KoHTponupyemoe BHeceHne N3MeHeHun B

_|]_|:|J:|_ CUCTEMY C TOYKM 3peHus npoueccos Vb
Security by design
threat modeling

KoHTponb 3anycka un paboTbl Harpy3okK
XapOeHWHr Harpy3ok

Policy-as-code n admission control

KoHTposnb Al-Harpy3ok n 3arpy>kaembix Moaenemn

ApxuTtekTypa n nnatgopma

[MocTpoeHne cucTemM ¢ ToYkM 3peHust PaaS
Pa3paboTka apxuTekTypHbIX pelwieHun Nb
XapgaeHuHr control plane n worker Hoz

KoHTponb xpaHunuiy

IAM n gocTynbl / KoHTporb nocTaBku CEeKpeToB B runtime Vuln Management
_D_Dﬂ_ 3awwmTa etcd
RBAC v identity providers KOHTpOb NOAKMoYaEMbIX XPaHMNLL /Jjj YA3BMMOCTY KOMMOHEHTOB K8s
CepBuc-akkayHTbl 1 NPUBUMETN 3awuTa CSI YSI3BUMOCTU al0HOB Kyba
HocTtyn k Hogam n Control Plane Ya3BUMOCTM 06pa3oB 1 Harpy3ok
KoHTponb noctasok (CI/CD)
KomnnaeHc c6opka 06pasoB Codbt

SBOM,Mognucu
Security gate
Supply chain aTaku

OCT, CIS Benchmarks
CobcTBeHHbIE CTaHOApPThI
TpeboBaHua pcTak, dcbd

Mopoepxka yTUNUT KOMMnekcHon 3awmtbl K8s
Pa3paboTka co6CTBEHHbIX MHCTPYyMeHTOB B
Astomatumsaums b npoueccos

KoHTponb cekpeToB

KoHTposnb noctaBkn cekpeToB B runtime
3awuTa etcd n vault
LLincppoBaHne S2S n potaunsa cekpeToB
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3a 4YTO oTBeYaeT KoMaHaa 3awmnTbl K8s?

MB npouecchi Cetb

NetworkPolicy n CNI
CermeHTauma pod—node
Zero trust onsa Harpysok

/' KoHTponnpyemoe BHeceHne N3MEHEHWI B

_|]_|:|J:|_ CUCTEMY C TOYKM 3peHus npoueccos Vb
Security by design
threat modeling

KoHTponb 3anycka un paboTbl Harpy3okK
XapOeHWHr Harpys3okK

Policy-as-code n admission control

KoHTpornb Al-Harpy3ok v 3arpyaembix Mogenen

ApxuTtekTypa n nnatgopma

/Jﬂ [MocTpoeHne cuctem ¢ To4kM 3peHus PaaS
Pa3paboTka apxuTekTypHbIX pelwieHun Nb
XapgeHuHr control plane n worker Hoz

KOHTpOnb XpaHunuiy

KoHTponb noctasok (CI/CD)
cbopka obpas3oB

SBOM,Mognucu

Security gate

Supply chain aTaku

KomnnaeHc Codt

OCT, CIS Benchmarks
CobcTBEHHbIE CTaHAApPThI
TpeboBaHua ¢cTak, dcb

Astomatumsaums b npoueccos

KoHTponb cekpeToB

_ MoHuTtopuHr u RedTeam
KoHTposnb noctaBkn cekpeToB B runtime

3awuTa etcd n vault
LLincppoBaHne S2S n potaunsa cekpeToB

Momouwb B HanncaHmm koHTponen SOC
MomoLwb B paccnenoBaHnUM MHUMOEHTOB
[MpoBeneHne neHTecToB

BEIKOH**

IAM n gocTynbl / KoHTporb nocTaBku CEeKpeToB B runtime Vuln Management

_I:I_Dﬂ_ 3awuTa eted
RBAC v identity providers KOHTpOb NOAKMoYaEMbIX XPaHMNLL /Jjj YA3BMMOCTY KOMMOHEHTOB K8s
CepBuc-akkayHTbl 1 NPUBUMETN 3awuTa CSI YSI3BUMOCTU al0HOB Kyba
HocTtyn k Hogam n Control Plane Ya3BUMOCTM 06pa3oB 1 Harpy3ok

Mopoepxka yTUNUT KOMMnekcHon 3awmtbl K8s
Pa3paboTka co6CTBEHHbIX MHCTPYyMeHTOB B
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KoMaHAay «numvm» Mo BO3MOXHOCTSAM SEKOH™
N 30HaM OTBETCTBEHHOCTU .

Hu oguH yenoBek He 3aKkpoert Bce 12 gomeHoB. KomaHAa CTPOUTCA UCXOAA U3 peanbHbIX KOMNETEHLUMN, XKelaHUA

nopgei pa3suBaTbCca U NpuoputTeToB 6U3Heca — posau pacnpenensaroTca paBHOMEPHO NO HE06Xo4UMbIM AOMEHaM.
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KomaHay «nunnum» no BO3MOXHOCTAM BEKOH™
N 30HaM OTBETCTBEHHOCTW .

Hu oauH uenoBek He 3aKpoert Bce 12 sgomeHoB. KOMaHAa CTPOUTCA UCXOAA U3 peasibHbIX KOMNETEHUUN, }KeNaHuUA
noaen pasBuBaTbCcA U NPUOPUTETOB BU3HECA — PoaU pacnpeaenatoTca paBHOMEPHO No HeobXoaMMbIM AOMEHaM.

OueHnBaeM pUCKH

Kakne gomeHbl KpUTUYHEE ANS BaLLEN
cneymnduKM n Harpysokx
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KomaHay «nunnum» no BO3MOXHOCTAM BEKOH™
N 30HaM OTBETCTBEHHOCTW .

Hu oauH uenoBek He 3aKpoert Bce 12 sgomeHoB. KOMaHAa CTPOUTCA UCXOAA U3 peasibHbIX KOMNETEHUUN, }KeNaHuUA
noaen pasBuBaTbCcA U NPUOPUTETOB BU3HECA — PoaU pacnpeaenatoTca paBHOMEPHO No HeobXoaMMbIM AOMEHaM.

OueHuBaeM pUCKH CMOTpMM Ha ntoaen

Rakune AoMeHbI KpuUTHYHee A/17 Ballen KTO 4TO ymeeT 1 yem xoueT 3aHMMaTbhCA
cneymnduKM n Harpysokx
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KomaHay «nunnum» no BO3MOXHOCTAM BEKOH™
N 30HaM OTBETCTBEHHOCTW .

Hu oauH uenoBek He 3aKpoert Bce 12 sgomeHoB. KOMaHAa CTPOUTCA UCXOAA U3 peasibHbIX KOMNETEHUUN, }KeNaHuUA
noaen pasBuBaTbCcA U NPUOPUTETOB BU3HECA — PoaU pacnpeaenatoTca paBHOMEPHO No HeobXoaMMbIM AOMEHaM.

OueHuBaeM pUCKH CMOTpMM Ha ntoaen Pacnpepgensem poaun

Kakune gomeHbl KpUTUYHEEe AnA Ballel KTO 4TO YMEET M Yem XOueT 3aHUMaTbCA 3aKkpenaaem JOMeHbl 33 I04bMMU,
cneunpuKM 1 Harpysok OCTa/bHOe — TOYKM POCTa

66



HaBbiku: hard n soft oquHakoBO BaXkHb BEKOH™
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Hasblkn: hard n soft ogMHakoBo BaXkHbI GEKOH™

Hard skills

e 3HaHwue OC Linux

e [nyboKoe noHMMaHMe paboTbl paHTama:
KOHTenHepbl, 06pasbl, cpeabl UCMONHEHUSA
(containerd, CRI-O n 1.4.)

e 3HaHWe BHYTpPeHHero ycTpoictea Kubernetes: API,
RBAC, network policies, admission controls etc.

e Clouds, laC, policy-as-code, SRE, CI/CD
e Cetu, Kpuntorpadusa, ynpasaeHne CEKpeTamm

e KomnnaeHc:
CIS Benchmark, TOCTbl, TpeboBaHUA perynatopos

e [porpammuposanue (Go, Rust, Python, Bash, Yaml)
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HaBbiku: hard n soft oanHakoBO Ba)<Hb

BEIKOH**

Hard skills

e 3HaHue OC Linux

e [nyboKoe noHMMaHMe paboTbl paHTama:
KOHTenHepbl, 06pasbl, cpeabl UCMONHEHUSA
(containerd, CRI-O n 1.4.)

e 3HaHWe BHYTpPeHHero ycTpoictea Kubernetes: API,
RBAC, network policies, admission controls etc.

e Clouds, laC, policy-as-code, SRE, CI/CD
e Cetu, Kpuntorpadusa, ynpasaeHne CEKpeTamm

e KomnnaeHc:
CIS Benchmark, TOCTbl, TpeboBaHUA perynatopos

e [porpammuposanue (Go, Rust, Python, Bash, Yaml)

Soft skills

e KOMMYHMKabenbHOCTb —
obLieHme c pa3paboTkoi n busHecom

*  YMeHMe NOHATHO OOBbACHATb PUCKU Ha A3bIKe
6usHeca n aeHer

C McnonHUTenbHOCTb — ymeHune 3aBepLiaTtb Aeso A0
JNIOrNMYeCKOoro KoHLa

e [lapTHEPCTBO, @ HE KNOANLUAY:
Ba*KHO NomoraTb 6M3Hecy, a He BCce 3anpewaTb

e CUCTEeMHOE M apXUTEKTYPHOE MbILL/IEHNE

e YmeHue paboTaTb B KOMaHAE U
pacnpenenatb/pa3aensiTb 30Hbl OTBETCTBEHHOCTU

e TepneHue =)
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BEIKOH™
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Pa3 HoBast mogernb, TO rae bpaTb 3KCnepToB?

K8s paclmpsaeT NnoBeEPXHOCTb aTaku
N MPUHOCUT HOBbIE NYHKTbLI B MOAENb Yrpo3

4 4 4

AyTcopc — BblipaliumBaHumne [logroToBKa

Komanoa b B Y€ nmMmeroulemncs BblJEeNMeHHOoN
“Ha CTOpOHE” KomaHge Vb KomaHabl Vb

BEIKOH**
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Cxemal: PaamelleHne otHocutenoHo JNB*  BEOH®

. PasmelieHue € TOYKHU 3peHNA UMeLWNXCA KOMaHA MH(I)OpMaLI,MOHHOﬁ 6e3onacHocTH Hanpamyio

* ANB — gpenaptaMeHT nHdopMaLMoOHHON Be30NacHOCTU 72



Cxemal: PasmelleHne otHocutenbHo [IVIB™  BEOH™

. PasmelieHue € TOYKHU 3peHna nMmerwnxca KomaHa VIH¢OpMaLI,MOHHOﬁ 6e3onacHocTH Hanpamyio

BHYTpuU Infrasec

Ban3ocTtb K UHGPACTPYKTYPE,
6e30nacHOCTb C YK/IOHOM B
xapaeHuHr OC, CeTb 1 YnpaBneHue
AO0CTYMoOMm

Tepaem ocobeHHOCTH
pa3sMeLLEeHNA NPUIOKEHUN,
KOHTpO/1b MaHudectos n Cl/CD

* ANB — gpenaptaMeHT nHdopMaLMoOHHON Be30NacHOCTU 73



Cxemal: Pa3melleHne otHocutenoHo ANbB*  BEKOH™

. PasmelieHue € TOYKHU 3peHna nMmerwnxca KomaHa VIH¢OpMaLI,MOHHOﬁ 6e3onacHocTH Hanpamyio

BHyTpM Infrasec BHYyTpU Appsec

BAn30CTb K MHPPACTPYKTYpE, 6e30nacHOCTb C YKJIOHOM B
6€e30MacHOCTb C YKIOHOM B LEMNOYKY MOCTABOK N XapAE€HUHT
xapgeHuHr OC, CeTb 1 YnpasneHue BOKPYT NPU/IOKEHUN
AOCTYNOMm

TepAem B KOMnN/iaeHce BOKPYr
NHPPACTPYKTYPbI, HEAOCTATOYHbIN
KOHTPO/Ib CETU CO CTOPOHbI HOA,
MWUHUMaIbHble orpaHndyeHna OC

TepAem 0cobeHHOCTH
pa3sMeLLEeHNA NPUIOKEHUN,
KOHTpO/1b MaHudectos n Cl/CD

* ANB — gpenaptaMeHT nHdopMaLMoOHHON Be30NacHOCTU 74



Cxemal: Pa3melleHne otHocutenoHo ANbB*  BEKOH™

. PasmelieHue € TOYKHU 3peHna nMmerwnxca KomaHa VIH¢OpMaLI,MOHHOi;I 6e3onacHocTH Hanpamyio

MOSA PEKOMEHAALMA

BHyTpM Infrasec BHyTpH Appsec Apxutektypa / Paa$S Sec

BAM30CTb K MHDPACTPYKTYPE, 6€30MacHOCTb C YKJIOHOM B + B5e30MacHOCTb CKOHLIEHTPMPOBaHa
6€30MacCHOCTb C YKJIOHOM B LLeMOYKy NOCTABOK M XapAeHWHT y MB-apXMUTEKTOPOB OpraHM3aLmu
xapaeHuHr OC, CeTb v YnpaBneHue BOKPYF NPUAOKEHUN
[OCTYNOM

— TpebyeT 3penon KynbTypbl U
Tepsem 0co6eHHOCTH Tepaem B KOMnaaeHce BOKpYr ) PeOyeT 3p ynbTYyp
o 1 YETKUX FPAHMUL, OTBETCTBEHHOCTH
Da3MeLLEHNA NPUIOKEHNI, MHOPACTPYKTYPbI, HEAOCTAaTOUYHbIN P L ’
eCTb NpAMaA 3aBUCMMOCTb OT
KOHTPONb MaHUdecTos 1 Cl/CD KOHTPO/1b CETU CO CTOPOHbI HOA, P 0
MWUHUMaIbHble orpaHndyeHna OC KOMaHA-UCNONHUTENEN

* INB — penaptaMmeHT MHPOPMaLIMOHHON 6e30nacHOCTH I



Cxema2: Pa3melleHne otHocuTenoHo JNB*  BEOH®

. PasmelueHMe ¢ TOUKHU 3peHus nmerowmxca komaHg Ub B pexxume “pabouen rpynnbi”

* ANB — gpenaptaMeHT nHdopMaLMoOHHON Be30NacHOCTU 76



CxemaZ2: Pa3smelyeHne otHocutenobHo B*  BEKOH®

. PasmelueHMe ¢ TOUKHU 3peHus nmerowmxca komaHg Ub B pexxume “pabouen rpynnbi”

ApxuTtekTtypa / PaaS Sec

MpoeKTUpoBaHWe Knactepa u
NAaTPOPMEHHbIX CEPBUCOB C
6e3onacHocTblo 6ait gn3aiH

* INB — penaptaMmeHT MHPOPMaLIMOHHON 6e30nacHOCTH 14



CxemaZ2: PasmeweHne otHocutenobHo ONB*

ApxuTtekTtypa / PaaS Sec

MpoeKTUpoBaHWe Knactepa u
NAaTPOPMEHHbIX CEPBUCOB C
6e3onacHocTblo 6ait gn3aiH

Infrasec: CeTb

Network policies, cermeHTayma cetu,
KOHTpOJIb TpaduUKa, cepBuUc-mell

. PasmelueHMe ¢ TOUKHU 3peHus nmerowmxca komaHg Ub B pexxume “pabouen rpynnbi”

Infrasec: IAM u goctyn

RBAC, ServiceAccounts, TOKEHbI,
pasrpaHu4yeHne nNpas, NPUHLUMM
HaUMEHbLLUX NPUBUNETUI

Infrasec: Anckn/CeKpeTbl

LLndposaHme PV, ynpaBneHue
cekpeTamu, 3awmTa etcd

* ANB — gpenaptaMeHT nHdopMaLMoOHHON Be30NacHOCTU

BEIKOH**

78



Cxema2: PasmelleHne otHocuTtenbHo [IVIB™  BEOH™

ApxuTtekTtypa / PaaS Sec

MpoeKTUpoBaHWe Knactepa u
NAaTPOPMEHHbIX CEPBUCOB C
6e3onacHocTblo 6ait gn3aiH

Infrasec: CeTb

Network policies, cermeHTayma cetu,
KOHTpOJIb TpaduUKa, cepBuUc-mell

Infrasec: IAM u goctyn

RBAC, ServiceAccounts, TOKEHbI,
pasrpaHu4yeHne nNpas, NPUHLUMM
HaUMEHbLLUX NPUBUNETUI

Infrasec: Anckn/CeKpeTbl

LLndposaHme PV, ynpaBneHue
cekpeTamu, 3awmTa etcd

* ANB — gpenaptaMeHT nHdopMaLMoOHHON Be30NacHOCTU

. PasmelueHMe ¢ TOUKHU 3peHus nmerowmxca komaHg Ub B pexxume “pabouen rpynnbi”

Appsec: Harpysku Appsec: CI/CD Sec

KoHTeKcT 6e3omnacHOCTU Noaos.,
orpaHuyeHus, runtime-3awmnTa
MPUNOXKEHNI

JloBepeHHble 06pa3bl, CKAHMPOBaHWe,
noanucb aptedakros, 3awmrta Cl/CD
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Cxema2: PasmelleHne otHocuTtenbHo [IVIB™  BEOH™

ApxuTtekTtypa / PaaS Sec

MpoeKTUpoBaHWe Knactepa u
NAaTPOPMEHHbIX CEPBUCOB C
6e3onacHocTblo 6ait gn3aiH

Infrasec: CeTb

Network policies, cermeHTayma cetu,
KOHTpOJIb TpaduUKa, cepBuUc-mell

Infrasec: IAM u goctyn

RBAC, ServiceAccounts, TOKEHbI,
pasrpaHu4yeHne nNpas, NPUHLUMM
HaUMEHbLLUX NPUBUNETUI

Infrasec: Anckn/CeKpeTbl

LLndposaHme PV, ynpaBneHue
cekpeTamu, 3awmTa etcd

* ANB — gpenaptaMeHT nHdopMaLMoOHHON Be30NacHOCTU

. PasmelueHMe ¢ TOUKHU 3peHus nmerowmxca komaHg Ub B pexxume “pabouen rpynnbi”

Appsec: Harpysku

KoHTeKcT 6e3omnacHOCTU Noaos.,
orpaHuyeHus, runtime-3awmnTa
MPUNOXKEHNI

PaperSec: KomnnaeHc

IOCT, CIS Benchmark, Tpe6oBaHus
PerynAaTopoB, CObCTBEHHblE
CTaHAapTbl 6e3onacHoOCTH

Appsec: CI/CD Sec

JloBepeHHble 06pa3bl, CKAHMPOBaHWe,
noanucb aptedakros, 3awmrta Cl/CD

80



Cxema2: Pa3melleHne otHocutenoHo ANbB*  BEKOH™

. PasmelueHMe ¢ TOUKHU 3peHus nmerowmxca komaHg Ub B pexxume “pabouen rpynnbi”

ApxuTtekTtypa / PaaS Sec Infrasec: IAM u goctyn Appsec: Harpysku Appsec: CI/CD Sec

lNpoeKkTnpoBaHmMe Knactepa 1 RBAC, ServiceAccounts, TOKEHbI, KoHTeKcT 6e3onacHoCTV NoJoB,
nNNaTGOpPMEHHbIX CEPBUCOB C pasrpaHuYeHue nNpas, NPUHLMN orpaHuyeHus, runtime-3awmra
6e3onacHocTblo 6ait gn3aiH HaMMEHbLUMX NPUBUIETUNI MPUNOXKEHNI

JloBepeHHble 06pa3bl, CKAHMPOBaHWe,
noanucb aptedakros, 3awmrta Cl/CD

Infrasec: CeTb Infrasec: Anckn/CeKpeTbl PaperSec: KomnnaeHc DevSec: CodT

IOCT, CIS Benchmark, Tpe6oBaHus MoapeprKa, HanucaHue u
PerynAaTopoB, CObCTBEHHblE aBTOMaTM3aLUMA MHCTPYMEHTOB
CTaHAapTbl 6e30MacHOCTM 6e3onacHOCTM NaaTGopMbl

Network policies, cermeHTayma cetu, LLndposaHme PV, ynpaBneHue
KOHTpO/b TpaduKa, cepsmc-meLu cekpeTamu, 3awmTa etcd

* ANB — gpenaptaMeHT nHdopMaLMoOHHON Be30NacHOCTU




Cxemad: ['lnatdopmMeHHbIN noaxoa BEKOH™

. PasmelieHue € TOYKHU 3peHuna I'IﬂaTd)OpMEHHOI'O noaxoga v BbIAEHEHHOﬁ KomaHabl Ub

82



Cxemad: NnaTtdopmeHHbIN nogxon 23CRE

. PasmeuyeHune ¢ TOUYKU 3peHnA NnaTPopMeHHOro Noaxoaa U BbiaeieHHOM KomaHabl Ub

BHyTpH UB

[nybokas skcnepTtmsa no Ub

Mo>KeT OTCTaBaTb OT CKOPOCTH
nAaThopMbl U BOCNPUHMMATBLCA
KaK «TOPMO3»

83



Cxemad: NnaTtdopmeHHbIN nogxon BEKOH™

. PasmeuyeHune ¢ TOUYKU 3peHnA NnaTPopMeHHOro Noaxoaa U BbiaeieHHOM KomaHabl Ub

BHyTpn UbB BHyTpM IT-nnatdopmbl

[ny6okas akcnepTusa no Ub baunsoctb K IT-HGpacTpyKType,
COTPYAHUKN — nosHoUeHHble SRE,

6e30nacHOCTb BCTPOEHA B NPOAYKT

MorKeT oTcTaBaTb OT CKOPOCTU

nnaTdopPMbl U BOCMPUHUMATbLCA PUCK «3aMbliMBaHUA» —
KaK «TOPMO3» MNB KaK BTOPUYHbBIN Nnpuoputert
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Cxemad: NnaTtdopmeHHbIN nogxon BEKOH™

. PasmeuyeHune ¢ TOUYKU 3peHnA NnaTPopMeHHOro Noaxoaa U BbiaeieHHOM KomaHabl Ub

BHyTpH UB

[nybokas skcnepTtmsa no Ub

Mo>KeT OTCTaBaTb OT CKOPOCTH
nAaThopMbl U BOCNPUHMMATBLCA
KaK «TOPMO3»

BHyTpM IT-nnatdopmbl

bansoctb K IT-nHPpacTpykType,
COTPYAHUKN — nosHoUeHHble SRE,
6e30MacHOCTb BCTPOEHA B MPOAYKT

PUCK «3amMbINNBaHUA» —
NB Kak BTOPUYHbIN NnpnoputeT

MOSA PEKOMEHAALMA

M'm6pupg / Platform Security

+ be3onacHOCTb KakK 4acTb
nnatdopmbl + PyHKLMNOHAbHASA
cBs3b ¢ UB. Jlyywinm
FOPU30HTANIbHbIN CKEN/IUHT,
NPAMAA OTBETCTBEHHOCTb
3a pmum 6esonacHocTH

— TpebyeT 3penon Ky/nbTypbl U
YETKUX FPAHUL, OTBETCTBEHHOCTU

85



BEIKOH™

BbiBOoAbI
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BbiBOoAbI:

BEIKOH™*

MoTeps knactepa K8s umeet taxernble
3KOHOMMYECKMe nocrieacTBus

KOH®EPEHLIMA MO BE3OMACHOCTY KOHTEMHEPOB U KOHTEMHEPHbIX CPEL
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BbiBOAbI:

BEIKOH™*

MoTeps knactepa K8s umeet taxernble
3KOHOMMYECKMe nocrieacTBus

3awumTta K8s — nonHomacwTabHoe
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PekoMeHOoyeMbIU BapuaHT padboTbl KOMaHAbI —
npepocrtaBneHue 6esonacHoun nnartcgopmbl K8s

KOH®EPEHLIMA MO BE3OMACHOCTY KOHTEMHEPOB U KOHTEMHEPHbIX CPEL




BbiBOAbI: BEKOH™

MoTeps knactepa K8s umeet taxernble
3KOHOMMYECKMe nocrieacTBus

3awumTta K8s — nonHomacwTabHoe
cTpaTern4yeckoe peLueHue

PekoMeHOoyeMbIU BapuaHT padboTbl KOMaHAbI —
npepocrtaBneHue 6esonacHoun nnartcgopmbl K8s

He BaXHO, rae CTPYKTYpPHO pa3MelleHa KomaHAaa.
BaxHo yuutbiBaTb cneunduky padbotbl K8s!

SIOICIS,




PS- BEIKOH™*

»_. h
.
4

.

5

.

WITH GREAT POWER =
COMES GREAT RESPONSIBILITY.
N

~ KOH®EPEHLMA MO BE3OMACHOCTV KOHTEMHEPOB U KOHTEWHEPHbIX CPE[

* KapTtuHka B3dTa u3 counbma “Henosek-nayk” 2002r.



BEKOH™*

OOOOOOOO LUA NO BE3ONACHOCTU KOHTEMHEPOB U KOHTEMHEPHbIX CPEQ

3a BHMMaHue!

Bonpocesi?



https://t.me/bekon_conf
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