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AGENDA

- N
MoaBoaHble KAMHM MaclWTabupoBaHUA MAoCcbl U MUHYCbI
1 MMUKPOCEPBMCOB M cNocobbl nX 2 CYLLEeCTBYIOLWMX NOAXOA0B K
npeoaoneHun 6e30nacHOCTN KOHTENHEPOB
. AN
- N
3 [Moyemy mbl pewnnm co3gatb 4 N3 yero coctont ppenmaopk JCSF,
cBon GpenMBOpPK METOAMKa OLLEHKMN
. J
- N
5 Mpumep Mcnonb3oBaHMA GperMBOpPKa 6 MNepcneKkTuBbl Ppa3BUTUA PPerMBOpPKa
JCSF, nony4yaemeble pe3ynbTaThl JCSF
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KOMY NOJE3EH AOK/AJ,

CTO / TEAM LEAD / TECH LEAD
KOTOpble OTBEYAIOT 33 aPXUTEKTYPHbIE PEeLIEHUA U XOTAT NOHATb, Kak CTaHAAPTU3MPOBATb
noaxon K 6e30nacHOCTM KOHTEMHEPOB Ha YPOBHE BCEN KOMAHAbI

DEVOPS / DEVSECOPS / SRE
KOTOpble BHeApAT NOAUTUKM 6e30MacHOCTM U XOTAT 3apaHee BbICTPOUTb 3aLUUTHbIE
MEXaHM3Mbl U LLEHTPA/IN30BAHHbIN KOHTPO/Ib MHOPACTPYKTYPbl KOHTEMHEPOB

NUHdocuctembl KeT



KOHTEMHEPU3ALLUA: YTPO3bl

Initial Access Execution Privilege Escalation Discovery Lateral Movement Impact
Attacker gains an Malicious content Attacker gains elevated  Reconnaissance inside Move to other parts Perform malicious
initial foothold is executed capabilities the environment of the ertvironment activities

Compromised Pod

List resources, Impersonate / create Data exfiltration,
uses Kubernetes API access
Pod . : . S secrets, nodes, resources / access Resource abuse,
its ServiceAccount (with SA permissions) .
token workloads other namespaces Persistence
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KOHTEMHEPU3ALLUA: YTPO3bl

Initial Access Execution Privilege Escalation
Attacker gains an Malicious content Attacker gains elevated
initial foothold is executed capabilities

Discovery

Reconnaissance inside
the environment

//”
4
a

Lateral Movement

Move to ;bther parts
of the environment

Impact

Perform malicious
activities

AN AN AN

AN

Y4 ; Y4 Y4 Y4
Compromised Pod List resources, Impersonate / create Data exfiltration,
uses Kubernetes API access
Pod . : . S secrets, nodes, resources / access Resource abuse,
its ServiceAccount (with SA permissions) .
K workloads other namespaces Persistence
J\ token J\ J\
N\ N\ N\ N\ )
nbm Reposito C%iig};;f:'g/?am RCE in container Enumerate files, Exploit other services Reverse shell,
P P Y L (context of app user) configs, secrets in cluster Data exfiltration
malicious dep)
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KOHTEMHEPU3ALLUA: YTPO3bl

y

Initial Access Execution Privilege Escalation Discovery Lateral Movement Impact
Attacker gains an Malicious content Attacker gains elevated  Reconnaissance inside Move to other parts Perform malicious
initial foothold is executed capabilities the environment of the ertvironment activities
Y4 ; Y4 Y4 Y4 N
Compromised Pod List resources, Impersonate / create Data exfiltration,
uses Kubernetes APl access
Pod . : . S secrets, nodes, resources / access Resource abuse,
its ServiceAccount (with SA permissions) .
token workloads other namespaces | Persistence
VAN o VAN VAN VAN J
Y4 Y4 Y4 Y4 N
nbm Reposito C%iﬁg};;f:'g/?am RCE in container Enumerate files, Exploit other services Reverse shell,
P P Y (context of app user) configs, secrets in cluster Data exfiltration

malicious dep)

N\ N\ N\ N\ £
aYd aYd aYd N
Container Start Access to more hosts Scan for exposed Depl?c/’(’;zsother Cryptomining
Container Registry ) . via Docker API APIs / nodes / . (Deploy XMR miner),
& script execution . via insecure Docker .
/ spread credentials DoS, Data exfil

\_ API / new containers
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KOHTEMHEPU3ALLUA: YTPO3bl

COPY FAIL
Broken image in
registry

NUHdocuctembl KeT

Initial Access

Attacker gains an
initial foothold

Execution

Malicious content
is executed

Attacker gains elevated
capabilities

Privilege Escalation

Discovery

Reconnaissance inside
the environment

y
e/

Lateral I\_/iovement

Move to other parts
of the environment

Impact

Perform malicious
activities

@ Compromised Pod N\ N\ . N\ h'd S
List resources, Impersonate / create Data exfiltration,
uses Kubernetes API access
Pod . : . S secrets, nodes, resources / access Resource abuse,
its ServiceAccount (with SA permissions) .
token workloads other namespaces | Persistence
A\ A\ A\ J
Y4 o Y4 Y4 Y4 N
nbm Reposito C%iﬁg}i;f:'g/?am RCE in container Enumerate files, Exploit other services Reverse shell,
P P Y L (context of app user) configs, secrets in cluster Data exfiltration
malicious dep)
AN AN AN AN J
aYd aYd aYd A
. Access to more hosts Scan for exposed Deploy to other Cryptomining
. . Container Start . nodes :
Container Registry . . via Docker API APIs / nodes / o (Deploy XMR miner),
& script execution . via insecure Docker )
/ spread credentials . DoS, Data exfil
JU JU )\_ API/ new containers
N~ # # N~
Vulnerable program Y Container -> Host Read host files, Move on host Full host compromise,
. . executes with o : . \ . -
Container Registry clevated Privilege Escalation kernel info, pivot to other Persistence,
. . (root on host) container escape containers/nodes Lateral movement
privileges (copy.fail) )\ I\ I\




KOHTEMHEPU3ALLMA: YTPO3bl: COPY.FAIL

BpedoHocHsbili 06pas 3azpyeH 8

ny6u4HsIl peno3umopuli ]
EEN
— EEEEN
0 =—r—>
—0

L1 1

Beizpy3ka obpasa u3
peecmpa

Jlocmaska obpaza >
«Hanpsmyro»
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KOHTEMHEPU3ALLMA: YTPO3bl: COPY.FAIL

BpedoHocHsili 06pa3s 3azpyxeH 8

ny6u4HsIl peno3umopuli ]
EEN
— EEEEN
0 =—r—>
—0

© o s D

Beizpy3ka obpasa u3
peecmpa

llTf<

&) Broken
cache
Jlocmaska obpaza >
«Hanpsmyro» O 9

lMpumeHeHue

maHugecmos AS IS
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KOHTEMHEPU3ALLMA: YTPO3bl: COPY.FAIL

BpedoHocHsili 06pa3s 3azpyxeH 8

ny6u4HsIl peno3umopuli ]
EEN
— EEEEN
0 =—r—>
—0

® © N

Beizpy3ka obpasa u3 EEE
peecmpa
3anyck koHmeliHepa, 3anyck
nogpexoeHHbIX OBUHAPHbLIX
¢alinos
’ N)
= Broken
Y <>
— cache
Jlocmaska obpaza — >
«HanpsMyr» - O 9
- Valid
Pod
lMpumeHeHue 0
maHugecmos AS IS \ J
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KOHTEMHEPU3ALLMA: YTPO3bl: COPY.FAIL

Comand and

BpedoHocHsbili 06pas 3azpyeH 8 Control Server
ny6u4HsIl peno3umopuli ]

O

>

A

lMonyyeHue 0aHHbIX
0 «kKepmeax»

3akpenseHue

® © N

4 v
Beizpy3ka obpasa u3 EEE
peecmpa
3anyck koHmeliHepa, 3anyck
nogpexoeHHbIX OBUHAPHbLIX
¢alinos
’ N)
= Broken
Y <>
p— cache
Jlocmaska obpaza — >
«HanpsMyr» - O 9
- Valid
Pod
lMpumeHeHue 0
maHugecmos AS IS \ J
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KOHTEMHEPU3ALLMA: YTPO3bl: COPY.FAIL

Comand and

BpedoHocHbIli 06pa3s 3azpyseH 8 Control Server
nyéauyHeIl penosumopudi u
[ ] |
— EEEEN
0 =
_0

lMosyyeHue 0aHHbIX
0 «Kepmeax»

3akpenseHue

o o N ) N

4 v
Lateral movement
E a g
Bolepyska obpasa u3
peecmpa
3anyck koHmeliHepa, 3anyck
nospexxdeHHbIx GUHApHbIX - //
¢alinos
’ N)
- Broken
Y <>
cache
Jlocmaska obpaza — >
«HANPAMYH» - O 9
lMpumeHeHue Pod
maHugecmos AS IS \ J
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KOHTEMHEPU3ALLMA: YTPO3bl: COPY.FAIL

BpedoHocHsIl 06pa3s 3azpyxxeH 8
nyéauyHeIl penosumopudi u

O

—>

A

(1] (1]

Bolepy3ka 0bpasa us
peecmpa

Jlocmaska obpaza

«Hanpsmyro» O 9

lMpumeHeHue
maHugecmos AS IS

llTf<
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Comand a
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Control Server

lMosyyeHue 0aHHbIX
0 «Kepmeax»

3akpenseHue

lMepedaua
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rMABHAA NMPOBJIEMA: C HEFro HAYATD?




OT NMPOBJIEM K PELLEHMIO

4 N ( A
[MpPaKTUKKN, KOTOPbIE OXBATbIBAIOT TonbKo akTyanbHble anA pbiHKa PO
1 YKU3HEHHbIN UMK KOHTEMHEPOB 2 NPaKTUKKU C y4eToM TpeboBaHM
C AeTanmnsauuven perynsaTopos
\. /L
N
4 N\ (

BO3MOXHOCTb onpeaenunTb TeKYIJ.I,Mﬁ
3 YPOBEHDbL 3PESTIOCTN OPraHnN3aunn n
OTHOCALWMNECA K HEMY MPAKTUKUA

4 MaKkcmMmanbHas aBTomaTmMsaumn
NpoLLecca OUEeHKK

BcTpoeHHas BU3yanmsauma
5 pe3ynbTaToB Ans yaobctea H
BOCNPMATUA

6 NHKpemeHTaNbHbIN NoAXos,
K YPOBHAM 3peioCTn

NUHdocuctembl KeT
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CpaBHeHue
CYLLECTBYIOLLLUX
noaxoaos K
besonacHocTn
KOHTEeMHepoB

Uudbocucrtemol [Hxer 18



CPABHEHME CYLLECTBYOLWMX MOAXOA0B

Q

+ YHMBepCcabHble MPaKTUKM

MlTRE - ®oKyc Ha mogenu yrpos / aTakyoLLero

- HeoueBnAHbI YPOBEHb KPUTUYHOCTH

ATT& C K w - OTCyTCTBYET MOAeNb 3pesioCTn

101 €

@) kubernetes  (F)ownsp \

CIS f:tl:r%reiosrecurity*

UHdocucrtemol ket
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CPABHEHME CYLLECTBYOLWMX MOAXOA0B

\ + MPOCTOM M NOHATHbIN PpPenMBOPK
+ YHMBEpCanbHble NPaKTUKK
+ MpropUTU3aLUA KPUTUYHOCTU
- ®oKyc Ha mogdenu yrpo3s / aTakyoLwero ;
B - - ®okyc Tonbko Ha Kubernetes
- HeoueBnAHbIN YPOBEHb KPUTUYHOCTU

ATT&( K - MMHMUManbHOE KONMYeCTBO NPaKTUK
™ - OTCYTCTBYET mogenb 3penoctu @) kubernetes  (F)ownsp \

- OTcyTCcTBYET MOAE/b 3pesioCTn

- ~
S/ (IS, St ey

— \

UHndocuctemsl ket \ 20



CPABHEHME CYLLECTBYOLWMX MOAXOA0B

\ + MPOCTOM M NOHATHbIN PpPenMBOPK
+ YHMBEpCanbHble NPaKTUKK
+ MpropUTU3aLUA KPUTUYHOCTU
- ®oKyc Ha mogdenu yrpo3s / aTakyoLwero ;
B - - ®okyc Tonbko Ha Kubernetes
- HeoueBnAHbIN YPOBEHb KPUTUYHOCTU

ATT&( K - MMHMUManbHOE KONMYeCTBO NPaKTUK
™ - OTCYTCTBYET mogenb 3penoctu @) kubernetes  (F)ownsp \

- OTcyTCcTBYET MOAE/b 3pesioCTn

+ et
" Hannymne mogenu 3penoctu 6\5 Center for
‘ ' + [leTanbHble NPAKTUKN «4TO HAaZO0 CAEeNaTb» X

Internet Security’
- (DOKyC Ha uerno4yke nocCrtaBok

UHndocuctemsl ket “‘\ 21



CPABHEHME CYLLECTBYOLWMX MOAXOA0B

\ + MPOCTOM M NOHATHbIN PpPenMBOPK
+ YHMBepCanbHble NPaKTUKK
+ MpropUTU3aLUA KPUTUYHOCTU
- GoKyC Ha moaenn yrpo3 / aTakytoLLero ;
B - - ®okyc Tonbko Ha Kubernetes
- HeoueBWAHbIN YPOBEHb KPUTUYHOCTH

ATT&( K - MMHMUManbHOE KONMYeCTBO NPaKTUK
™ - OTCVTCTByeT Mmoaenb 3penoctun @) kubernetes  (F)ownsp \

- OTcyTCcTBYET MOAE/b 3pesioCTn

\_ VAN
4 AT 4
+ [leTanbHble NPaKTUKK «YTO HAZ0 cAenaTb»
" + Hannume mogenu 3penoctu =t Center for - POKyC Ha GYHKLMOHANBHOCTb
+ [leTanbHble NPaKTUKKU «4YTO HAAO cAenaTb» - KOHKpeTHoro M0
A P AC A . Internet Security
- ®OKyC Ha LLenoYKe NocTaBoOK - HeT npuoputM3ayummn KPUTUYHOCTH
- OTCyTCTBYET MOAENb 3PE/IOCTU
\_ VAN
— \‘
UHndocuctemsl ket \ 22



CPABHEHME CYLWLECTBYIOWMX TPEEOBAHUM S

MITRE
ATT&CK

- Obs3aTeNIbHbIE K BbINOAHEHUIO TPpebOBaHUSA
- PacxoxkaeHua mexay 6A4Y / Np118 / Np117
- HeoueBMAHbIN YPOBEHb KPUTUYHOCTH

B -

- YcnoBHaa mogenob 3penoctu

DOCTIK Poccum
g J

C[S Internet Securit)

\(

Yy 4 \

Undocuctembl ket



Jet Container
Security Framework

3HAaKOMCTBO

NUHdocuctembl KeT
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JCSF: PELLAEMbIE SAAA4YM

OnpepeneHune TekyLLero
coctoaHua AS IS

v OnpegeneHue coctoaHua TO BE

NUHdocuctembl KeT



JCSF: PELLAEMbIE SAAA4YM

OnpepgeneHne MHULKNATKB,
OnpepeneHune TekyLLero

Heobxo4AnMbIX ANA AOCTUKEHMUSA
coctoaHmna AS IS

L,e/1IeBOro COCTOAHMUA

OnpeaeneHne BeKTOpa pasBUTUA

v OnpepeneHune coctoaHma TO BE
npouecca

NHpopmauma, Heobxoanmaa ans
6loaKeTUpPoBaHMUA peanmsaumm
MHULNATUB

NUHdocuctembl KeT




JCSF: U3 YEFr0 COCTOUT ®PEMMBOPK

,,,,,

MITRE ATT&CK
Containers Matrix

Jet CS Framework MpaKTnKn Mannunr

. D MpakTuKa 1 ®perimBopk 1
D . . . MpakTnKa 2 PekomeHpauma 2
. . D MpakTnKa 4 beHumapk 4

CIS Benchmarks

MpakTuKa 3 TpeboBaHue 3

Pa3nunyHble
Whitepapers

)
—

|+

A\
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JCSF: ABCTPAKLLUM

BASE 00 | ()

BasoBble TpeboBaHuA
MHPOpPMaLMOHHOM He30nacHOCTH

NHdocuctembl [KeT 28



JCSF: AETAINSALLNA (AOMEH 00)

g 3AZLAYA PA3AENA
o — O6bwue
— TpeboBaHuA

NHTerpaumsa B nHGpacTpyKTypy

YPOBEHb NPUMEPDBI MPAKTUK KPMTMHHQth
Co3patoTcsa pe3epBHbIe KOMUM KPUTUUHBIX
1 MuHuManbHbIN CepBepoB, MPOLECC pe3epBUPOBaAHNA ABAAETCS
CUCTEMHbBIM

NUHdocuctembl KeT



JCSF: AETAINSALLNA (AOMEH 00)

3AZAUA PA3ZENA

v
p— O6wme
p— TpeGosaHN VIHTerpauus B MHPPaCTPyKTypy /
YPOBEHb MPAMEPDBI MPAKTUK
Co3/at0TCs pe3epBHbIe KOMUN KPUTUUHDIX
1 MWHMMaNbHbIN cepBepoB, MPOLLECcC pe3epBUPOBaHIA ABAAETCSH

CUCTEMHbLIM

YaaneHHbIN 2OCTYN NOAPALYNKOB
2 HauanbHbin pernameHTpOBaH, Npasa MUHUMaIbHO
HeobXOAVMbI 1 KOHTPONMPYETCS

NUHdocuctembl KeT



JCSF: AETAINSALLNA (AOMEH 00)

3AZAUA PA3ZENA

v
p— O6wme
p— TpeGosaHN VIHTerpauus B MHPPaCTPyKTypy /
YPOBEHb MPAMEPDBI MPAKTUK KPMTMHHQth
Co3/at0TCs pe3epBHbIe KOMUN KPUTUUHDIX
1 MWHMMaNbHbIN cepBepoB, MPOLLECcC pe3epBUPOBaHIA ABAAETCSH

CUCTEMHbLIM

YaaneHHbIN 2OCTYN NOAPALYNKOB
2 HauanbHbin pernameHTpOBaH, Npasa MUHUMaIbHO
HeobXOAVMbI 1 KOHTPONMPYETCS

TecToBas cpesa pacnosiaraeTcs B OTAE/bHOM
CeTeBOM cermeHTe. JoCTyn K cpese orpaHuyeH

3 MpoaBuHYTbIN CpeaHsas

NUHdocuctembl KeT



JCSF: AETAINSALLNA (AOMEH 00)

gy 3AAAYA PASAENA
- — O6bwue
p— TpeGosaHN NHTerpauma B nHGpacTpykTypy

y/
Y
£

YPOBEHb MPUMEPbI MPAKTUK KPI/ITVI‘-IHO&Tb CTATYC

|

Co3patoTcsa pe3epBHbIe KOMUM KPUTUUHBIX

CepBepOB, NPOLECC PE3EPBUPOBAHNS ABASETCS
CUCTEMHbIM

1 MuHUManbHbIN BoinonHsaeTcsa

v

YaaneHHbI OCTYN NOAPAAUYNKOB
pernaMeHTMpOBaH, NpaBa MUHUMaAbHO
HeObXOANMbI 1 KOHTPOIMpPYeETCA

2 HauanbHbin

YacTtnuHo
BbIMNOJIHAETCA

. TecToBas cpefa pacrnonaraeTca B OTAE/bHOM oo
3 MpoaBUHYTLIN CpepHas '
ceTeBOM cermMeHTe. [locTyn K cpesie orpaHnyeH

. ObecneyeHa 0TKa30yCTOMYMBOCTb CEPBEPHOM
4 DKCNEepTHbIN

o CpepHas He nonHsercs
MHOPACTPYKTYPbl B PaMKax HECKONbKNX CaUTOB

\
Uudbocucrtemol [Hxer “



JCSF: ABCTPAKLLUM

BASE 00 | ()

BasoBble TpeboBaHuA
MHPOpPMaLMOHHOM He30nacHOCTH

NODES 01 |

3awuTa y3n0B KkiacTepa — yrnpaBieHue
yA3BMMOCTSMM U KOHUrypaLmei

NHdocuctembl [KeT 33



JCSF: AETAJIUSALLNA (AOMEH 01)

3AZAUA PA3ZENA

besonacHocTb
LN 3alimnTa y3N0B Cpesbl KOHTEMHEpPU3aLMm /
YPOBEHb MPUMEPbI NMPAKTUK KPI/ITVI‘-IHQth
&
o Y3 root He AOIKHaA NCNOABL30BaTLCA ANA
1 MuHumManbHbIN CpeaHsasn
aaMuHuctpmposaHmsa OC

NUHdocuctembl KeT



JCSF: AETAJIUSALLNA (AOMEH 01)

3AZAUA PA3ZENA

besonacHocTb
LN 3awmTa y310B cpejbl KOHTEMHepU3aLmn 4
YPOBEHb MPUMEPbI NMPAKTUK KPI/ITVI'-IHQth
|
. Y3 root He AoKHa NCNONb30BaThCA ANA
1 MuHumManbHbIN CpepHsasn
aaMuHuctpmposaHmsa OC
MpoBoaATca nepnoanyeckmne CKaHMpPOBaHWS
2 HauanbHbin OC, HanpaB/eHHble Ha BblSBNEHWE
YA3BMMOCTEN

NUHdocuctembl KeT




JCSF: AETAJIUSALLNA (AOMEH 01)

3AZAUA PA3ZENA

besonacHocTb
LN 3awmTa y310B cpejbl KOHTEMHepU3aLmn 4
YPOBEHb MPUMEPbI NMPAKTUK KPI/ITVI'-IHQth
|
. Y3 root He f0/1KHa NCNOAb30BaTbCA ANA
1 MuHumManbHbIN CpepHsasn
aaMuHuctpmposaHmsa OC
MpoBoaATca nepnoanyeckmne CKaHMpPOBaHWS
2 HauanbHbin OC, HanpaB/eHHble Ha BblSBNEHWE

YA3BMMOCTEN

MpoBOAATCA Ha perynspHOM OCHOBE
3 MpoaBuHYTbIN BHYTPeHHWe ayanTbl Ib KOHGUIypaLMOHHbIX
HacTpoek OC

— 7

NUHdocuctembl KeT
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JCSF: AETAJIUSALLNA (AOMEH 01)

3AAAYA PA3SAENA

CTATYC

YacTtnuHo
BbIMNOJIHAETCA

BbinonHsAerca

besonacHocTb
LN 3awmTa y310B cpejbl KOHTEMHepU3aLmn 4
/
YPOBEHb MPUMEPbI NMPAKTUK KPUTUYHOCTD
!,
. Y3 root He f0/1KHa NCNOAb30BaTbCA ANA
1 MuHnmanbHbIV CpepHasn
aaMuHuctpmposaHmsa OC
y
[NpoBoaATCA Nnepuognyeckmne CkaHMpoBaHUA
2 HauanbHbin OC, HanpaBaeHHble Ha BbiABlEHNE
YA3BMMOCTEN y
MpoBOAATCA Ha perynspHOM OCHOBE
3 MpoaBuHYTbIN BHYTPeHHWe ayanTbl Ib KOHGUIypauOHHbIX
HacTpoek OC
4 DKCNEepTHbIN [MpumeHseTca wndpoBaHue aMcka Hu3kan

Uudbocucrtemol [Hxer ‘;,e*f

YacTtnuHo
BbIMNOJIHAETCA

He BbIinosHAETCA

\ 37



JCSF: ABCTPAKLLUM

BASE 00 |

BasoBble TpeboBaHuA
MHPOpPMaLMOHHOM He30nacHOCTH

NODES 01 |

3awuTa y3n0B KkiacTepa — yrnpaBieHue
yA3BMMOCTSMM U KOHUrypaLmei

ENVIRONMENT 02 |

3awmTa cpes KOHTeMHepm3aLnm 1
opKecTpaLmm

NHdocuctembl [KeT 38



JCSF: AETAJINSALLNA (AOMEH 02)

3AJLAYA PA3AENA
besonacHocTtb
S opuEs 3almTa cpebl KOHTENHepU3aLum

4

KPUTMYHOCTb

YPOBEHb MPUMEPbI MPAKTUK

@ Read-only goctyn k kubelet He ncnonbsyetcs
1 MuHMManbHbIN @ OnpeaeneHa eanHas cgroup (control group)
N0 YMOJIYAHWIO ANS BCEX KOHTEMHEPOB

NUHdocuctembl KeT



JCSF: AETAJINSALLNA (AOMEH 02)

3AZAUA PA3ZENA

be3sonacHocTb
S opuEs 3almTa cpebl KOHTENHepU3aLum /
YPOBEHb MPAMEPDBI MPAKTUK

@ Read-only goctyn k kubelet He ncnonbsyetcs
1 MuHMManbHbIN @ OnpeaeneHa eanHas cgroup (control group)
N0 YMOJIYAHWIO ANS BCEX KOHTEMHEPOB

Wcnonb3ytotca Policy engine nan Admission
2 HauanbHbin controller, no3BossAlOLWME KOHTPOANPOBATb
KOHbUrypaLumio 3anyckaemMblX MUKPOCEPBMCOB

NUHdocuctembl KeT



JCSF: AETAJINSALLNA (AOMEH 02)

3AZAUA PA3ZENA

be3sonacHocTb
S opuEs 3almTa cpebl KOHTENHepM3aLmm /
YPOBEHb MPAMEPDBI MPAKTUK KPI/ITVI'-IHQth

@ Read-only goctyn k kubelet He ncnonbsyetcs
1 MuHMManbHbIN @ OnpeaeneHa eanHas cgroup (control group)
N0 YMOJIYAHWIO ANS BCEX KOHTEMHEPOB

Wcnonb3ytotca Policy engine nan Admission
2 HauanbHbin controller, no3BossAlOLWME KOHTPOANPOBATb
KOHbUrypaLumio 3anyckaemMblX MUKPOCEPBMCOB

cnonb3yroTcs oTaeNbHble peLleHms no
XPaHEHWIO CeKPEeTOB

3 MpoaBuHYTbIN CpeaHsas

NUHdocuctembl KeT



JCSF: AETAJINSALLNA (AOMEH 02)

3AAAYA PA3SAENA

KPUTNYHOCTD

y/
Y
£

CTATYC

|

BbinonHsaerca

besonacHocTb
S opuEs 3almTa cpesbl KOHTeHepm3aLumm
YPOBEHb MPUMEPbBI MPAKTUK
@ Read-only goctyn k kubelet He ncnonbsyetcs
1 MuHMManbHbIN @ OnpeaeneHa eanHas cgroup (control group)
N0 YMOJIYAHWIO ANS BCEX KOHTEMHEPOB y
Wcnonb3ytotca Policy engine nan Admission
2 HauanbHbin controller, no3BossAlOLWME KOHTPOANPOBATb
KOH®UIypaLmto 3anyckaemMblX MUKPOCEPBUCOB
3 R e i icnonb3yroTca oTaenbHble pelleHms no
XPaHEHUIO CEKPETOB
4 SRR e i Mpu XpaHEHUN HACTPOEK N Pa3BEPTbIBAHUN

NUHdocuctembl KeT

opkecTpaTopa ncnosb3yetcs noaxos laC

YacTtnuHo
BbIMNOJIHAETCA

BbinonHsaeTcAa
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KOHTEMHEPU3ALIUA: ABCTPAKLLUM

BASE 00 |

BasoBble TpeboBaHuA
MHPOpPMaLMOHHOM He30nacHOCTH

NODES 01 |

3awuTa y3n0B KkiacTepa — yrnpaBieHue
yA3BMMOCTSMM U KOHUrypaLmei

ENVIRONMENT 02 | | 03 IMAGE
3awmTa cpes KOHTeMHepm3aLnm 1 KoHTpo/b cO34aHUNsA, XpaHEeHUs U
opKecTpaLmm MCMONb30BaHNA 06Pa30B KOHTENHEPOB

NHdocuctembl [KeT 43



JCSF: AETAINSALLNA (AOMEH 03)

I:I 3AAAYA PASAE/NA
o?a— BesonacHocTb
oo01 O SRR Ncnonb3oBaHne 6e3onacHbix 06pa3oB KOHTENHEPOB
01101 4
YPOBEHb APUMEPbBI MPAKTUK KPI/ITVI‘-IHQ’th
L < J KoHTenHepbl 3anyckatotca n3 o6pas3os, J
1 MuHMMManbHbIN
XPaHALLMXCA B NOKANbHbIX PEMO3UTOPUSAX

NUHdocuctembl KeT



JCSF: AETAINSALLNA (AOMEH 03)

O?Q- I BesonacHocTb

3AZAUA PA3ZENA

4

KPUTMYHOCTb

oii0 O6pasos y
8‘1"1’310 P Ncnonb3oBaHue 6e3onacHbix 06pa3oB KOHTENHEPOB
YPOBEHb MPUMEPBI MPAKTUK
. KoHTelnHepsbl 3anyckaroTcs n3 obpasos,
1 MuHumManbHbIN
XPaHALLMXCA B NOKaNbHbIX PENO3nTOpPUAX
Obpa3bl KOHTEMHEPOB HE AOMKHbI COAepPXKaTb
2 HauanbHbin YyA3BUMOCTEN, KOTOPble BO3MOXHO

NUHdocuctembl KeT

NPO3KCMAyaTUPOBaTh




JCSF: AETAINSALLNA (AOMEH 03)

I_I_ 3AAAYA PA3SAENA

O?Q_ BesonacHoCTb

0001 o O6pazos cnonb3oBaHne 6e3onacHbix 06pa3oB KOHTENHEPOB

01101 4
YPOBEHb MPUMEPbI NMPAKTUK KPI/ITVI‘-IHQth

g KoHTelnHepsbl 3anyckaroTcs n3 obpasos,
1 MuHumManbHbIN
XPaHALLMXCA B NOKaNbHbIX PENO3nTOpPUAX
Obpa3bl KOHTEMHEPOB HE AOMKHbI COAepPXKaTb
2 HauanbHbin YyA3BUMOCTEN, KOTOPble BO3MOXHO
MNPO3KCMyaTMpPOBaTh

Cobupaemble 06pa3bl NOANNCLIBAOTCA
3 MpoaBuHyTLIN 3/IEKTPOHHOWN NOAMNMUCHIO NMpu COOpPKe, a TakxKe
OCYyLLLeCTBIAETCA MX NPOBepKa

CpepHas

NUHdocuctembl KeT



JCSF: AETAINSALLNA (AOMEH 03)

IQ=—I

3AZAUA PA3ZENA

o1 BesonacHoCTb
oo 0 OSRazoe Ncnonb3oBaHne 6e3onacHbix 06pa3oB KOHTENHEPOB y
01101 )
YPOBEHb MPUMEPbI NMPAKTUK KPUTUYHOCTD CTATYC \

Uudbocucrtemol [Hxer y 4

|

KoHTenHepbl 3anyckatotcs 13 06pasos,

XPaHALWNMXCA B NOKaAJIbHbIX PEMO3NTOPUAX
v

MuHUMaNbHbIU He BbinonHsaeTcsa

Obpa3bl KOHTEMHEPOB HE AOMKHbI COAepPXKaTb
HauanbHbin YyA3BUMOCTEN, KOTOPble BO3MOXHO
MNPO3KCMyaTMpPOBaTh y

Cobupaemble 06pa3bl NOANNCLIBAOTCA
MpoaBuHyTLIN 3/IEKTPOHHOWN NOAMNMUCHIO NMpu COOpPKe, a TakxKe CpepHas
OCYyLLLeCTBIAETCA MX NPOBepKa

[lomxHBI nCnonb30BaThCs 06pasbl,
DKCNEepPTHbIN cozep Kallime MUHUMANbHYHO
dyHKUMOHanbHOCTb (distroless)

YacTnuHo
BbIMNOJIHAETCA

47



KOHTEMHEPU3ALIUA: ABCTPAKLLUM

BASE 00 |

BasoBble TpeboBaHuA
MHPOpPMaLMOHHOM He30nacHOCTH

NODES 01 |

3awuTa y3n0B KkiacTepa — yrnpaBieHue
yA3BMMOCTSMM U KOHUrypaLmei

ENVIRONMENT 02 | | 03 IMAGE

3awmTa cpes KOHTeMHepm3aLnm 1 KoHTpo/b cO34aHUNsA, XpaHEeHUs U
opKecTpaLmm MCMONb30BaHNA 06Pa30B KOHTENHEPOB

| 04 MANIFEST

KoHTposib HanncaHWsa 1 CNoAb30BaHMS
MaHMbECTOB NPUIOXKEHWNIA

NHdocuctembl [KeT 48



JCSF: AETAJINSALLNA (AOMEH 04)

3AZAUA PA3ZENA

p— Be3onacHocCTb
- 0 MaHudecros

KOHTpO/sb HanmncaHua n npuMeHeHna MaHndecTos

4

YPOBEHb MPUMEPbI MPAKTUK KPI/ITVI‘-IHOJCTI:
1 L PR T J B MaHunpecTax He NCNOAb3yHOTCA CEKPETbI B J
OTKPbITOM BUAe

NUHdocuctembl KeT



JCSF: AETAJINSALLNA (AOMEH 04)

3AZAUA PA3ZENA

Be3zonacHocTb

MaHudectoB
O P KoHTpoab HanucaHusa n npuMeHeHna MaHnoecTos

4

KPUTUYHOCTb

YPOBEHb MPUMEPbI MPAKTUK

< B MaHndecTax He NCNONb3YHOTCA CEKPEThI B
1 MuHumMmanbHbIN
OTKPbITOM BUae
< B MaHudecTax HaCTpOEeHbl OrpaHNYeHuns
2 HauvasnbHbIV ¢ P o P
pecypcoB Aas KOHTEMHEPOB

-
3

NUHdocuctembl KeT



JCSF: AETAJINSALLNA (AOMEH 04)

3AZAUA PA3ZENA

Be3zonacHocTb

MaHudectoB
O P KoHTpoab HanucaHusa n npuMeHeHna MaHnoecTos

y

/
/
)

YPOBEHb MPUMEPbI MPAKTUK KPI/ITVI‘-IHQth

< B MaHndecTax He NCNONb3YHOTCA CEKPEThI B
1 MuHuUManbHbIN
OTKPbITOM BUae
< B MmaHmndecTtax HaCcTpoOeHbl OrpaHnyYeHns '
2 HauanbHbIn P P orp CpeaHan
pecypcoB A1 KOHTEMHePOB
OcyuiecTBiaeTca KOHTPO/1b 3a BbIMOJHEHVEM '
3 MpoaBNHYTLIN KOMaHZ BHYTPU KOHTEMHEPA OT MOJIb30BaTeNS
root
g }"-‘1\
— ¢ \
UHdocuctembl fixker \ 51




JCSF: AETAJIUSALLNA (AOMEH 04)

be3onacHoCTb
0 MaHudecros

3AAAYA PA3SAENA

KOHTposb HanncaHua n npuMeHeHns MaHndecTos 4
y

/
/

MPUMEPbI MPAKTUK KPUTMYHOCTb CTATYC

YPOBEHb
l —
o B MaHndecTax He NCNONb3YHOTCA CEKPEThI B
1 MuHuManbHbIN He BbInonHsaeTca
OTKPbITOM BUAE
y
o B MaHundecTax HaCTpoOeHbl OrpaHnYeHns
2 HauanbHbIV ¢ P orp CpeaHsas BbinonHsaerca
pecypcoB Aas KOHTEMHEPOB
y
OcyuiecTBiaeTca KOHTPO/1b 3a BbIMOJHEHVEM YacTiuHo
3 MpoaBNHYTLIN KOMaHZ BHYTPU KOHTEMHEPA OT MOJIb30BaTeNS
BbINOJIHAETCA
root
o NS TPYNN KOHTEMHEPOB MCMOJb3YHOTCA :
4 DKCNEepTHbIN Ana rpy P Y CpeaHsas r He BbinonHseTtca

UHdocuctemnl ket ¢

&7
&

oTaenbHble AppArmor-npoduan

prsss
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KOHTEMHEPU3ALIUA: ABCTPAKLLUM

| 05 CONTAINER

KOHTpO/Ib aKTMBHOCTM KOHTENHepa
B pexXume runtime

BASE 00 |

BasoBble TpeboBaHuA
MHPOpPMaLMOHHOM He30nacHOCTH

NODES 01 |

3awuTa y3n0B KkiacTepa — yrnpaBieHue
yA3BMMOCTSMM U KOHUrypaLmei

ENVIRONMENT 02 | | 03 IMAGE

3awmTa cpes KOHTeMHepm3aLnm 1 KoHTpo/b cO34aHUNsA, XpaHEeHUs U
opKecTpaLmm MCMONb30BaHNA 06Pa30B KOHTENHEPOB

| 04 MANIFEST

KoHTposib HanncaHWsa 1 CNoAb30BaHMS
MaHMbECTOB NPUIOXKEHWNIA

NHdocuctembl [KeT 53



JCSF: AETANINSALLNA (AOMEH 05)

g 3AZIAYA PA3AENA
N Be3onacHOCTb

Cpeabl BbINO/IHEHUA .
[I]]]] PeA o/iHe 3awmTa 3anyLeHHbIX KOHTEMHEPOB

y
v
4
4
/

YPOBEHb MPUMEPbI MPAKTUK KPI/ITVI‘-IHO;CTI:

1

L MuHuUManbHbIN J B koHTenHepax He 3anyLieH aemoH sshd J

NUHdocuctembl KeT



JCSF: AETANINSALLNA (AOMEH 05)

g 3AZIAYA PA3AENA
N Be3onacHOCTb

Cpeabl BbINOJIHEHUSA <
[I]]]] PeA o/iHe 3almTa 3anyLeHHbIX KOHTENHEPOB

4

YPOBEHb MPUMEPbI MPAKTUK

1 MuHuUManbHbIN B koHTenHepax He 3anyLieH aemoH sshd

HacTpoeHbl 1 MCNONb3YHOTCA CeTeBbIE
NOANTUKM B PEXMME MOHUTOPMHIA

2 HauanbHbin

NUHdocuctembl KeT



JCSF: AETANINSALLNA (AOMEH 05)

3AZAUYA PA3ZENA

Bbe3onacHOCTb

[I]]]] Cpeabl BbINO/HEHUS

YPOBEHb

3almTa 3anyLeHHbIX KOHTEMHEPOB

MPUMEPbI MPAKTUK

3

NUHdocuctembl KeT

MuHUManbHbIN

HauanbHbin

MpoaBNHYTLIN

B koHTenHepax He 3anyLieH aemoH sshd

HacTpoeHbl 1 MCNONb3YHOTCA CeTeBbIE
NOANTUKM B PEXMME MOHUTOPMHIA

|/|CI'IOJ'Ib3yeTCFI MOHUTOPWHT aHOManumn And
3anyweHHbIX KOHTeI\/JIHepOB

/
/

KPUTMYHOCTb
i

CpeaHsas

CpepHas




JCSF: AETANINSALLNA (AOMEH 05)

(<]
/\ Be3onacHOCTb

3AAAYA PA3SAENA

C bl BbINOJIHEHUA <
[I]]]] PeA o/iHe 3awmTa 3anyLeHHbIX KOHTENHEPOB

KPUTUYHOCTb CTATYC

YPOBEHb MPUMEPbI NMPAKTUK
|
1 MuHuUManbHbIN B koHTenHepax He 3anyLieH aemoH sshd
y
o HacTpoeHbl 1 UCNob3yroTCA ceTeBble
2 HauanbHbIV CpepHas
NOANTUKN B PEXMME MOHUTOPUHTA
y
o cnonb3yeTca MOHUTOPUHT aHOManumn Ans
3 MpoaBUHYTLIN o CpepHas
3anyLeHHbIX KOHTEMHEPOB
HacTtpoeHbl 1 ncnosib3yrorcs
4 DKCNEepPTHbIN KaCTOMM3MpoBaHHble Runtime noanTukun B CpeaHsas

NUHdocuctembl KeT

exunme 6J10KMpoBaHuA

YacTtnuHo
BbIMNOJIHAETCA

He BbInoOsIHAETCA

He BbIinosHAETCA

\ 57



YTO NONYUMNNIOCDH?

F G H | J U P Q@
B knactepe SWARM ucnonb3yetca pexum auto-lock. [ina 3anycka y3n08 Heobxoaumo ssectv ko4 ” docker info —format "Swarm Autolock: {{
k-4 4 Hi = 7. 2 =
Dock#5 Pa3bnoKMpoBKM LOCTYNE K KNKOYAM WHPPOBAHMA Yophemur Y L g ¢ > Swarm.Cluster.Spec.EncryptionConfig. AutoLock
i
Docker SWARM
Dock-4-7 | [ina knioueit pa3bnokuposkm pesuma auto-lock ucnonvayetca potaums 4 XapaeHunr Huzkmit 1 0 0 - 76 = = MpoueccHbiit KOHTpOb. BoiscHAETCA B NpoLecce
MHTEBLIO
MakcumansHbii 143 0
6ann
IMG-1-1 B cobpanHbix 06pa3ax He OMKHbI XPaHUTLCA CEKPeThI 1 3aumra cexpetos Boicokuit 5 0 0 - 4.10 - - YBI.226 ::mehog
T0/HOCTbI0 BLINOAHAETCA, ECAM HACTPOHS
Kowtpons T2 KOHOUTYpaLMK, rEr_/m Bunonune‘lr(;l acle;
IMG-12 Pbi 3AMYCHAIOTCH U3 06Pa208, XP 8 0 D 1 g Boicokuii 5 0 0 551 12 - - YEN.226 e o
penosutopues VEN227 06pa30B KOHTENHEPOB, HO HE HaCTPOeHa
: KOHTDO/MPYIOWLLBA NOAMTHKE - YACTUYHO
0% soinonnserca (0.5 6anna)
YBN.225
B c vl [; () i
Me13 | P obpas0s oRa ot TIPOUCKORMT & PYsHong Annaz0a ~N 44 2 - V51226
i 1 yEu.227
MG-14 ?qmecrame‘m yp cbopka ana pasmepa obpasa u ero 43; ;117; 49; R .
IMG-1-5 | OcyutectanseTca ckaHuposanme Docker daiinos Ha HegocTaTku KoHdurypauuu Ub I-I p a KT M K M 1 KOTO p bl e OX B a T bl B a I'OT 44 - - zE:zz
MG21 06passt HE JIO/IKHbI € y i, KoTOpbie 1 v o 24:411 R . 101 YBU.225
i YKU3HEHHbIN UMK KOHTEMHEPOB van s
IMG-2-2 B obpasos i 8 C1/CD Ha Hanmuwme yaseumocTelt o 44 - - 10.1 YBU.226  |trivy
MG23 Mpw obHapywenmn gedextos Ub 8 obpasax i 33nay 1 C AeTan M 3a LIIM e M R R .
Ha uX 8 TUKET-CHCTEME ) |
trivy
IMG-3-1  [ina cobupaemsix 06pa3oe rexepupyetca SBOM - - - YBU.226 syt
A cdxgen
IMG-3-2  Ha 0Bpas3bl perynspHo yc [{ 2 6a3zossie 06passl) 3 0 Of no Bbicokuit 5 0 0 - 44,47 - - 10.1 YBU.226
Cosign
B cayuae, ecu 3anyck KoHTeitHepa U3
. 0% HEKOPPEKTHO NOANMCaHHOTO 06pasa
IMG-3-3 CoGu::z::;::iT n:e,qn::usamm SAeKTPOHHON MOlcHD i Chophie; a TaidkE 3 XapaeHuHr CpepHuit 3 0 0 551 45,412 - = ]1;; zgz;;‘; 6110kMpYeTCA Ha YPOBHE OPKECTPATOpa -
RosEH ; ) KOHTPONb BHINO/HAETCA NOHOCTIO. ECnm
ocywecTsnseTca nposepka 6e3 6rokuposkm -
A3HHbIA KOHTPO/Ib BoINOHAETCA YacTuHo (0.5
6anna)
IMG34 BbinonHAETCA Neproamyeckoe ¢ oGpaao:a D! BO 3 Cuauuposar:ne ofpasos! Cpemit 3 0 0 R 14 R . 102 VEN227
yTp p PUAX, Ha HaNMYME YA3BUMOCTEH 132
- (e " Y6223
IMG-4-1 | flomsssl U A 06pasbi, ( ) 4 XapaeHuHr Boicokuit 5 0 0 = 43;48 - = VEN226
- - 0% .
IMG42 C6opku 8 CI/CD BroxmpyroTca npy HalaeHHsIX yA38MMOCTAX B 06pasax KoHTelHepos no 4 Cnauuposaljue obpasos! Cpemmi 3 0 0 . . . . 102 VEn227
A 1 mexay Vb u paspaborunkamu
MaKcumanbHbli 60 7t 0Byt 6 0
6ann
VEN223 TOAHOCTbIO BHINONHAETCA, ECAM MCTIONbIYETCA
MAN-1-1 B ManudecTax He MCNIob3yKTCA CEKPETHI B OTKDLITOM BHAE 1 3aumra cexpetos Boicokmit 5 0 0 512,541 4.10 = = VBM.22 g |MHCTPYMeEHT KoHTpOM. Wrave - vactuuro
i A (0.5 6anna)
‘ ’ N TOAHOCTbIO BHINOAHAETCA, ECAM PUMEHMMO

7 — e e ——

NUHdocuctembl KeT




B knacrepe SWARM wcnionb3yerca pesum auto-lock. [ina 3anycka y3nos Heobxoamumo ssectv kiwd

er info —format "Swarm Autolock: {{

k-4  He 3anonseHo Xaj Hi ] 1 - 75
Dock#5 pa3b0KMPOBKM ZLOCTYNa K KAKO4aM WHOPOBAHUA e s il - g yarm.Cluster.Spec.EncryptionConfig. AutoLock
0 nagers J}'
cker SWARM
Dock-4-7  [lna knioueit pasbnokuposku pesuma auto-lock ucnonssyetca potauma He 3anonxero XapaeHunr Huzkmit 1 0 - 76 OLIECCHbIM KOHTPOSb. BoificHAETCA B Npowecce
Jat fepBbI0
i - 143 Wroroseii o6uwis 6ann
n 6ann o
3] BesonacHocTs et aso! es)
" IMG-1-1 B cobpaHHbix 06pa3ax He AOMKHbI XDHUTLCA CEKPETDI | He 3anonxero 3aumra cexpetos Boicokmit 5 0 - 4.10 YbW.226 ehog
JIHOCTbHO0 BbINO/HAETCH, ECIN HACTPOEH
VEN224 THK3, KOHTPONMPYIOL|AA KOPPEKTHOCTD
Ks ' . E
IMG-1-2  KoHrTeiiHepbi 3anycxaioTca u3 06pasos, xp A B p p He 3anonxero g g Boicokmit 5 0 551 42 YbN.226 gurypaun & O R
penosutopues VEN227 Da308 KOHTEIHEPOB, HO HE HAaCTPOeHa
; HTPOAMPYIOLLAA NOAMTHKA - YACTUYHO
15 nonserca (0.5 6anna)
YBN.225
B c c s 6
) p obpasos pOB. 3anyck p NPOUCXOAMT B PYHHOM afinazon i Ve
%5 R Y227
MG-14 Ocyuiectanaetca my yp cbopka ana pasmepa obpasa u ero 43;47;459;
7 8 byHKUMOHaNa 411
- ¢ Y6U.223
8 IMG-1-5  Ocyutectansetca ckaHuposarme Docker daitnos Ha HegocTaTku KoHdurypaumu U6 Ton b KO a KTya ﬂ b H bl e pln ﬂ p bl H Ka P 44 VEN226
MG21 06pa3bl KOHTEHHEPOB He JOMKHbI COAEPHATD YAIBUMOCTEN, KOTOPBIE BOIMOKHO w 24:411 101 YBU.225
NPaKTUKKU C y4yeToM TpeboBaHM
0 IMG-22 B, c obpazos & CI/CD Ha Hannume yA3BUMOCTEi 44 101 YBU.226 y
MG23 Mpu obHapyenun gedextos UB B 0bpaszax iiHep 3apaun p e ryn ﬂ TO p O B
1 Ha MX YCTP3HEHME B TUKET-CHCTEME
IMG3-1  [inn cobupaembix 06pa3os resepupyerca SBOM - YBU.226
12 n
13 IMG-3-2  Ha obpassl perynspHo yc [{ 2 6a3zossie 06passl) He 3anonxero Of no Bbicokuii 5 0 - 44,47 10.1 YBU.226
fsign
Ny4ae, eCTM 3aNYCK KOHTEHHEPa U3
. KOPPEKTHO NoAnMcanHoro o6pasa
IMG-3-3 206“:::::;3?::3: n:e,an:usamm kTGO fiosctio ipH oo el | He 3anonseqo XapaeHuHr CpepHuit 3 0 551 45,412 g; zgn;;; OKMPYETCA HA YPOBHE OPKECTPaTopa -
o RosEH ) ) HTPONb BINONHAETCA NOAHOCTbIO. Ecn
yuecTenseTca nposepka be3 6rokmposki -
HHbII KOHTPO/Ib BBINOAHAETCA YacThuHO (0.5
[ mna)
BbinonHAETCA Neproamyeckoe ¢ obpasos iHep BO Cxanuposatme 06pasos| A 10.2
IMG-34 =  He 3anonseHo = Cpepmmit 3 0 - 44 Y61.227
15 yTp PENO3MTOPUAX, Ha HANMYME YA3BUMOCTEMH ) 132
: Y61.223
IMG-4-1  [lomxsbi ucr A 06pasbl, i ¢ (distroless) He 3anonseqo XapaeHuHr Boicokuit 5 0 - 43;48
16 Y611.226
MG42 C6opku 8 CI/CD BroxmpyroTca npy HalaeHHsIX yA38MMOCTAX B 06pasax KoHTelHepos no e CkaHupoBar:Me obpasos! Cpemsit 3 0 . . 102 VEN22T
7 A ™7 mexay Ub u paspaborumkamu _ | P
MakcumansHbii = =
8 e 60 Wrorosiii 06wymit 6ann
1] manubecros (Manifests)
YEN.223 IHOCTHIO BbINONHAGTCA, EC/IM UCTIONb3YeTCA
MAN-1-1 B maundecTax He UCTIONb3IYIOTCA CEKPETHI B OTKPHITOM BUjle He 3anonxero 3aumra cexpetos Boicokmit 5 0 512,541 4.10 YEVI.ZZ 4 CTpymeHT KoHTpons. MHaue - yacTuuHo
10 b nonarerca (0.5 6anna)
iHDG’blO BbINONHAETCA, eI NPUMEHUMO Kak
MaHUbeCTOR. TaK U HACTDDRHA
eSS o v ——
—

NUHdocuctembl KeT




UTO NMONAYHUUNNIOCh?

Dockd- B knactepe SWARM ucnonb3yetca pexum auto-lock. [ina 3anycka y3108 Heobxoaumo ssectv kakod A o 1 0 0 . 75 A . docker info —format "Swarm flutolock: {
Pa3bnoKMpoBKM LOCTYNE K KNKOYAM WHPPOBAHMA Swarm.Cluster.Spec.EncryptionConfig.AutoLock
i
Docker SWARM
Dock-4-7 | [ina knioueit pa3bnokuposkm pesuma auto-lock ucnonvayetca potaums 4 ‘He 3anonseHo XapaeHunr Huzkmit 1 0 0 - 76 = = MpoueccHbiit KOHTpOb. BoiscHAETCA B NpoLecce
MHTEPBbLID
M 143 Wroroseiii 0Buywii 6ann 0
s
IMG-1-1 B cobpaHHbix 06pa3ax He AOMKHbI XDHUTLCA CEKPETDI 1 | He 3anonxero 3awuTa cekpeToB Boicokmit 5 0 0 - 4.10 - - YbW.226 t:wfyﬂehog
ul
T0/HOCTbI0 BLINOAHAETCA, ECAM HACTPOHS
Kowntpon: o2 KoHdUrypauuu. rEr_n Bunonuue‘rrc; ] m:le:(
IMG-1-2 | KowTeiirepbi 3anyckaioTca u3 06pasos, xp A8 p P 1  He 3anonxeqo g Bbicokuit 5 0 0 551 42 = = YbU.226 fypeu P " A
penosutopues VEN227 06pa30B KOHTEIHEPOB, HO He HACTPOeHa
; |KOHTPOAMPYHOLLAR NOTUTHKA - YACTUUHO
0% soinonxaetca (0.5 6anna)
B c obpasos 3anyck ¢ NPOUCXOAMT B PYHHOM afinazon s
IMG-1-3 iciia = = = ( N 44 - - YbN.226
R Y227
MG-14 Ocyuiectenaerca yp cbopka ana pasmepa obpasa u ero 43;47;459;
: b 411 ) 3
(V)
YbW.223
IMG-1-5 | OcyutectanseTca ckaHuposanme Docker daiinos Ha HegocTaTku KoHdurypauuu Ub B 03 M O)‘I‘( H 0 CT b O rl p epleﬂ M T b Te Ky LL'I M M 44 - - VEN226
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DEVSECOPS ASSESSMENT FRAMEWORK

TexHonormm

3alunTa OKpYKeHUA pa3paboTku
KoHTponb UB apTedakTos,

y 3awmTa
3aBUCcUmocTen mn o6pa303 pa6o'4ul-4"x ect 3awmra 3awuTa
pa3paBOTIMKa CceKkpeToB Build-cpegpi

KoHTponb ncnonb3osaHmna

YnpasneHvue CTOPOHHMX KOMMOHEHTOB- KOHTPONb BHECEHNA )
apTtedaktamu 3aBucUMOCTel (6ubanoTekwy, 3awwra peectpa M3MEHEHMI 3awumTa KoHBeliepa
apTedaktos
06pasbl 1 T.4.) pred 6 MCXOAHBIT KOA c60pKM
KoHTponb paspabatbiBaemoro MO B yactn Ub
AHanus MO (development)
. KomnosnumoHHbIN AHanus obpasos UpeHTndukauma KorTpore
CTaTUYecKuii aHanms . 6esonacHocTn
aHanus KOHTeHepoB CEKpeToB

Dockerfile’os

AHanuns MO B pexkume Runtime-Preprod

TecTMpoBaHue Ha NPOHUKHOBEHME
nepes BHepeHUeM NPUNOKEHUI
B NPOAYKTMB

KoHTponb KoHdUrypauui -
KoHTposib 6e3onacHocT1 maHudecTos
(k8s, terraform n t.4.)

PyHKLMOHaNbHOE
UB-TecTuposaHue

[OunHamuyeckuit aHanus
NPUNOXKEHN
3awmTta MO n nHPpacTpyKTypbl B pexxmme Runtime

YnpasneHue KOHTponem AocTyna K
cpepam paboTbl NPUNOSKEHUI

KOHTpOﬂb BbINO/IHAEMbIX

YnpasneHune cekpetammn
NpoLLeccoB M UX NpaB AocTyna

KoHTponb ceTeBoro
Tpaduka

AHanns uHGpPacTpyKTypbI (L4-L7)

n I'IpVIl'IO)KeHMl\;I Ha yA3BMMOCTHU

TecTMpoBaHue Ha NPOHUKHOBEHUE
NPOAYKTUBHOM cpeabl

AHanns cobbITin MHPOPMALLMOHHOMN
6esonacHocTn

NHdocuctembl [KeT

M poueccbl U metTogonoruva

O6yueHve n Onboarding

Mpouecc «noaKAYeHNA»

O6yuyeHue cneunanucTos
KOMaHz,

YnpasneHue 6a3oi 3HaHuii DSO

KoHTponb u popmuposaHune TpebosaHuii Ub Kk MO

OueHKa KpUTUYHOCTH
NPUNOXKEHUI U
MOoAeNMpoBaHNe yrpos

OnpeaeneHve Tpe6oBaHuUit
Wb, npeabasnaembix K MO

KOHTpOAb BbINOAHEHUA
TpebosaHuit Ub

PaspaboTka cTaH4apTOB
KoHbUrypaumin

Ynpasnernue Ub-gedpektamm

O6paboTka aedektos Nb KoHconupauua aedektos Nb

OueHka addekTnHocTM npoueccos DSO ®YHKUMOHaNbHbIE PO

YnpasneHue KoHTponb ncnonHeHus - o
Security PasrpaHuyeHune ponei
Habopom IMeTpuK (Kak cobupaem u .
Champions npouecca DSO
meTpuk Nb YTO C HUMM aenaem)




JCSF: MPOLLECCbHI

TexHonormm

3aUMTa OKPYKEHUA pa3paboTku
KoHTposb UB apTedakTos, T
3aBUCUMOCTEN M 0bpa3oB : 3awpra
|
|

pabounx mect

I
I
I
I
paspabotumka |

KoHTpob ncnonb3osaHmaA

HHMX KOMMOHEHTOB-
YnpasneHue CTopo {OMMOHEHTOB KoHTposib BHECEHUA .
apTedakTamm 3aBucumocTeit (bubanotekn, BMEHEHME 3awuTa KoHBelepa
INT.4. . cbopKu
obpasb A.) B MCXOAHbIN Ko, P

MNMpoueccbl U meTogonormna

O6yueHune n Onboarding

O6y4eHue CneumanmcTos

YnpaBneHue 6a3oi 3HaHuin DSO

KoHTponb u popmupoBaHme TpebosaHuii Mb k NO

KoHTponb pa3pabatbiBaemoro MO B yactm Ub

AHanus MO (development)

o KoMNo3WLMOHHbI
CTaTMyecKuin aHanus
aHanu3

OueHKa KpUTUYHOCTH
NPUNOXKEHUI 1
MOZeNnpoBaHue yrpos

Ynpasnenue Ub-gedektamum

AHanuns MO B pexkume Runtime-Preprod

___________________ .
. " TecTupoBaHuWe Ha NPOHWKHOBEHME X
[uHamuueckuit aHanus | | o dyHKUMOHaNbHOE
. | nepep BHeApEHUEM NPUIOXKEHUA |
NPUNOXKEHWI " MB-TecTuposaHue
1 B NPOAYKTMB

O6paboTka aedektos Nb

KoHconupauma aedektos Nb

3awmTa MO 1 HPpacTpPYKTYpbl B pexkmme Runtime

YnpasneHve KOHTPosiemM A0CTyna K
cpepam paboTbl NPUNOSKEHUI

1
I
| TecTupoBaHWe Ha NPOHUKHOBEHNE I

OueHka addekTnHocTM npoueccos DSO ®YHKUMOHANbHbIE PONU

Security
Champions

! NPO/AYKTUBHOM Ccpeabl I

NHdocuctembl [KeT
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JCSF: TEMNJIOBAA MATPULIA

JomeHbl

O6wme NpaKTUKK
6e3onacHocTH

be3sonacHocTb Y3008

Be3onacHocTtb MNnatdopmbl

be3sonacHocTtb O6pa3os.
KOHTelHepoB

be3sonacHoctb MaHudecToB

be3sonacHoOCTb cpeabl
BbINO/IHEHMUA KOHTEUHEPOB

UTOro, npoueHT 4OCTUIKEHUA
KaXX[,0ro ypoBHA 3penocTu no
Bcem gomeHam JCSF

NUHdocuctembl KeT

YPOBEHb 1 YPOBEHb 2 YPOBEHb 3
MUHUMANbHbIN HAYA/IbHbIN NPOABUHYTbHIN
50%
50%
50%

YPOBEHb 4
3KCMEPTHbIW

He npumeHnmo

50%




JCSF: PE3SYJ/IbTAT OLLEHKM YPOBHA 3PEJIOCTMU

4 1 N 2

MoHMMaHKWe, YTO Hado caenaTb
npAMO cenyac
N KyAa ABUraTbCs, B TOM YMCNe B
[ONTOCPOYHOM NepcneKkTmBae

[ToHnMmaHue,
rae Bbl cemyac

NUHdocuctembl KeT

V.

Kakne nHeectnumnm Heobxogmmeol
cenyac
N B Aa/IbHENLLIEM
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JCSF: NJ1IAH PA3BUTUA

COOTBETCTBUE YPOBHAM 3PEJIOCTU AOMEHOB JCSF

Obwue TpeboBaHms
4,0

3,0 i

BesonacHocTb KoHTeliHepoB 2.0:

X/ be3sonacHocTb Y3n0B

BesonacHocTe ObpazoB Be3onacHocTb [Nnhatdopmbl

beszonacHocTb MaHundecToB

UHbocucremsl xer / \\
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JCSF: MPUMEP A OPOXXHOMU KAPTbI PA3BUTUA

Mpouecc

Prl BHeapeHue
WMHCTPYMEHTa
Secrets Management

Pr2 BHegpeHue
WHCTPYMEHTA
Container Security

Pr3 Pa3paboTka
pernameHToB
6e30mnacHOM HaCTPOKM

NHdocuctembl [KeT

MnaH-rpaduKk peannsaumm

2026
2 KBapTan 3 KBapTan 4 kBapTan
Pr1.2 MoaroToBKa pernameHToB u
AOKyMeHTauun
Prl.1 BeiGop Prl.3 BHeapeHue

MHCTPYMeHTa

MHCTPyMeHTa

Pr1.4 ObyuyeHue

Pr2.1 Boibop
MHCTPYMEHTa

Pr2.2 NoarotoBKa pernameHToB u
AOKYMeHTauun

Pr2.3 BHeapeHue
MHCTPYMeHTa

Pr3.1 NMoarotoBKa pernameHToB u

[OKYMeHTaLumn

Peanusyetca cunamm KomnaHumn - Peanusyetca ¢ npusaeyeHmem nogpagyumnka

CronmocTb
pa3sutua, P

PP

ppp

Pr2.4 O6yueHve

Peanunsyertca
BHYTPEHHUMU
cunamu
KOMMaHuK

Bbirogbl OT peanvsaumm akTUBHOCTEN (BepXHEYpOBHEBOE
onucaHue)

Peanvsauna NpakTMKKM ynpaBaeHna CeKpeTamm

BHeapeHWe MHCTPYMeHTa KOHTPoA 6€30MacHOCTY cpesabl
KOHTEMHepU3aLmMm 1 OpKecTpauum

OnucaHue npouecca 6e30nacHoi HacTPONKK
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JCSF+DAF: MIPUMEP JOPOXXHOM KAPTbI PA3BUTUA )

Mpouecc

Prl BHeapeHue
MHCTPYMEHTa
Secrets Detection

Pr2 BHegpeHue
WHCTPYMEHTA
Container Security

Pr3 Pa3paboTka
pernameHToB
6€e30MacHOM HaCTPOMKM

Pr4 BHeppeHue
MHCTPYMEHTA KOHTPONA
Dockerfiles

Pr5 Pa3paboTka
pernameHTa
ynpasaeHus

YyA3BMMOCTAMM

NHdocuctembl [KeT

MnaH-rpaduKk peannsaumm

2026

2 KBapTan 3 KBapTan

4 kBapTan

Pr1.2 NMoaroToBKa pernameHToB u
AOKYyMeHTaunn

Pr1.1 Beibop VHCTpyMeHTa

Prl.4 ObyueHue

Pr2.2 NoarotoBKa pernameHToB u

[OKyMeHTaumMn

Pr2.1 Boibop
MHCTPYMEHTa

Pr2.3 BHeapeHue
MHCTPYMeHTa

Pr3.1 NoarotoBka pernameHTos 1
[IOKyMeHTaLun

Pr4.2 NoaroToBKa pernameHToB u
[OKYMeHTaLum

Pr4.1 Beibop -
MHCTPYMeHTa

Pr4.3 BHeppeHue
MHCTPYMEHTa

Pr.4.4 O6yyeHne

Pr5.1 NMoaroTtoBKa pernameHToB 1
[OKYMeHTaLun

Peanusyetca cunamm KomnaHumn

- Peanusyetca ¢ NpuBneyeHreM NoOAPAAUMKA

CronmocTb
pa3sutua, P

PP

ppp

Pr2.4 O6yueHve

Peanunsyetca
BHYTPEHHUMU
cmnamum
KOMMaHU1

Peanusyetca
BHYTPEHHUMU
cMnamm
KOMNaHUu

Bbirogbl OT peanvsaumm akTUBHOCTEN (BepXHEYpOBHEBOE
onucaHue)

Peannsaumna npakTUKM AeTEKTUPOBAHMA CEKPETOB

BHeapeHWe MHCTPYMeHTa KOHTPoA 6€30MacHOCTY cpesabl
KOHTEMHepU3aLmMm 1 OpKecTpauum

OnucaHue npouecca 6e3onacHoi HacTPONKK

BHeapeHMe UHCTPYMEHTa KOHTPO1A 06pa30B KOHTENHEPOB

OnucaHue npouecca ynpasaeHuAa yasBumoCctammn
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JCSF: PE3SYJIbTAT NPUMEHEHMA

Comand and
Control Server

BpedoHocHsIl 06pa3s 3azpyxxeH 8
nyéauyHeIl penosumopudi u

O

—>

A

(1] (1]

Bolepy3ka 0bpasa us
peecmpa

Jlocmaska obpaza

«Hanpsmyro» O 9

lMpumeHeHue
maHugecmos AS IS

llTf<

NHdocuctembl [KeT

lMosyyeHue 0aHHbIX
0 «Kepmeax»

3akpenseHue

lMepedaua

uHgopmayuu Ha CnC

Lateral movement

/ a

3anyck koHmeliHepa, 3anyck
nospexoeHHbIX BUHapHbLIX

¢alinos

[T =

-

/
- Broken
<P
[III]] cache

Valid
Pod

~ )
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~
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Il /&

5

«3anyck» koHmeliHepa
¢ miner
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JCSF: PE3YJIbTAT NPUMEHEHMA

BpedoHocHsili 06pas 3azpyseH 8

nyéauyHeIl penosumopudi

— o=,
=l
oF
4 N\

* Jomen 02 (Mnardopma)
» NlomeH 03 (O6pa3bl)

N AomeH 04 (MaHVI(beCTbI)/

Bolepy3ka 0bpasa us

Jlocmaska obpaza
«Hanpsmyro»

peecmpa

lMpumeHeHue
maHugecmos AS IS

Comand a

nd

Control Server

lMosyyeHue 0aHHbIX
0 «Kepmeax»

3akpenseHue

lMepedaua

uHgopmayuu Ha CnC

Lateral movement

/ a
- Broken
cache

¢alinos

/
- Broken
<P
[III]] cache
m

Valid
Pod

-
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Y

3anyck koHmeliHepa, 3anyck
nospexoeHHbIX BUHapHbLIX

~
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Il /&

5

- J

«3anyck» koHmeliHepa
¢ miner

* JlomeH 00 (O6wme npakTUKN)

NHdocuctembl [KeT
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JCSF: PE3YJIbTAT NPUMEHEHMA

BpedoHocHsili 06pas 3azpyseH 8

nyéauyHeIl penosumopudi

o= >

* Jomen 02 (Mnardopma)
» NlomeH 03 (O6pa3bl)

N AomeH 04 (MaHVI(beCTbI)/

Bolepy3ka 0bpasa us

Jlocmaska obpaza
«Hanpsmyro»

peecmpa

lMpumeHeHue
maHugecmos AS IS

Comand and
Control Server

lMosyyeHue 0aHHbIX
0 «Kepmeax»

3akpenseHue

* AlomeH 01 (¥Y3nbI)
* Jomen 02 (Mnatdopma)
* flomeH 05 (KoHTelHep)

-

/

lMepedaua

uHgopmayuu Ha CnC

Lateral movement

¢alinos

3anyck koHmeliHepa, 3anyck
(( }) nospexoeHHbIX BUHapHbLIX

~

e . ™
Il /&

5

4 )

@
1530

«3anyck» koHmeliHepa
¢ miner

* JlomeH 00 (O6wme npakTUKN)

NHdocuctembl [KeT
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JCSF: PE3YJIbTAT NPUMEHEHMA

BpedoHocHsili 06pas 3azpyseH 8
nyéauyHeIl penosumopudi

o= >

* Jomen 02 (Mnardopma)
» NlomeH 03 (O6pa3bl)

N AomeH 04 (MaHVI(beCTbI)/

Bolepy3ka 0bpasa us

Jlocmaska obpaza
«Hanpsmyro»

peecmpa

lMpumeHeHue
maHugecmos AS IS

Comand and
Control Server

lMosyyeHue 0aHHbIX
0 «Kepmeax»

3akpenseHue

* AlomeH 01 (¥Y3nbI)

* Jomen 02 (Mnatdopma)

* flomeH 05 (KoHTelHep)
.

/

lMepedaua

uHgopmayuu Ha CnC

.

* Alomen 01 (Y3nbI)
» LomeH 05 (KoHTeliHep)

J

Lateral movement

¢alinos

3anyck koHmeliHepa, 3anyck (( ))
(( }) nospexoeHHbIX BUHapHbLIX

¢ miner
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@
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NHdocuctembl [KeT

74



JCSF: MEPCMNEKTUBbI PASBUTUA

. | 1

Beb-nHtepdenc c nonHom
aBTOMaTU3auMen npouecca
OLLEHKM YPOBHA 3peN0CTH

2

NUHdocuctembl KeT

PaclwumpeHue nepeyHs
AOCTYMHbIX ManMUHIOB Ha
bpPEeMMBOPKK, CTaHAAPTbI U

TpeboBaHMA

YyeT obpaTHOM cBA3MU
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