BEKOH™
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BEIKOHH**

PCTIK n KOHTEUHepbLI:
OT 3asiBKM A0
cepTuduUuKara

Angpen Cnenbix (Poboc-HT)

AHatonun KapneHko (Luntry)

HHHHHHHHH 1M1 1O BE3OMACHOCTIN KOHTEMHEPOB 1 KOHTEMHEPHLIX CPEL]



whoami

- ABTOomartmsaTop aBToMaTmMsaumm B Luntry
- JTiobutens mutTanoLwHbIx dopmaToB

- ITGM, TechTrain, DevOops, DEFCON'bl, SafeCode,
BEKOH, Tb ®opym, UDW, DUMP, CodeFest

- Beny kaHan «TexHonornyeckun 6ont eHoHay

- Puvcyto HecMeLlHble MEMBI

- tg: @rusdacent

KOH®EPEHLINS MO BE3ONMACHOCTN KOHTENHEPOB W KOHTEMHEPHbIX CPE[]



https://luntry.ru/
https://piter-united.ru/
https://piter-united.ru/
https://techtrain.ru/
https://devoops.ru/
https://forum.defcon.org/social-groups
https://safecodeconf.ru/
https://bekon.luntry.ru/
https://www.tbforum.ru/
https://ural-digital-weekend.ru/
https://dump-ekb.ru/
http://codefest.ru/
https://t.me/tech_b0lt_Genona
https://t.me/mem_b0lt_Genona
https://t.me/mem_b0lt_Genona
https://t.me/rusdacent

whoami

- Benywimin akcnept no ceptudukauyumn B HTLL "®oboc-HT"

- 3aHumatocb aBToMmatmsaumen npaktuk PBIMNO

- BEKOH, T ®opym, DevOops

- MacTepto B D&D

- tg: @SlepoyPew

KOH®EPEHLNSA MO BE3OMACHOCTU KOHTEMHEPOB Y KOHTEVMHEPHbIX CPE[,



https://fobos-nt.ru/
https://fobos-nt.ru/
https://fobos-nt.ru/
https://bekon.luntry.ru/
https://bekon.luntry.ru/
https://www.tbforum.ru/
https://devoops.ru/
https://t.me/slepoypew

[TnaH BEKOH>

- [lopava 3aaBku: OxmnogaHne/PeanbHOCTb

- NMopgrotoska NMuM: OxunpaHne/PeanbHocTb

- CoctasneHue NpoTtokonos: OxuaaHme/PeanbHOCTb

- 3aknwyeHuve

- bonyc

KOH®EPEHLIS MO BE3ONMACHOCTWN KOHTENHEPOB W KOHTEMHEPHbIX CPE[



BEKOH™*

[lopada 3aaBku: OxungaHue

KOH®EPEHLIMA MO BE3OMACHOCTW KOHTEMHEPOB W KOHTEMHEPHBIX CPE[]



[Nlogaya 3aaBku. OxungaHue. BEKOH™

CocTaB 3asBKu Ha KoHel, 2024 roga

— 0le TY —

—_— JSON

— I
3aaBKa = 0SS-SBOM



https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-3-aprelya-2018-g-n-55

[Nlogaya 3aaBku. OxungaHue. BEKOH™

CoctaB 3asaBku Ha cepeaunHy 2026 roaa

or 20 smsaps 2026 1. Ne §

o

——

H3MEHEHMH, —

KoTopsie BHOcHTCH B [lonokenne o cacremMe cepTUGUKAIME CPEICTB 3AMMNTHI —

uadopmanun, yreepxiernnoe mpukazom ®CTIK Poccun f— —_
. Ne 55 —
or 3 anpean 2018 . N 3aﬂBKa

1. TlyskT 21 H3M0KHTS 8 CIENYIOMCH PEAaKITHH:

«21. K 3azBKe Ha cepTHOUKALIAIO NMPHIATAKOTCH CASAYIOMMNE TOKYMCHTHI

TeXHHYECKHE VCIOBHA B IBYX IKICMILIAPAX, O OSS_S B O M

TeXHHYECKOEe 3afaHue B JABYX JKIeMIUigpax (B caydae, €ciM I[UIaHHMpPYETCH
nposezenne ceprHHKAlME  cpecTsa AT WHQOPMAIH HAa COOTBETCTBHE
TpeGoBanuaM no 6e30NacHoCTH HH(POPMALIH, HATOKEHHBIM B TEXHHYECKOM 3a/1aHHH);

3ajlanne no 0e30nacHoCTH B JABYX 3K3eMILupax (B cnydae HeoOXOQHMOCTH ero
paspaboTkH B COOTBETCTBHE ¢ TpebopanuaMH no HezonacHoCcTH HubOpMalun )

hopMynap (MacnopT) Ha CPEACTRO 3alKTE HHGOPMATTHH; KC

nepedeHs  3AHMCTBOBAHEBIX  [POrPaMMERIX  KOMIIOHEHTOR ¢ OTKPBIThIM
HCXOHBIM KOJOM, BXOAAUMX B COCTAR CPEACTRA 3AIIHMTH MHGOpPMALMKM (B Ciydae
HAMHYMS B CPEiCTBE 3auiuThl HHOOPMAIMH  3aWMCTRBOBAHHEIX  NIPOrPAMMHBIX

images-SBOM

KOMIOHCHTOB ¢ OTEPBITBIM HCXOAHBIM KOAOM);
[nepeieHb nGpa:son KUH'I'E'I"IHl:pUlL BXOOAIKHX B COCTAB CPENCTBA 3ALIHTEI
HHI’l‘IﬂI).\IE]IlIiH (a CIyHdac HATHYHA B CpPCACTBC  3AlHTHI umbnpmauuu l)ﬂpﬂ."l(‘lu

RIS

KoHTeilHepos);



http://publication.pravo.gov.ru/document/0001202604210031?index=2

[Nopaya 3aaBku. OxungaHue. BEKOH™

0SS-SBOM (UC ot 26 ceHTsn6ps 2024 r. images-SBOM (MC ot 13 sinBaps 2025 r. Ne 240/24/38)

‘components”; [ {
"type": ‘library’,
‘name”: "python3d’,
"version™ "3.12.1",
‘externalReferences” [
{"type" "vcs',
‘url’: "https://salsa.debian.org/cpython-team/python3.git" }],
"properties”

‘components”; [ {
"type" "‘container’,
‘name”. 'my-container”,
"version™ "1.0",
"properties”
[{"name” "GOST:attack_surface’, "value” "yes" },

{"'name":. "GOST:secutity_function’, "value” "yes" } ],

‘components”: [ {
[{ "name” "GOST:attack_surface’, "value™ "yes" }, "type": "container”,

{"name";. "GOST:secutity_function’, "value" "yes" } ] "'name”: "pythond’,
}1} "version™ "3.12.1",
"properties”
[{ '"name™ "GOST:attack_surface’, "value™ "yes" },
{ '"name” "GOST:secutity_function’, "value" "yes" } ]

H}


https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38

[Nogaya 3aaBkun. OxungaHue. BEKOH™

[Tpobrema ob6beanHeHns pasHbix SBOM-0B B 0AuH 00K

>( JSON }
0SS-SBOM

>_
pyproject.toml
—W
/" : ‘externalReferences”[ JSON
.’ hello.py { "type" "vcs', -
4 "url”. "https://salsa.debian.org/cpython-team/python3.git"}], O6wwuin SBOM
FROM alpine@sha256: ... H
Rooo> LLLLL] 20 cuCTEMHbIX KOMNOHEHT

COPY /app/hello.py /hello.py
CMD ["python3 /hello.py"] my-container

images-SBOM

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIiiII


https://www.tbforum.ru/hubfs/Digital/SS/SS_ADAPT/TBF_20022026_rbpo_Kuznetsov.pdf?hsLang=ru

BEKOH™*

[logaya 3asaBkU: PeanbHOCTb

KOH®EPEHLIMA MO BE3OMACHOCTW KOHTEMHEPOB W KOHTEMHEPHBIX CPE[]



[lokymeHTauus

CHavana Tbl oXugaellb, YTO NpuaETCAa NucaTtb MHOro
AOKYMEeHTaumm
HO NOTOM MOHMMaELLb, YTO e€ eLwe donbLle Hago
HanucaTb

A ellé HMYEero He MOHATHO, YTO TPebyeTcsa KOHKPETHO, He

NMOHATHA TEPMUHOJIOTNA, HE NOHATHO BOOOLLIE C KaKuX
OJOKYMEHTOB Ha4MHaATb CHa4dana

. aewe *.docx )

BEKOH™®

DA @ ™ AT =2 BM.docx

=@ ©b.docx
{AVADE L pazpaboTrmn.docx
W-ws2

oW EWA~Fa 2 ~BUIWAANA docx

Cwluz <2 obHosnenma.docx
PyKoBOACTED 3aAMWHWCTpaTopa.dock

PykoBOACTED NoNb3oeaTens.docy

e ar e “‘"_-I e St AAM I"I+ A
S ib
AT g2~ docx
BLE WA docx

7=z .docx
docx

.
2P

..‘.:‘_‘-+§+ \."_- -

o \\'\

=Z=M .docx

12


https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-2-iyunya-2020-g-n-76

BEKOH™*

DocOps

KOH®EPEHLIMA MO BE3OMACHOCTW KOHTEMHEPOB W KOHTEMHEPHBIX CPE[]



LaTeX BEKOH>

- Cwuctema BépcTkn TeX cosgaHa B 1977 rogy JdoHanbgom KH
- LaTeX - makponaket ansa TeX

- TeXLive - auctpubytus LaTeX The Virgin @ THE CHAD BTEX

v 3 the gold standard

proprietary trash . crappy math support, has tom‘(‘ SHE PRI o of math typesetting

Jlexwnt B GitLab _a  pigeyback off of LaTeX

CnnouwHbie nNnchl

A extremely hard to make tsn't used for
HopwmaneHsle diff-bl oo
- [oTtoBble nakeTbl ANg BCEro , peneneslen - \ref{}is R
bloated with features default font connotated i 6 clisrsskets ubiquitous in
= I—OTOBbIe UJa6ﬂ0H bl ﬂ,ﬂﬂ BCero only 12 people will use with laziness academic publishing

user the freedom to choose

ol g.
CI1]10LLIHOVI MU HyC constantly fucksup authors forced to focus on what features they want default font connotated

image placement ; i - i
ge p formatting before content with professionalism

= BbICOKVIVI I'IOpOF BXOﬂ,a had to fork file type easy-to-position figures

just to be compatible
EEKOH 2026 ﬁ Share  'D) History  []] Layout ~ @ Chal allows authors to focus on

content before formatting
(CodeEditor JNIZ0E) © C B I =~  ZRecompile - 3@ &

15

plain-text files ensure
universal compatibility

rusdacent

1 monsa 2026 r.

1 Hello from Overleaf

p [uu'.‘-.-p MOMAJIOBATE HA

Linewidth]

BEKOH**

Puc. 1: D710 aororummit



OueHuBaeM CyLLECTBYIOLLNE CEPBUCHI BEKOH™

Crek “00O” Crtek “NMNOCIJE”
- JS/TS - JS/TS

- Python —Python

- Go - Go

- Rust - Rust

[1Ba uHTepnpeTatopa, KoTopble
HaOo uccnegoBaTtb, 3TO “Beceno’,
noatomy usbasnsemca ot Python...

..., Ho NodedJS octancs

15



Untaem npo SBOM (I1I1K) Ha ko BEKOH™

i

- [lepBuyHas oueHka A nokasana Ham, ’ 'l\. P 1 ol | 1 l\ ‘
YTO Hallla apXUTeKTypa Oblna CrmLKOM 3 : 4 =g e | -
“pasBecucTon” a y Wl iy vinr Ak \] oaw
_ e C a
L A e
- [poaHanuanpoBanu apxmTekTypy u = N h" M
MUHUMWN3NPOBANM KOMMNOHEHTHYO 6a3y ‘ J ‘ o

N
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Untaem npo SBOM (IIK) Ha KOHTENHEPHI BEKOH™

fc6b433e81c24973d7465c0ebc7213d7ad828a

fc6b433e81c24973d7465c0ebc7213d7a

curity function®,

- Heobxogum BCcem y4yacTHMKaM rnpouecca “yers 7cT6fabes420e127 11508557
cepTudmKaumm ans NOHUMaHUS apXUTEKTYpPbI ; '
npogykra

ebl2ul3?arch=amd stro=debian-12.13",
- [lossonsieT yBUOETb e MOXHO N HY>XHO
NPOBECTM ONTUMM3ALMIO OKPYKeHUs (obpasa)

- Ot1ot SBOM npoLlue, 4em Ha 3aBUCUMOCTH

-2.0-or-later"

/debian/base-files@12.4%2Bdebl2ul3?arch=amd64&distro=debian-12.13",

ttack surface",

T:security function”,

17


https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38

['eHepupyem SBOM-b

HauyvHanu c Trivy anga Bcero, HO CTarno MOHSATHO,
yTo nosniydaem HenosHble SBOM-bi

!

6401(5 Trivy JONKHO XBAaTUTb BCEM

BEKOH™®

[na Go nepewnu Ha cyclonedx-gomod

Ana Rust octaBunu Trivy (ganee nepengém Ha cargo sbom)
JS octancs Ha Trivy

[na KoHTenHepoB ncnonb3yem Luntry

BONUS
21 oktabps 2025 roga penusHynca CycloneDX 1.7

3asesnun nogaepxky Ctpubora

[FEATURE]: Adding Streebog hashing algorithm #48-

volkdm opened on



https://github.com/CycloneDX/cyclonedx-gomod
https://github.com/CycloneDX/cyclonedx-gomod
https://github.com/CycloneDX/cyclonedx-gomod
https://github.com/psastras/sbom-rs
https://luntry.ru/
https://cyclonedx.org/news/cyclonedx-v1.7-released/
https://github.com/CycloneDX/specification/issues/485

PesynbTtart (nonyymunu PelueHne) BEKOH™

QepepanbHas c1yx0a 110 TEXHHYeCKOMY M 3KCIIOPTHOMY KOHTPOJTIO

PEIIIEHUE
0 NpoBeJeHUU cepTU(HUKALUHI CPeACTBA 3alUThl HH(opMaLuu

. I

HanmeHoBaHue CpencTBa nporpaMMHoe obecrieuenue Luntry (JIantpu) Certified
3aLUThI MH(MOPMALIUHU:

HasHauenue CpezcTBa U1 3aldThl  MHQOpMAaLU{, He CcofepsKalljeld CBe[eHus,

3alUThl UHPOpPMaI[WK: COCTaB/ISIIOLLME TOCyAapCcTBeHHyr0 TaiiHy, B I'MC 1 xiacca
sauquiieHsocty, B ACY TII 1 xsjacca 3allMI[eHHOCTH, /I
obecrieuenrsi 6e30MaCHOCTH I1€PCOHANbHBIX JaHHBIX 1 YpPOBHSA
3alMILEHHOCTH, Ha 3HaUMMbIX 00bekTax KU 1 kaTteropuu




BEKOH™*

[NloarotoBka NuM: OxxungaHune

KOH®EPEHLIMA MO BE3OMACHOCTW KOHTEMHEPOB W KOHTEMHEPHBIX CPE[]



[NogrotoBka NuM: OxunpgaHue.

BEKOH™®

[OokymeHTauuda. OnnucaHme apxmTekTypbl 0e30nacHOCTH

{ POD ~!
i ( KoHTenHepbl ) E
E NPUNOXKEHU E
i i init-koHTelHepbl k [ migratorQ/j i
i ([ init1 @ - ) :
i [ init-2 @ J N ([ sidecar @ y j

~

v

nopAaoK BblIMNONTHEHUA

&KOHTGI\ZHGD 3aBepwun paboty

@ KOHTEenHep 3anyLweH

OnucaHue apxUTeKkTypbl 6e30nacHOCTHU

- NpoLecc NHULUManu3aunm
- onncaHne BPEMEHHbIX CEPBUCOB


https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38

[Noarotoska NuM: OxugaHue. BEKOH™

[OokymeHTauuda. OnnucaHme apxmTekTypbl 0e30nacHOCTH

ObecneyeHne cobCcTBEHHOW 3alMTbl cpeacTBa OT HeCaHKUMOHUPOBAHHOIO

apiVersion: networking.k8s.io/vl

#include <tunables/global>
kind: NetworkPolicy

metadata:
name: test-network-policy
namespace: default
spec:
podSelector:
[** o, 5 matchLabels:
role: db
policyTypes:
- Ingress
- Egress
ingress:
- from:
- ipBlock:
cidr: 172.17.8.8/16
except:
- 172.17.1.8/24

NetworkPolicy

seccomp npodounb

22


https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38

[logrotoBka NuM: OxunaoaHue. BEKOH™
3anpoc lNnaHa ncnbiTaHUn 3aMMCTBOBaHHbIX KOMMNOHEHT

TpeboBaHusa no 6esonacHocTu (Mpukas Ne76)

16.1. dopmynsip cpeacTBa OOMKEH coaepXaTb KOHTPOSIbHbIE CYMMbI AUCTPUOYTUBA U UCNOSTHAEMbIX
c¢phannoB nporpaMmMHOro obecrne4yeHus, KOTopble OOSMKHbI YTOYHATBLCS NpyU 0BHOBNEHUM CpeacTea B
COOTBETCTBUM C HAcTosWwmMMKN TpeboBaHMsaMN, a Takke COCTaB annapaTHoOW nnaTtgopMbl cpeacTsa.

- KOHTposnb 3a UcxoaHbIM Kogom -> cocTaBneHne SBOM no ncxogHomy Koy
- KoHTponb 3a ucxogHslM Kogom -> coctaBneHne SBOM no obpasam
- Pacyet KC Bcex ncnonHsiembix ¢pamnoB (ELF-hannebl, .py-cKpunThl, .jar-apxmsbl, .jS-CKpUMTbI)

MeToandeckue pekomeHaaumm ®CTIK n UC ot 13 auBapsa 2025 r. Ne 240/24/38

- Ob6beguHeHune 2 Tnnos SBOM B o6wmm SBOM Ha C3U
- Ob6oraweHne GOST-oBbIMK NONAMU U cebinkammn ans externalReferences
-  ®opmanbHasa Bepuukaums ¢ nomoLlbio sbom-checker

B cnyyae pacxoxgeHus nepeyHst CnonHseMblx panioB 1 KOMNOHEHT 13 obwero SBOM moryT ObiTb BblAaHbI
3amevaHna Ha gopabotky SBOM c kommeHTapmem:

He o6ecneyeHa nonHoTa nepeyHs NporpaMMHbIX KOMMNOHEHTOB

Hoknag npo VC ot 13 gauBapsa 2025 r. Ne 240/24/38 23



https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/trebovaniya-po-bezopasnosti-informatsii-utverzhdeny-prikazom-fstek-rossii-ot-2-iyunya-2020-g-n-76
https://t.me/sdl_inform/206
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://vkvideo.ru/video-224467080_456239058

[Noarotoska [NuM: OxugaHue. BEKOH™
Kakon 6a3oBbin 0bpa3 ncnosib3oBaTtb?




[NogrotoBka NuM: OxunpgaHue.
Kakon 6a3oBbin 0bpa3 ncnosib3oBaTtb?

FROM scratch CepT1OS

distroless

s @ O
minimal

minimal minimal

distroless

BEKOH™®

CepT10OS

FULL di
ULL distro FULL distro




[Nloarotoska NuM: OxugaHue. BEKOH™

[Mogbop MHCTPYMEHTOB AN NPOBEAEHUS aHANN3a KOHTENHEPOB

ApXUTeKTypHbIN aHanu3s [1]

%;:*Klgms chzckov 3@ W13 capsh

KomMnoHeHTHbIM aHanu3 (SCA) u aHanus yasBMmocTen

OO

t ~ aqua hod e !
TIVB cdxgen syf grype
Cratnyeckmnn ananus (SAST) [2]

AvHamunyeckmnn aHanum3a (unit n dasaumHr) [3]

[1]

[2]
[3]



https://ib-bank.ru/bisjournal/post/2589
https://ib-bank.ru/files/files/rbpo1.pdf
https://ib-bank.ru/bisjournal/post/2540

BEKOH™*

[logrotoBka [luM: PeanbHoOCTb

KOH®EPEHLIMA MO BE3OMACHOCTW KOHTEMHEPOB W KOHTEMHEPHBIX CPE[]



LleHTp nccnepgoBanHuin 6e3onacHoctn cuctemHoro O BEKOH™

Tpebyetca ana NodeJS:

SAST
Fuzzing
WccneposaHmne yasBumocTen

3auem 3TO Aenarb O4HOMY, eCcnu
MOX>XHO He AenaTb ogHOMY?

CdhopmmpoBaH B KoHuUe 2023 roga
Ha 6a3e VICIT PAH nopg armpon
SCTIK n npu nogaepxke PAH
Apgpo Linux + CIMO

Mepsble 10 KnacTepos

CpeacTsa BupTyanusaumm NodeJS
¥ KOHT@AHEPHIaLMM

base
kaspersky
'".‘,“ persky
[ e sorruan
Beb-cepeepbl KpunTtorpaduueckue GuGnmuorexu
MHAPOTeKE s MHOPOTEKC
HIE A Skrva
base Vo 20
L. e

=03

Fixed by: .
upstream:5d3efaa3c8e22c5d9d233801eeb42d997fedcOb2 author: BASIS
Anatoly Karpenko

akarpenko 12.08.2025 02:49 s o

FlpeAynpexaenme CTaTM4eckoro aHaansaTopa CBA3aHo C TeM, 4TO
B A@HHOM MeCTe OH AUarHOCTUPYET BO3MOXHOE pa3biIMEHOBaHUE
HYNEBOTO yKasatena. LlJlﬂ YCTpaHeHusa 3Toro HeAocTaTka
HeOﬁXOﬂ,MMO AO6BBMTI: NPOBEPKY Ha HEPaBEHCTBO HYNHO
yKasatensa req_wrap_async nepej 8bi30BOM "req~wrap,async—
>set_with_file_types(with_types);". Mpeaynpexaexune
aHanusatopa yMecTHO.

=]

akarpenko 01.07.2025 01:39 ke
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https://portal.linuxtesting.ru/
https://portal.linuxtesting.ru/
https://www.tbforum.ru/hubfs/Digital/SS/SS_ADAPT/TBF_190226_%D0%97%D0%B0%D1%89%D0%B8%D1%82%D0%B0_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%B8_%D0%A5%D0%BE%D1%80%D0%BE%D1%88%D0%B8%D0%BB%D0%BE%D0%B2.pdf

Nonunnsaem SBOM-bI BEKOH>

[oGaBneHne CCbIfNOK Ha 3aMMCTBOBaHHbIE KOMMOHEHTLI (extrenalReferences)
- sbom-updater

PaameTtka A n ®b (TyT TonbKo “pykamn”)
- Hanucanu aBTomaTtusaumio

[oB6aBnsem nHgopmMauuno 0 KOMMOHEHTaX, KOTOPbIX He Bbino B SBOM
- Hanucanun aBTomatusauyuio

[obaensem nHdopmauunio o cepaucax
- Hanucanu aBTomatusauuio

“Cknenka” otaenbHbix SBOM-oB B 00OLWmi
- sbom-unifier

[MpoBepka pesynbTaTa
- sbom-checker

AS


https://gitlab.community.ispras.ru/sdl-tools/sbom-checker
https://gitlab.community.ispras.ru/sdl-tools/sbom-checker
https://gitlab.community.ispras.ru/sdl-tools/sbom-checker
https://gitlab.community.ispras.ru/sdl-tools/sbom-checker
https://gitlab.community.ispras.ru/sdl-tools/sbom-checker
https://gitlab.community.ispras.ru/sdl-tools/sbom-checker
https://gitlab.community.ispras.ru/sdl-tools/sbom-checker
https://gitlab.community.ispras.ru/sdl-tools/sbom-checker
https://gitlab.community.ispras.ru/sdl-tools/sbom-checker
https://gitlab.community.ispras.ru/sdl-tools/sbom-checker
https://gitlab.community.ispras.ru/sdl-tools/sbom-checker
https://gitlab.community.ispras.ru/sdl-tools/sbom-checker

Cuuntaem KC no NOCT ans ncnosnHaemblx gpannos BEKOH™

SBOM + KC = @
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https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38

[TnaH ncneiTaHM 3aMMCTBOBaAHHbLIX KOMMOHEHT BEKOH>

C OTKPbITbIM UCXOAHbIM KOAOM

MNMepBbIM NnaH (6bINo B HOAGpe 2025)

MoBepxHoCcTb ataku - 100

®yHKUMKM Ge3donacHocTn - 27

He obecneveHa nonHoTa nepeyHs
3anMCTBOBAaHHbIX KOMNOHEHT - MHOIO

He xBaTano pasmetkn ®b u NA cepsucos

Ctatnydeckmmm aHanus - 107

OnHamuyeckmnin aHanus - 89

O6HOBNEHHLIN NnaH (ctano B mapte 2026)

NoBepxHOCTb aTaku - 30

®dyHKunKM 6esonacHocTn - 27

He obecne4veHa nonHoTa nepeyHs
3aMMCTBOBaHHbIX KOMNOHeHT - MAJ1O

CtaTnyeckunm aHanums - 51

NnHamunueckmun aHanus - 30
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CraTtudecknin aHanuns (SAST) BEKOH™

f (n numTOCEntries) check(t TestingT, r *Reader)

if r.toc == nil {
- MexmoaynbHbIn aHanus | TfEERmL e
@  Undecided # Mokazatk Tpaccy
- AHanMsMpy}OTCH BCe MOFI.yJ'Wl n Open source KOMNMNOHeHTbLI DEREF_AFTER_NULL After having been compared to a nil value at testutil.go:1665, pointer
‘rtoc' is dereferenced at testutil.go:1668.
peanlll3yl-0l.lJMe ¢5 " ne)Kau"‘Me Ha nA if got, want := len(r.toc.Entries), int(n); got != want {
t.Errorf("got %d TOC entries; want %d", got, want
- Ecnn nog Al HeT Tpebyemoro aHanuaaTopa, TO UCMNONb3yeM Te, t-Logf('got ToC entriesst)
KoTopble gocTyrnHbl (SonarQube, Clippy) S, e T t_‘
.Log %d]: %s\n", i, entj
- MoaTBepxaéHHble NpobneMbl PenopTUM B anNcCTPUM MNu PUKCUM T raituon)
CaMOCTOATEeNIbLHO §
SonarQube ISsues Report func checks(s ...stargzCheck) []stargzCheck { retu s }

d: 2

i ~go clippy --me e-format warnir
Summary (1219 issues) _ptr_alignment

/8gt;

57 Iprops. sbasReport. map( (report, key) =igt; (
| =1 lt;div key=(key}igt:

&1t:KeyValue Label
68 &1t;KeyVal
61 &1t:KeyValue label

Type')} value={"SBOM Report'} /Sgt;
Nome')} value={repo €
Common("Digest')} value={report.digest} /&gt;
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bopbba ¢ N30bITOYHOCTBbIO/MUHUMU3AL NS

Y Hac yxe 6binn ontumusaumm m distroless-o6pasbl

HO HeT npepena coBepLlUEHCTBY
- OTpedhbakTopnnm n BbIKMHYINN HEHYXHbIE KYCKM KoAa

- Honununu n onTMMM3npoBanu HekoTopble obpasbl

- [lepeHecnun cbopKy NONHOCTLIO K cebe

ARG CI_REGISTRY
FROM ${CI_REGISTRY}/proxy-gcr/distroless/static-debianl3:nonroot

COPY --chown=nonroot:nonroot main.bin /charon

USER nonroot
CMD ["/charon"]

NcToYHUK TpeboBaHua (n.5)

O6pas "nocne"
(390 MB)

BEKOH™®

O6pas "po"
(900 MB)

-

33



https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38

OuHamunyeckmin aHanna (passnHr n unit-tecTol) BEKOH™

Fuzzing coverage reports

®a33uHr (TonbKo AnA KOMNoHeHToB Ha [A)

Updated (UTC) Summary

~ 73

- [Ana Go “BCTpoeHHbIn” go test fuzz

github.com/pandatix/go-c 0 (6 6) covered

- Ona JS ucnonb3oBan Jsfuzz

}
All files yaml/node_modules/yaml/dist/parse cvss20.u2 = (cvss20.u2 & 6b11111116) | ((v & @blee) >> 2)
M - o e cvss20.u3 = (cvss20.u3 & 0bOR111111) | ((v & 8bB1ll) << 6)
- MOXHO 1 HyXHO nepencnons30BaTh hassuHr, \ are om valddate(salue, [1strim{I", L") W, H)
KOTOPbIN yXKe eCTb B open source if err 1= nit {
return err

KOMMNOHEHTAaX

}
cvss20.u3 = (cvss20.u3 & 6b11001111) | (v << 4)
v, err := validate(value, []string{"ND", "L", "M", "H"})

if err != nil {
return err

- Cyutaem nokpbiTue

}
cvss20.u3 = (cvss20.u3 & 6b11110011) | (v << 2)

v, err := validate(value, []string{"ND", "L", "M", "H"})

unit'TeCTbl lexer.js e liegi}n{err
line-counter js }
- MOXHO 1 HYXXHO Nnepeuncronb3oBaTh TECTHI, s = (cyssaf.u & ShTIeS) | v
KOTOpble y>Ke eCTb B Open source _
KOMMOHEHTax returm it
- Cuyutaem nokpbiTne {
// Check is valid
for _, enbl := range enabled {
if valuwa —— anhl [

Kz


https://go.dev/doc/security/fuzz/
https://gitlab.com/gitlab-org/security-products/analyzers/fuzzers/jsfuzz

[TannnanHbl (MX OygeT MHOro)

Pipeline Jobs 72

Group jobs by

@® build-caddy
build

® build-redis

Pipeline Jobs

check-code-quality
®
@ rustfmt

Pipeline Jobs 10 Failed Jobs ' 1

cache check-code-quality

@ node-install- ) ©® node-lint

BEKOH™®

build-deps

@ build-deps

build
0 build-container

& build-node24




PesynbTtar (cornacosanu [N1M) BEKOH™

CorjacoBajiu
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BEKOH™*

CocTtaBneHune [poTokoroB: OxugaHue

KOH®EPEHLIMA MO BE3OMACHOCTW KOHTEMHEPOB W KOHTEMHEPHBIX CPE[]



CocTtaBneHue lNpoTokornoB: OxugaHume. BEKOH™
ApTedakThbl

ApXUTEKTYpPHbIN AHanus Cratnyecknm aHanma | lMHaMM4YeCKUU aHanNn3
aHanus ys13BMMOCTEMN (751D (unit u das3uHr)

- onucaHue BbIGpaHHOM
- KOMaHAbl 3anycka u Lenn, BXOAHbIX KOprycoB
- MenielEifEl sl U - KOMaHApl 3anycka u noru
noru noru - onucaHue crioBape
- SARIF-chann
- OTYEeTbl CKAHMPOBAHMS pe3ynbTaTtoB aHanusa - KOMaHZa u nor cbopkm
- OT4YeTbl CKaHNPOBaHUA Luenu c CaHI/ITaIZ3epaMVI
- obocHoBaHne - OTYET O BbINOSIHEHUN (ecnn nogaepkmBaroTCs)
HENPUMEHUMOCTH pasMeTKu
- apTtedakTbl yCTpaHeHusl obHapyxeHHbIx CVE npeaynpexaneHnm - KOMaHAbl 3anycka u
Confirmed gedexToB CRITICAL v HIGH noru ¢passepa
- apteakTbl yCTpaHeHns
Confirmed CVE - apTtedakTbl ycTpaHeHns1 | - apTedakTbl YCTPaHEeHUs
- pesynbTarthbl Confirmed pedekroB AedekToB, NPMBOAALLNX K
MOBTOPHOroO - pe3yrnbTaThl nageHndam uimn
CKaHUPOBaHMs! NMOBTOPHOIO - pesynbTarthbl 3aBUCaHUAM
CKaHMpOBaHUS MOBTOPHOIO
CKaHMpOBaHUA - OTYeTbl O NOKPbITUM
Koaa




CocTtaBneHue lNpoTokornoB: OxugaHume. BEKOH™
ApTedakThbl

ApXUTEKTYpPHbIN AHanus Cratnyecknm aHanma | lMHaMM4YeCKUU aHanNn3
aHanus ys13BMMOCTEMN (751D (unit u das3uHr)

- OTYeTbl
- OTYeThbl

- aptedakTbl
yCTpaHeHus
- apTtedakTbl
ycTpaHeHus - apTtedakTbl

yCTpaHeHus - apTehakThl

CTpaHeHus
- pesynbTaThbl yerp

NOBTOPHOro - pe3ynbTaThbl
CKaHMpPOBaHUA NOBTOPHOro - pe3ynbTaTbl
CKaHUpOBaHUA NOBTOPHOro

CKaHUPOBaHUSA - oTyeThl




BEKOH™*

CocTtaBneHnue [lpoTokonoB: PeanbHOCTb

KOH®EPEHLIMA MO BE3OMACHOCTW KOHTEMHEPOB W KOHTEMHEPHBIX CPE[]



CTeHn OAns ucnbiTaHnm BEKOH™

main
|
i
i
i

Example App

JdonxHbl obecneynTb:

Luntry
- 3aKkpbITbl NepUMeTP

- [lokpbiTne KoHUrypauum Bcex 3asiBrieHHbIX
BblYMCIINTENBHBIX Cpes

- BoamMoxHoCTb npoBepku Bcex OB, KoTopble
3assnsiem B Popmynsipe

- O6HoBneHue cTeHaa No Mepe BbIABNEHNA 1 . |
“cnpasneHns Npobnem Bo Bpemsl UCTbITaHWI | " Acusler | ; red-cluster |

Example App

:
Alt Linux !
:

41



ApPXUTEKTYPHbIU aHanms3 BEKOH™

- [Heneruposanu nabopaTopuu

- bbinn HangeHbl aedekTbl B pesynbTaTte
aHanmnsa KICS’om, koTopble Oblnmn
yCreLHO ncrnpassieHbl

- A c npuvBUNErnamMmn KOHTENHEPOB BbINo
BC& HOPM &

NcToYHUK TpeboBaHua (n.5) 42



https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-13-yanvarya-2025-g-n-240-24-38

AHanuns yassumocten (bopbba ¢ CVE)

PerynapHo o6HOBRASIAN 3aBUCUMOCTHU, HO HE
6GbIno npouecca:

- BblcTpounu npouecc o6HOBNEHWN

FIXED IN
- Bctpounu B pipeline nposepku 4.18.0

Ecnu CVE HEBO3MOXHO 3aKpbITb Yepes
oBHOBMEHME, Toraa HYXHO:

- Jlnbo onuncatb noYyemy ysa3BUMOCTb He
KacaeTcs Ballero koga

- Jlnbo popkHYTL K cebe n BHECTU
ncrnpaeneHue

- Jlnbo “3aKkpbITb” CBOMM KOAOM B NPOLYKTE

- lMocnaTb naTtym B ancTpmm

BEKOH™®

-v "MNegligible"

egligible

SEVERITY EPSS
High B
High (11th)
i (13th)
(12th)
(8th)

.18
.1
.1
.1
.1
.1
.1
0.1%

43



duHanunsauyms npouecca

Cb6opka gucTpmbyTnBa N3 UCXOOAHUKOB

Cobupaemcs B 3aKkpbITOM NEpUMETPE

KoHTponunpyem, 4to HeT obpalleHui Ha
BHELLHWe pecypcbl

BeHOopuHr + xpaHunuuie apTedakToB

®dukcupyem u cobupaem
ApTedakTbl npouecca cOopku

napameTpbl cOOpKM
noru cbopkm
ceTeBOM Tpaduk

ApTedakTbl NPOBEPOK

SAST

unit-tectsl, fuzzing

SBOM-bI n CVE

protestware, “cekpeTtbl’ 1 T.4.
KOHTPOJSIbHbIE CYMMbI 4S5 UCMONHAEMbIX
dhannos

Anctpnbytus

Are u ok bro?

BEKOH™®

44



KomaHga v pecypchl (eanHcTBeHHbIN cnang ¢ ) BEKOH™

Ecnu BbI npoxoaunTe cemebMKau,mo B nepBblﬁ pa3, TO
O4€eHb CJ1I0OXKHO CaMOCTOATENIbHO OLeHUTb pealibHble
BO3MOXHOCTU 1N CPOKN Cpasy

TecHoe B3aumogenctane 3aasutens (PaspaboTumka) um
NcnbiTatenbHon nabopaTtopum, NOCKONbKY McnblTatensHas
nabopaTopusa He B COCTOSIHMM NPOBECTM BECb aHanu3
NpoayKTa caMOCTOATESNbHO 6€e3 nHnumaTmebl 3asBuTtens

Pexum A

1. TpynosaTtpartb! 3asBuTens (paspaboTumka)

YTo6bl NOAroTOBUTL NPORYKT K CEpTUdUKALIMM, KOMaHAe pa3paboTunkos noTpebyeTca B
cpenHem 4-10 yenosexomecaLEB CyMMapHO. OCHOBHbIE 3ajaum:

» [opaboTka MO: [pUBeneHUE NPOOYKTa B COOTBETCTBUE C TpeBOBaHKAMK NO
Be3onacHOCTH (HanpuMep, peann3aumnsa GYHKLMIA KOHTPONa [OCTYNa, PETMCTPaLyMK
coBbITWIA, OYUCTKKM NamMaTH).

Pa3pabotka gokymeHTauuu: Moprotoska TY (TeXHUuECKUX ycnoeuit), P3
(pyxoBopcTBa no akcnnyaTaLuy), bopMynapoB K cneumndukaumi cornacio MOCT.

YcTpaHeHue yaseuMocTeid: PaboTa Hap, peaynsTaTamu NpeBapUTENbHOro
CKaHMpOBaHWA U aHann3a MCXOQHOro Koaa.
2. PaGoTa ucnbiTaTensHoi naGopaTtopum

WcnoiTatensHas nabopatopus (akkpenutoBaHHag ®CTIK) BbiNoNHAET OCHOBHOM 06beM
npoBepoK. B 33BMCHMOCTHM OT YPOBHS 3allyThl (knacca/ypoBHe JOBEPUS), 3TO MOXET
3aHaTb 6-15 yenoBekoMecALeB paboTbl 3kcnepTos NabopaTtopui:

*  AHanW3 UCXOOHOro Kofa (CTaTUYECKUiA U QUHAMUYECKMIA).
+ [lpoBepka Ha OTCYTCTBUE HEAEKNApPMPOBaHHbIX BosmoxHocTen (HOB).

*  OYHKUMOHaNBHOE TECTUPOBaHWE CPEACTE 3alyuThl MHpopMaLmu (C3U).

3. OpraH no cepTUPMKaLUM M 3KCNepTU3a

Ha dbuHanbHOM 3Tane 3KCNepTh OpraHa no cepTUGUKaLINY MPOBEPSIOT OTUETHI
nabopatopuu. 3To foBaengeT elue 1-3 YenoBeKOMeCALa TPYLO3ATPAT CO CTOPOHbI

NPOBEPAOLMX CTPYKTYP. 45



Pe3ynbTtar BEKOH™

CepTudmkaT COOTBETCTBUSA CPeACTB 3amThl MHGOpMaLmn
TpeboBaHuaM no 6e3onacHOCTN MHGOPMaLUK

(Mbl o4eHb xoTenn nonydnTtbe K BEKOH-y, HO He ycnenn)

/ I 31ech

MoOrJia ObITh
Hallla peKjiaMa

46



BmecTo 3akntoyeHns BEKOH™

OxupaHue PeanbHoCTb

- [JomkHbl 6bITb NpoOUECCHl, a He NPOCTO - Y Hac 6bInn npouecckl 40 HavYana B3aMMogencTesust ¢
eMHopa3oBbIN cbop “aptedakToB” onga nonyvyeHus nabopaTtopuen
“OymMakkn” - Mol BbIXOAUNY NOArOTOBIIEHHLIMU, HO B NpoLecce

- BbIxog Ha cepTudmkaunio ¢ npegsapuTenbsHou 0BHapyXuUnucb “HraHcbl”
NnoaroTOBKOW, MHaYe cepTudukaums MoXeT 3aHATb - 4 o4uH NbiTancs, Ho He cMor, No3ToMy cnacubo
bonblue BpemMeHu KOMaHae, KoTopas BCAYeCKn nomorana u

- CepTudmkauunio He CMOXeT caenaTtb OQUH YernoBek nogaepXxveana

- BbITb roToBBIM K M3MeHsOWMMCA TpeboBaHMAM B - BbITb roToBbIM K M3MeHsoWnMes TpeboBaHsaM B
npouecce ceptTudukaLmm npouecce cepTudukayum

ol

/P
@© LUNTRY

@d’ioﬁoc“’
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BoHyc BEKOH™

«Demo certification pipeline» — npumep nannnanHa, atanbl KOTOPOro
MOXHO MCMOMb30BaTh Kak «0TNpaBHbIEe TOYKM» Mpu cepTudmKkaumnm

security > simplify > hardify > unify

o tr o . » implify sbom-hardify > » | sbom-unify

iac-analysis bin-analysis

https://gitlab.com/demo-certification-pipeline 48



AnaTonun KapneHko (Luntry)

site: luntry.ru
tg: @rusdacent

BEKOH™*

Bcem cnacunbo!

AHapen Cnenbix
(Poboc-HT)
site: fobos-nt.ru



http://fobos-nt.ru
http://fobos-nt.ru
http://fobos-nt.ru
http://luntry.ru

BEKOH™*

Bonpochbl?

KOH®EPEHLIMA MO BE3OMACHOCTW KOHTEMHEPOB W KOHTEMHEPHBIX CPE[]
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