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80-e
. EC3BM, nepdokapThl

« OC OEMOC (UNIX)Data General, ABcTpuda

« SCO UNIX —220ix

.« 90-e

« Y3en Relcom, Slackware, Debian, Linux Yes, nepexofn Ha Linux

. ba3sa Tepewm,lNlepmckasa ToBapHas bupxka- pacnpegeneHHaa cuctema TOpros,
AC MeHcuma (SCO UNIX), nepeBoa Ha Linux — pacnpegeneHHaa cnctemMa obMeHa nHpopMaLmenm m
co3gaBaemoro 10, 19935-2018

« BepeHune HoBoOCTeM Mo Linux
. O-e
« VHTepHeT npoBangep Ha 6ase gucTpmbyTma ALTLINUX
« YCTaHOBKa Linux B WKonax NepMckoro Kpag, NoHocos
. 10-e
« bonblne gaHHble (hadoop, Solr, clickhouse, ...)
. 20-e
o ALTLIinux, bazanbt Otoen BupTyanmsaumm, 3allmLeHHble pelleHnsa kKubernetes
. podsec, ALT-Orchestra/talos




i,

MoyueMy KOHTenHepHble OS

Talos, ALT Orchestra
Ha3biBalOT MUHUMANTbHbIMU?




BBeapeHue B MMHMManbHblie OS ana K8s

OCcoBeHHOCTU MUHUMManNbHbIX k8s OC — ’5},‘
YMeHbLLUEHNE YMCMNA BEKTOPOB aTakM Ha KnacTep

YaaneHHbIN AOCTYN K y3nam:

« OTcyTCcTBYET O0CTYM Mo ssh.

. Pa3BépTbiBaHME, MOHUTOPUHI U
noodep»Ka y3noB - koMaHga talosctl.




BBegeHue B MUHMManNbHblie OS ana K8s
OcobeHHOCTU MMHMManNbHbIX k8s OC —

YMEeHbLUEHNE HNCTTa BEKTOPOB aTaKM Ha KJ/1aCTep

YaaneHHbIW AOCTYyN K y31aMm:

OTcyTCcTBYET OOCTyn no ssh.

Pa3BépTbiBaHME, MOHUTOPUHE U
nogaepy<Ka y3noB - KoMaHga talosctl.

MporpaMmMHoOe ob6ecneyeHune:

Ha y3en yctaHaBnmMBaeTca MMHUMAbHO
HeobxoagmMoe nporpamMmmMHoe obecnedeHume.

OTCyTCTBYEeT OOHOBEHME MAaKeTOB Yepes
MaKeTHble MeHeOYKepPbl.

OB6HOBMNEHUSA MPOUN3BOOATCH aTOMaPHO.




BBegeHue B MUHMManNbHblie OS ana K8s
OcobeHHOCTU MMHMManNbHbIX k8s OC —

YMEeHbLUEHNE HNCTTa BEKTOPOB aTaKM Ha KJ/1aCTep

YaaneHHbIU AOCTYN K y3nam:
o OrTcyTcTBYET AOoCTyn rno ssh.

« Pa3BépTbiBaHME, MOHUTOPUHT A
nogaepy<Ka y3noB - KoMaHga talosctl.

dppo:

e  MUMHUMM3aAUMSA 90Ppa, NCMONb3YyEMbIX
Moaynen.

o XapOeHWHr agpa.

MporpaMmMHoOe ob6ecneyeHune:

Ha y3en yctaHaBnmBaeTca MMHUMAbHO
HeobxoagmmMoe nporpamMmmMHoe obecnedeHune.

OTCcyTCTBYeT OOHOBMNEHKWE MaKeToB Yepes
MaKeTHble MeHeOYXepPbl.

O6HOBMNEHUSA MPOUN3BOAATCH aTOMAPHO.




BeBegeHune B MUHUMaANbHbIe OS anqa K8s alt

base

OCcoBeHHOCTU MUHUMManNbHbIX k8s OC —
YMeHbLLUEHNE YMCMNA BEKTOPOB aTakM Ha KnacTep

YAaaneHHbIXK AOCTynN K y3naMm:
o OrTcyTcTBYET AOoCTyn rno ssh.

« Pa3BépTbiBaHME, MOHUTOPUHT U

nogaepy<Ka y3noB - KoMaHga talosctl.

dppo:

e«  MuUHMMM3aUMA 940Pa, NCMNOMb3YyEMbIX
Mopayewn.

o XapoeHWHr agpa.

NMporpaMMHoe o6ecrneyeHue:

. Hay3en ycrtaHaBnmBaeTCca MUHMMANbHO
HeobxoagmmMoe nporpamMmmMHoe obecnedeHune.

« OTcyTcTBYeT OOHOB/IEHME NAaKETOB Yepes
MaKeTHble MeHeOYXepPbl.

« OO6HOBNEHUNA MPOU3BOLOATCA aTOMAPHO.

KopHeBasa ¢ainoBas cuctema:

. MMHMUMUM3aUM4.
o XpPaHATCAa Ha OTAENbHOM pa3sfesie AMcka.

3 3arpy3Ka B OrNepatnBHYIO NaMATb B pexXxXxnme
TOJIbKO Ha UTEHWNE.




BBeaeHue B MMHUManbHble OS anga K8s atﬁ:se
OCHOBHbIE cepBUMCHI, NMOPTbl, KOMaHObl U IMNPKNJTTOXKE

AAMUHUCTpaTOp:

Admin computer User computer

-

o YNpaBngaeT y3namMum
KflacTepa KOMaHOoM
talosctl;

kubernetes-knactepom

CTaHOAPTHO KOMaHOOoM
kubectl

Workers

Monb3oBaTesnb:

apid Worker1 [}

dashboard dashboard

* «BUOWT» CTaHOAPTHbIN
kubernetes knacrtep u
paboTaeT C HUM KOMaHOoW
kubectl n gpyrumm
MNPUNOXXEHMAMU Yepe3
kube-apiserver.

Controlplanel




AnbT
OpKecTapuma

Mpouenypa
pa3BEepTbiBaHUSA
ALT Orchestra / Talos

(mnoa KanoTtom)




NMpoueaypa pa3séptbiBaHUAa ALT Orchestra / Talos
3arpy3ka HadanbHou cmncteMsbl ¢ ISO, QCOW?2, IPXE

3arpyska Linux-agpa
ISO, QCOW2, iPXE

IPW1, IPW2,

Controlplanes IPC1, IPCZ, ... Workers

Controlplane1 | ] Worker1|
dashboard dashboard

\-./




Mpouenypa pa3sépTbiBaHUA ALT Orchestra / Talc ’D
Pa3BopaymBaHme cepuca apid, dashboard

3arpys3kKa Linux-agpa
1ISO, QCOW?2, iPXE
3anyckK cepBuca apid Ha nopTty 50000
Talos API(mTLS) by default

| |
Controlplanes P IPC1, IPC2, ... Workers o IPWIIRW2,

@Controlplanﬂ I @ Worker1 [}
dashboard dashboard

S




NMpoueapypa passepTtbiBaHUA ALT Orches

[eHepaumsa anioB KOHPUIypaLnm

3arpys3kKa Linux-agpa
ISO, QCOW2, iPXE

3anyckK cepBuca apid Ha nopTty 50000
Talos API(MmTLS) by default

talosctl gen config ...

controlplane.yaml:

machine:
type: controlplane
kubelet:
. imaﬂe: registry.altlinux.org/p11/kubelet:v1.35.0
install:

disk: /dev/vda

image: factory.altlinux.space/metal-installer/...
kernel:

modules:

- name: bridge"

cluster:
controlPlane:

endpoint: https://192.168.122.201:6443
clusterName: Clusterl
apiServer: i .
Iimage: registry.altlinux.org/p11/kube-apiserver:v1.35.0

Pa6ouee mecTo
agMUHUCTpaTopa Knactepa

# talosctl gen config <clusterName> https://<IPC1>:6443

e

{controlplane.yamlw ( talosconfig W

{ worker.yaml W

Controlplanes

\
5‘?" IPC1, IPC2, ... Workers

oo
)

base

alt

IPW1, IPW2,

@Controlplanﬂ M

dashboard

apid
dashboard

- I

Wo-;ke r1|h

talosconfiq:

context: Clusterl
contexts:

Clusterl:
endpoints: [...]
nodes: [...]
ca:...
crt: ...
key: ...

13



NMpouenypa pa3séptbiBaHUA ALT Orchestra / Tal ﬂ

3arpyska obpas3a installer pa3zBepTbiBaHWA y3/a

Setup admin computer

apld 3a rpy)l(aeT 06pa3 |mager # talosctl apply-config --insecure -n <IP>
Docker—_perm:‘r paTop --talosconfig=./talosconfig
altliux.space “..‘\ --file orchestra_<type>.yml
C registry Unu c image-factory TF ﬂ Y b0
altlinux.space factory.altlinux.space RSN
REST-uHTep¢elic e .
factory.altlinux.space [V ~-.__ S
) v IPC1, IPC2, ...

T Tt 7L apid Node
T | dashboard
L installer
- Text
ALT Orchestra \| . ...,/
ISO initramfs.xz

systemd-boot.efi
systemd-stlﬁ:e.)gﬁ
vmlinuz




NMpoueaypa pa3séptbiBaHna ALT Orchestra / Ta

Pa3BepTbiBaHMe Ha y3ne

apid 3arpy)xaeTt o6pas imager

Unu c image-factory
factory.altlinux.space

C registry
altlinux.space

installer o6pa3a MHULMaNu3npyeT AUCK

OF 1

Setup admin computer

# talosctl apply-config --insecure -n <IP>
--talosconfig=./talosconfig
--file orchestra_<type>.yml

IPC1, IPC2, ...

EFI, BIOS, BOOT, META, STATE, EPHERMAL

ALT Orchestra
ISO

initramfs,gz, systemd-boot.efi, vmlinuz
3anucbiBaloTcea B pasgensbl EFI,BIOS,BOOT

—
e —

— EI

dashboard

installer
Text
Jinstall/
initramfs.xz

systemd-boot.efi
systemd-st:i:e.)gﬁ
vmlinuz

7

__BlOs
- BooT

META
STATE

EPHEMERAL

‘\,___________________./
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[Mepe3erpys3kKa, pasBopaymBaHue y3na kubernetes

NMpoueaypa pa3sépTbiBaHUA ALT Orchestra / ablatse

apid 3arpy)xaeTt o6pas imager

Unu c image-factory
factory.altlinux.space

C registry
altlinux.space

installer o6pa3a MHMUManNuU3npyeT AUCK
EFI, BIOS, BOOT, META, STATE, EPHERMAL

initramfs,gz, systemd-boot.efi, vmlinuz
3anucbiBaloTca B pasaenbl EF1L,BIOS,BOOT

MpounssoauTca nepesarpyska CUCTEMbI

Pa3BépTbiBaHUE KOHTPONUpyem
B dashboard-okHe y3na

Docker-perncrpaTtop
registry.altlinux.org:

- kube-apiserver

- kube-controller-manager
- kube-proxy

- kube-scheduler

- coredns

- etcd

50||)Du IPC1, IPC2, ...

dashboard

~_ 73

/dev/sda \[ registry.altlinux.org/p11/kubelet }

— T
I ——

B

BIOS
___BooT

META
STATE

EPHEMERAL

\.________________________,/

16
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NMpoueaypa passepTtbiBaHUA ALT Orchestre D abﬁse
OXXmgaHue pa3BEPTbIBAHWA KacTepa, reHepaunsa @ >

Setup admin
computer

talosctl bootstrap ...
OxknpgaHune dopmMmmpoBaHua etcd-knacrepa.

talosctl bootstrap

. talosctl kubeconfig ...
dopmMumpoBaHmMe dpanna KOHPUrypaumm
.kube/config nng kubectl.

~/kube/config

apiVersion: vi

kind: Config | 7
clusters: 50000 50000
- cluster: Controlplanes & / IPC1, IPC2, ... Workers IPW1, IPW2,

certificate-authority-data: ...
server: https://192.168.122.201:6443
name: Clusterl
contexts:
- context:
cluster: Clusterl
namespace: default
user: admin@Clusterl
name: admin@Clusterl
current-context: admin@Clusterl
users:
- name: admin@Clusterl
user:
client-certificate-data: ..

@Controlplanﬂ h @ Worker1

dashboard

dashboard

- =

/dev/sda

EPHEMERAL EPHEMERAL




AnbT
OpKecTapuma

OC ALT Orchestra vs OC Talos.
CxoacrtBo, passinume
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base
ALT Orchestra & Talos Q alt

OTnunume ALT Orchestra u Talos oT OC o6Luero HasHavyeHu s :

. Het poctyna K y3nam yepe3 ssh. MoHUTOpUHI y3na npomnsBoamntcs Yepe3 dashboard. Bce ynpasneHue y3namm yepes
KomaHay talosctl. YnpasneHue knactepom yepes kubectl 1 REST-uHTepdenc.

« HeT nakeTHbIx MeHeaykepoB (rpm, dpkg, ...). DYHKLMIO NaKeToB YaCTUYHO BbIMOMHAOT extensions.

« KoHbUrypmpoBaHue 1 3arpyska apredaktoB cuctemMnl (ISO, QCOW o6pa3sbl, aapo, initramfs, UKI, ...) npon3BoonTcsa uepes
WEB-unHTepdeinc image-factory.

« [lpakTnyecku Bce apTedaKTbl xpaHaTca B docker-obpasax Ha docker-registries. Bce creHepupoBaHHble apTedaKTbl B BUAE
obpazoB nomMellatoTca B Docker-registry, KOTOpbIM MCMNONb3yeTCa Kak K3 apTedaKTOB CUCTEMDbI.

. KopHeBaga damnosasa cucTteMa initramfs 3arpyykaetcs B onepaTUBHYIO NAMATb M MOHTUPYETCH B KOPEHb B pexxmme
READONLY.

. BoraTbit Habop BCTPOEHHbIX CePBUCOB: Noaaeprkka pasnmuHbix CNI, HA/VIP, Service Discovery, ...

« [nck pa3brBaeTcd Ha CTPOro 3agaHHoOe YUC/Oo pa3aenos, al/IoBble CUCTEMbI KOTOPbIX OBEPSIEMHO MOHTMPYIOTCA Ha
KOpHeBYI0 annoBylo CUCTEMY.



base
ALT Orchestra vs Talos Q alt

OTtnunume ALT Orchestra ot Talos, Hawu BKnap B upstream Talos

« CobcTBeHHasa TexHonorma cbopkm aaopa (onTmuMmsaumns, hardening), initramfs, ...

« B kauectBe kubernetes-o6pa30B Mcnonb3ytoTca cobcTBeHHble docker-obpasbl ALTLiNnux n3 docker registry
registry.altlinux.org. Docker-o6pa3bl ALT Orchestra c npedumkcom alt-orchestra nogneprkmatorca Ha docker-registry
altlinux.space.

« BCE paclwunpeHuna (extensions) cobumpatorca TOJIbKO Ha ocHoBe RPM-¢annoB ALTLinux.
. service-discovery nepenuncaH Ha a3bike RUST nog nuueH3nen GPL.

. PycudunumporaH image-factory (M3mMeHeHVa NPUHATLI B upstream).

. [Jo6aBneH Habop NnapamMeTpoB Bbi30Ba image-factory, nossongatoLumx:

¢ WCMONb30BaTbh COBCTBEHHbIE 06Pa3bl A4 pa3BopavmBaHma ALT Orchestra;

« CO3[aBaTb bonee rmMbkue cxeMbl UCMOTb30BaHUA KILLMPYIOLLMX 0Opa30B B JTOKANbHOWM CETU KNTMEHTa (M3MeHeH s
YaCTUYHO MPUHATbLI B Upstream).

« Co3paBaTb BHyTpeHHMe image-factory Anga pa3paboTKu 1 oTnaxkmBaHUa development-Bepcuii.

MoaHATbl cobCcTBEHHbIE BHeWHUM (production) 1 BHyTpeHHUM (develop) image-factory.

20



AnbT
OpKecTapuma

KaK Mbl NTOpTUPOBanNu
Talos B ALT Orchestra




alt

Cnucok pa6ot no nepepabortke Talos base
B ALT Orchestra

Aapo, initramfs.xz MUHMUMKM3ALNSA pa3MepoB

RPM nakerbl:

talosctl, installer/imager 3ameHa nmeH c siderolabs -> ALTLinux, nopTnpoBaHune

crane, bldr, ... lNopTnpoBaHue
Docker o6pa3sbl
talosctl, installer/imager, ... C60opka u otnagka ansa kaxaon sepcum OC
kubernetes Cb6opka v oTnagka angd kaxaowm sepcumn kuber
discovery-service Peannsauus Ha a3bIK rust ¢ nuueH3snen GPL
PacuumpeHun (extentions) OrpaHnyeHne — TO/IbKO U3 peno3nTopus

image-factory Jlokanusauus, yHmsepcanmsauums

22



dnpo Linux

C6opkKa talos-coBMmecTumoro agpa

B kauecTBe OCHOBbI bepeTca a4p0o 06Llero HasHadyeHna guctpmnbyTmea ALTLINUX.
BrinxHyTb He yOaeTcq.

B aope oTknovaeTtcs
« CONFIG_DRM_NOUVEAU (opensource gpansep ans sugeokapt NVIDIA);

« CONFIG _DRM _* CONFIG_BACKLIGHT _* (mooynv ans ynpaBneHnsa sipkoCTbo gncnnes),
CONFIG_SND_* (mogynu gna pasHbix 3BykoBbix KapT). CONFIG_HID * (mogynu ons pasHblX
ycTpouncTB BBoga/sbiBoga), CONFIG_USB _* (mogynu onsa pasHelx USB ycTtponcTs),
CONFIG_MODULE SIG_FORCE, CONFIG_GCC_PLUGINS,
CONFIG_GCC_PLUGIN_LATENT _ENTROPY, CONFIG_GCC_PLUGIN_STACKLEAK,
CONFIG_X86 KERNEL_IBT,..

Bkntovaetca onunn ana kernel hardening B cootBetctBum ¢ Linux Kernel Self-Protection Project
(https://kspp.github.io/).

23


https://kspp.github.io/

KopHeBada ¢annoBaa cucrema root.sqsh pamna initramfs.gz

OcHoBHaga npobnemMa Ta »xe — onTuMmn3auma pasmepa damnosom cucteMbl rootfs.sgsh B initramfs.gz.

3 GanmnoBom cMCTEMbI yOanaoTCca HEMCMNOMNb3yeMble MoayNM aapa. Bce gnononHuTenbHble Moaynuv aapa
(nvidia, btrfs, xfs, ...) no6aBnaTCa B Npolecce pa3BopavyMBaHUA y31a KlacTepa Kak paclumpeHmna
(extensions).

Pasmep Pasmep Inodes
Appa initramfs.gz initramfs.gz

O6uwiero HasHauYeHus 20MB 194Mb 6293




RPM-nakeTbl

C6opka noa nnatdopmbl sisyphus, pll

. [MakeTbl ALT Orchestra / Talos:— npaBKa KOHCTaHT
DefaultKernelVersion, Kube..Image, unix.socket
sxsocket, remove crypto, ,.. (HECKOMbKO COTEH

N3MEHEHUNI)

. talosctl

. installer/imager

. talos-devel
MakeTbl kubernetes

« kube-apiserver, kube-controller-mmanager, kube-
scheduler, ... - UBMeHeHMe MeCcTopPacnoNIOXeHUS
6uHapHoro koga ¢ /usr/bin Ha /usr/local/bin.

« [opTMpoBaHMe HOBbIX NakeToB: image-factory, crane,
bidr, ...

80 files changed:

vendox/github.
vendor/github.

vendox/github.

vendor/github.
vendor/github.
vendox/github.
vendor/github.
vendor/github.
vendoxr/github.
vendox/github.

vendor/github.

com/insomniacslk/dhcp/dhcpv4/server4/conn_unix.go
com/insomniacslk/dhcp/dhcpvb/server6/conn_unix.go

com/insomniacslk/dhcp/internal/xsocket/xsocket.go

com/klauspost/compress/.goreleaser.yml
com/klauspost/compress/README . md
com/klauspost/compress/fse/decompress.go
com/klauspost/compress/huff@/decompress.qgo
com/klauspost/compress/zstd/blockdec.go
com/klauspost/compress/zstd/enc_better.go
com/klauspost/compress/zstd/enc_dfast.go

com/klauspost/compress/zstd/encoder.go




docker-o6pasbl ALTLinux

C6opka noa nnatdopmbl sisyphus, pll

« ALT Orchestra (Bepcumn vIO.5, vi0.6, viO.7-alpha) nna PROD v DEV ctaounm
« Koppektnposka Makefile's cbopkn obpazos.
« Cbopka o6pa3a installer-base, installer, imager. drbd, cilium, cilium-envoy, cilium-operator-generic, ...
« Cbopka obpaz3oB extensions (crun, btrfs, zfs, *nvidia, ...).
. HacTtpoinka docker-registry altlinux.space/alt-orchestra.
« Kubernetes o6pa3bl
« Koppektnposka Dockerfile's.

. [lepecbopka kubernetes o6pasos.
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. . base
Discovery service g alt

Peanusauusa Ha a3bike RUST ¢ nuueHsmnen AGPL-3.0
ALT Orchestra /Talos MoxeT 1cnonb3oBaTh [Ba BapvaHTa Service Discovery:

« - BCTPOEHHbIN B kKubernetes xpaHAaLLM gaHHble B etcd-KnacTepe;
« - BHewHuUM discovery-service, ICMOMb3YOLININ LLIeHTPaNM30BaHHOE XpaHUNLLE.

Talos no yMonuaHuio HacTpoeH Ha BHellHMM discovery-service, KoTopbin goctyneH no URL
https://discovery.talos.deVv/. TMLUeH31s Ha OaHHbIM CepPBUC KOMMepYecKas.

Ha npownon KoHdepeHUMM B Aoknaaax no Talos (AMutpum Peibanka, ...) noaHMMan npo6sieMy KOMMEpP4YeCKOM JIMLLEH3UU
Ha Service Discovery. Ecnu KNMeHT NnaHnpyeT NoAHATb cobcTBeHHbIN discovery-service, TO OH JO/KeH KYNUTb JaHHble
peLlleHune.

Talos TakXke MOXXeT NCMOoMb30BaTh BCTPOEHHbIN B kubernetes discovery-service, OH MeHee 3alMLLEH M HaYMHasa C Bepcumn 1.32
CUMTAETCH YCTAapEBLUMM M MO YMOMYaAHUIO HE MCMOSb3yeTcs,

B ALT Orchestra peanunsoBaH Ha a3bike RUST cob6¢cTBeHHbIN discovery-service, KoTopblii goctyneH no URL
https://discovery.altlinux.space/. JaHHbit URL BcTpoeH B pelueHmne ALT Orchestra. JTnueH3na Ha gaHHbi cepsuc AGPL-3.0.
KnueHT 6ecnnaTHO MOXXET pa3BepHYTb AaHHbIM cepBUC y cebq.



https://discovery.altlinux.space/

BapuaHTbl dopMUpoBaHUSA

extenstions B Talos

container-runtime:

- crun - KonunpoBaHue BUHapPHOro koga c
github.com;

- ecr-credential-provider - konnpoBaHuMe tar-
danna ncxogHoro Kkoga ¢ github.com ¢ koMmnunaumm
kona (9o);

- gvisor-debug - >Tan KonmpoBaHK4a (step.sources)
OTCYTCTBYET. KOnMpytoTcsa ToTbKO dannbl git-
penonsnTopus,;

drivers:
- wasmedge - KonumpoBaHuMe tar-damna GMHapPHOro
Koda ¢ github.com;
- chelsio- konuposaHue /lib/modules/ 13 o6pa3za

a0pa;

firmware:

- intel-ice-firmware - konvposarue /lib/firmware/
13 0bpa3a;

- intel-ucode - konunpoBaHue tar-darna GUHaAPHOro
Koda ¢ github.com;

guest-agents:

- metal-agent - KonnpoBaHue GMHapPHOro Koga m3
MHOXeCcTBa 00pa30B.;

- gemu-guest-agent - konunpoBaHMe tar-danna
MCXOOHOro Koga ¢ github.com , yctaHoBKa python-
Moaynd, cbopka make;

- vmtoolsd-guest-agent - konmpoBaHue
OMHapHOro Koga 13 obpasa;

- Xen-guest-agent - konmnpoBaHue tar-pamna
MCXOOHOro Koda ¢ github.com ¢ komMnmnaumm koga
(rust).



YHNdmnumnpoBaHHbIU npoLuecc

co3naHuda extenstions B ALT Orchestra

Co3naHMe Ha OCHOBe nakeTHou 6a3bl ALTLinux

name: <uMmga_extension>
steps:

- network: default
prepare:

sed -i 's#$VERSION#{{ VERSION }}#' /okg/manifest.yam|
~ mkdir -p /rootfs/ NCTOUYHUKMU NUCTOUYHUKMU
”jsl'ta”: Talos ALT Orchestra
apt-get install -y <uma_RPM_nakeTta> _
mkdir -p /rootfs/<kaTanor> github.com go

cp -av /usr/bin/<damnn> [..] /rootfs<katanor> _
final.i"ze:

- from: /rootfs 1 docker-o6pas

to: /rootfs

to:/




AnbT
OpKecTapuma

dabpuka obpasos
image-factory




dabpuka obpasos
image-factory

« = C QO B & factory.altlinux.space X 1200 TY L & =

-3 MMnopT 3aknagok... @ Getting Started Z pve01 - Virtual Envire...

FeHepaTop o6pasoB
ALT Orchestra
(AnbT OpKecTpauua)

CEPBHC ANA C034aHUA KaCTOMU3MPOBaHHbIX 3arpy304HbIX OBPB!OB

ALT Orchestra (AnsT OpkecTpaumsa) pasHelx GopmaTos.

Pa3spaboTaH Ha 6a3e reHepaTtopa obpa3oB Sidero Labs, Inc. Talos Linux.

Bepcua: v0.7.3-alt3

Tun o6opyaoBaHns

O duznueckuii cepeep
MOAXOAMT NS HU3MHECKMX MALLMH X86-64 1 arm64, a Takxke 48 BUPTYaNbHbIX MALLMH. ECW He YBepeHbl —
Bb|6EpMTE 3TOT BapWaHT.

0O6nayHblii cepeep
CoBMecTUM € AWS, GCP, Azure, VMWare, Equinix Metal u gpyriMim nnatdopmamu, BKNOYaR JOMaLHWE KnacTepbl,
Takue kak Proxmox.

OaHoNNaTHLIA KOMNLKOTEP
MoagepxuBatoTca Raspberry Pi, Pine64, Jetson Nano v nogo6Hbie ycTpoiicTsa.

« > C O @& factory.talos.dev R 1206 ¥y L @A

) MMMopT 3aknagok... @ Getting Started L pve01 - Virtual Enviro...
FeHepaTop o6pa3oB Talos Linux

reHepaTop o6pazoe Talos Linux, pazpaboTanHelii Sidero Labs, Inc.,
npejocTaBaseT cnocob co3gaHnsa pasInyHbIX 3arpy304Hblx 06pasos Ans Talos
Linux.

Ans nonyyeHna gononHuTensHo MHpopmaumm o6 API reHepaTopa obpasos
1 AOCTYNHLIX dopMaTax 06pa3oBs, NoceTUTe PEMO3NTOPUIA Ha GitHub.

Bepcwa: v0.9.0

Tun o6opygoBaHUsA

© dusmueckuii cepeep
TOAXOANT AN GUSMHECKIX MALLMH XB6-64 1 arm64, a TAKKE 41 BYPTYaNbHBIX MALINH, ECAM He YBepeHsl —
BbibepuTe 3TOT BapUaHT.

O6nayHbIA cepeep
CoemecTumM ¢ AWS, GCP, Azure, VMWare, Equinix Metal w gpyrumm nnardopmamu, BKIHOHAA JOMALIHVE KIACTEPb,
Takmne Kak Proxmox.

OAHONNaTHLIA KOMMEIOTEP
Noadep:xkuBatoTca Raspberry Pi, Pine64, |etson Nano 1 nogo6Hbie ycTpoiicTea.

Aan




FeHepaTop o6pa3oB ALT Orchestra

(AnbT OpKecTpauusa)

NepBbiX 3anycK

BpeMsa co3gaHne KoHpUrypaumm —
HECKOJSTbKO MUHYT.

ﬂ,OCTyrlele BapWMaHTbIl pa3BoOpayvYnNBaHUNA:

« ISO-06pas3;

. O6pa3 gncka popmaToB gcow, qcow2
(BO3MOYXHO pa3BopayvMBaHmMeE B
ALTLinux Server nop virt-manager,

PVE, ...

o CeTeBag 3arpy3ska no npotokony PXE
(TpybyeT HacTponkn DHCPD).

MepBbIA 3anycK

Hixe NpegcTaenedbl BapWMaHTel HauaneHo W 3arpy3kk ALT Orchestra (AnsT OpkecTpaua) 4nA GU3nMyeckoro cepeepa
WK 0B LIYHOK BM:

IsO

httpsyffactory.altlinux.spaces
image/376567988ad370138adB8b2698212367b8edcb65b5fd68c80be1f2ecyde03b4basv1.10.7.0-alpha.0fmetal-
amdé4d.iso (gokymMeHTauwma no ISO)

AWckoBbIM oBpas (raw)

httpsyffactory.altlinux.space’
image/376567988ad370138ad8b2698212367b8edcb69b5fd68c80be1f2ecyd603b4basv1.10.7.0-alpha.0fmetal-
amd&4.raw.zst

AnckoBLIM o6paz (goowz)

httpsy/ffactory.altlinux.spaces
image/376567988ad370138ad8b2698212367b8edcbb9b5fd68c80be1f2ec7d603b4basv1.10.7.0-alpha.0fmetal-

amdéd.qcow?

PXE-zarpy3rka (iPXE script)
httpsy/ffactoryaltlinux.space/pxe/376567988ad370138adB8b2698212367b8edcb69b5fd68c80be1f2ecydB03b4bay

v1.10.7.0-alpha.0/metal-amd&d
(dokyMeHTauma no PXE)




FeHepaTop o6pa3oB ALT Orchestra

(AnbT OpKecTpauusa)

MepBUUYHaA ycTaHOBKAa

YcTaHOBKA

AnA neperyHOR ycTaHoBKW ALT Orchestra (Aner OpkecTpauwa) (He OTHOCWTCA K 3arpy3ke c gucka), gobaeste
eyl obpaz yCcraHoBWWKE B KOHGWNypaumMee MallMHBL:
factory.altlinux.space/metal-

. Cepsep docker- installer/376567988ad370138ad8b2698212367b8edcb69b5fd68c8@belf2ec7d6@3b4aba:vl.10.7.0-
image-factory perucrpaTop DR
factory.altlinux.space altlinux.space atpha.

O6HoeneHue ALT Orchestra (AnsT OpkKecTpauywna)

PUSH >
image-factory<: images
T J PULL 9
@puu

Ecnun obpa3 otcyTcTBYeT image-factoty
co3AaeT ero, NoMellaeT B registry v
BO3BpaLLaeT KITUEHTY.

Ecnun obpa3s ectb image-factory
BO3BPALLIAET €ro KIINEHTY.

KAnMeHT MoXeT 3aMpocuTb 0b6pa3
Hanpamyto ¢ docker-registry.

AnA obHoBneHWA ALT Orchestra (AnsT OpkecTpaua) Ha MallkHe, MCNoNB3YATe CneqyrolLlmia obpa3:

factory.altlinux.spacesmetal-
installer/376567988ad37@138ad8b2698212367b8edcbb69b5fde8c8Rbelf2ec7do@3bdba:vl . 18.7.0-
alpha.@

PULL PULL

v REQUEST

PULL
REQUEST

JdokymMmeHTauwnA

Yto Hoeoro B Talos v1.10

Martpuua noanepxen ana v1.10
PyKOBOACTEO MO HaYany paboTw
HacTpoika cet ansa bare-metal

PykoBoACcTEO NO NpodaKLu H-Enacrepy

E!K{]ED.EI,CI'ED no ycrpaHeH ke H-EI"ICI'IEHBHGCI’EI?I




BHecéHHble N3MeHeHUS %
B image-factory



https://github.com/siderolabs/image-factory/commit/2820cb013326d3f34a309a1dc6a7b6f2d64c1afa
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.o base
BHeCéHHble U3BMeHeHuUs alt
B image-factory

Nokanuzauna WEB-uHTepgenca.

[ob6aeneHbl pnaru organization, installer-base-image,
installer-image, imager-image, extension-manifest-image,
overlay-manifest-image pns nogaep>xkun prod, dev ctaanu
pa3paboTkun, pasBopaynBaHusa image-factory y KnneHTa.



https://github.com/siderolabs/image-factory/commit/2820cb013326d3f34a309a1dc6a7b6f2d64c1afa
https://github.com/siderolabs/image-factory/commit/15596662c79c0d9a1f0cc8d06951bf74d2457390
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BHeCéHHble UBMEeHEeHUS alt
B image-factory

Nlokanunzauunsa WEB-uHTepgerica.

[ob6aeneHbl pnaru organization, installer-base-image,
installer-image, imager-image, extension-manifest-image,
overlay-manifest-image pns nogaep>xkun prod, dev ctaanu
pa3paboTkun, pasBopaynBaHusa image-factory y KnneHTa.

[JobaeneH dnar extension-name-alias pnsa ykasaHusa YML-
danna onncaHnsa annacos paclUMpPEHNN.


https://github.com/siderolabs/image-factory/commit/2820cb013326d3f34a309a1dc6a7b6f2d64c1afa
https://github.com/siderolabs/image-factory/commit/15596662c79c0d9a1f0cc8d06951bf74d2457390
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BHeCéHHble UBMEeHEeHUS alt
B image-factory

Nlokanunzauunsa WEB-uHTepgerica.

[ob6aeneHbl pnaru organization, installer-base-image,
installer-image, imager-image, extension-manifest-image,

overlay-manifest-image pns nogaep>xkun prod, dev ctaanu Oa
pa3paboTkun, pasBopaynBaHusa image-factory y KnneHTa.

[JobaeneH dnar extension-name-alias pnsa ykasaHusa YML-
danna onncaHnsa annacos paclUMpPEHNN.

KactomusunposaH WEB-uHTepgeric.


https://github.com/siderolabs/image-factory/commit/2820cb013326d3f34a309a1dc6a7b6f2d64c1afa
https://github.com/siderolabs/image-factory/commit/15596662c79c0d9a1f0cc8d06951bf74d2457390

Pa3zBopaumBaHue image-factory g
Y K/JIMeHTa

Y KNUeHTa Ha y3Me C_10CTyNoM B
IHTEepHEeT pa3BopaYBaeTCa CBOMN
image-factory.

docker-
perncrpatop
altlinux.space

http://altlinux.space/alt-orchestra/imager
http://altlinux.space/alt-orchestra/installer-base,
http://altlinux.space/alt-orchestra/extensions

Ha ToM e y3re ycTaHaBnmBatoTca cache
1 proxy docker-registry.

Cache-registry kaLimnpyeT apTedakThbl
co3faBaeMble KIIMeHTCKUM image-
factory.

docker-perncrpatop
registry.altlinux.org

CepBep image-factory KnneHTa

3 a
registry.altlinux.org. > .
proxy image-factory|

registry.altlinuwxXrg  http://image-factory.../.../schematicID/...

Proxy-registry kaouinpyet kubernetes-
06pa3bl, 3arpy»Kaemble ¢

registry.altlinux.org v installer o6pa3sbl,
co3paBaeMble image-factory knmeHTa.

Y3en Ysen
ALT-orchestra ALT-orchestra
(iPXE) (1S0)

JlokanbHasa ceTb KMEHTa




AnbT
OpKecTapuma

KaK XXUTb
c ALT Orchestra / Talos

nocJjie pa3gepTbiBaHUSA
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O6HoOBNEeHNe Bepcum base
ALT Orchestra ‘A alt

ObHoBNEeHME Y3J1a NMpomn3BonNTCH aTOMapHO.

ObHoBNeHMe BbinonHaeTca Yepe3 API-BbI30B, KOTOPbIM MOYXXHO OTMNPaBUTb Yepe3 yTunuTy talosctl. Komanaa
nepenaéT y3ny obpas ycTaHoBLWMKa (installer™) uenesom Bepcumn ALT Orchestra.

talosctl upgrade --nodes <IP-y3na> --image altlinux.space/alt-orchestra/installer:v1.1

Kno4yeBble 0CO6eHHOCTU: OTKaT O6HOBNEeHUS

. A/B-cxeMa: nocne o6HOBIEHUSA CoXpaHaeTca npeabiayLmm obpas u
A000, YTO MO3BOMAET aBTOMATUYECKM OTKATUTbCA NMpu cboe
3arpysKu.

Ecnu BO3HUKIM NPpobneMbl, MOXXHO
OTKaTUTbCS K NpeablayLlen Bepcuu:

talosctl rollback --nodes <IP-y3na>
. O6HoBNeHue OC # o6HoBneHue Kubernetes: komaHaa talosctl

upgrade He o6HoBNAeT Kubernetes aBToMaTnyeckn — 37O ITO NepeKn OUMT 3arpy3HnK Ha
nenaeTcsa oTaesibHo. npenbioyLwmnm obpas m
nepe3arpy3uT y3en.

. Be3onacHas nocnepoBaTesIbHOCTD: Y3€/1 CHayalla nepexoaunT B
Kubernetes B coctogHMe cordon (3anpeT pa3MelleHnsa HOBbIX
nogoB), 3aTeM B cocTodaHMe drain (3Bakyauma POD'oB Ha gpyrve
y3/bl), OCTaHABMBAOTCH CEPBUCHI, pa3sMoHTUpytoTca OC,

npuMeHaeTca ob6pa3 1 BbIMONHAETCH Nepe3arpyskKa.



OGHOBIEHME Bepcuin
kubernetes

NMocne o6HoBNeHna OC BbinonHaeTca o6HoBneHne Kubernetes otpenbHom
nogkKkoMaHpaoun upgrade-k8s koMaHAbI talosctl:

# lpoBepKa TeKyLen Bepcum
talosctl get kubernetesversion

# O6HoB1ieHNe (1o ogHou MUHoOpHoun Bepcumn!)
talosctl upgrade-k8s --to 1.29.0
talosctl upgrade-k8s --to 1.30.0

AononHuTenbHbiIE ONUUK:

# Cyxou 3anycK 4715 rnpearnpocMoTpa
talosctl upgrade-k8s --to 1.29.0 --dry-run

# YkazaHune ncxofHou Bepcumn siIBHO
talosctl upgrade-k8s --from 1.28.0 --to 1.29.0




> base
Odencremsa npu KOMnNpomMeTaumm ysna Q alt

MNMockonbky Talos He nMeeTr SSH-gocTyna m ncnosb3yer API-ynpaBsieHne, MHOrme BEeKTopbl ataK UCKJTIOYEHbI
no yMoJs14aHWIo, HO 3TO He OTMEHSIeT HeobxoaMMoCTH pearupoBaHUs Ha NHUNAEHTHI.

BbiBOA y3/1a 3 knacrepa komaHpou kubectl

. WM3onaumnsa ysna Ha ceTeBOM ypoBHe 4Yepes iptables.

. [lepeBoa y3na B cocTosiHMe drain ¢ nocneayowmm nepeBogoM B COCTosiHMe cordon.
. YpaneHue y3na un3 Kubernetes.

AencrBmua no 6ezonacHocTn komaHaou talosctl

. OT3bIB cCepTuchmMKaToB U poTtaums AOCTYyNnoB

Ecnn ecTb Nnogo3peHme, 4YTO CKOMNPOMETUPOBAHbI YYETHbIE AaHHbIe AOCTYyNa:

# lNpoBepka TeKyLnx cepTupmnKaToB

talosctl get certificatestatus -n <control-plane-node>

# Mpn HeobxoammocTu — poTtaumsi CA (Tpebyer nepeco3aaHusi KOHpurypaumin)
talosctl rotate-ca --nodes <control-plane-nodes>

. C6poc ckoMnNpoMeTupoBaHHOIO y3J1a

# [MosiHasi ounctka y3na (yaansiet Bce AaHHbIE, KOHGuUrypaumm, Kiaoum)
talosctl reset -n <COMPROMISED_NODE_IP> --graceful=false --reboot

42



AnbT
OpKecTapuma

BapuaHTbl pab6oThbl
C UHPPACTPYKTYpPOW
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base

NMnarmH Maestro@Headlamp alt
CTpaHMLa pa3BEpPTbIBaHUSA KJlacTepa

) Headlamp

ClusterName NodeType

controlplane

ALTO-Cluster

worker

controlplane

Cluster2

192.168.122.52

192.168.122.73

192.168.122.212

192.168.122.230

Stage

running

running

running

running

@Maestro

Ready Status Member Manifests NoCond
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base

NMnarmH Maestro@Headlamp alt
CTpaHuLa OTOOpaXXeHns cCepBUCOB

Q) Headlamp @ Maestro
Clusters / ALTO-Cluster / controlplane /192.168.122.52 / service
Update interval: [Oﬁ v]
Node Service State Health LastChange LastEvent

192.168.122.52 apid Running 6h21m48s ago Health check successful

192.168.122.52 auditd Running 6h21m51s ago Health check successful

192.168.122.52 containerd Running 6h21m51s ago Health check successful

192.168.122.52 cri Running 6h21m48s ago Health check successful



Cozystack: cloud-in-a-box pewieHue ans
M ynpasneHuUa o6s1akoM Ha ocHoBe kuk

Managed Kubernetes v v

Managed Applications v v v
Virtual Machines v v

Cozystack Ul v v v
Cozystack API v v v
Kubernetes Operators o cun v v
Monitoring subsystem v v v
Storage subsystem LINSTOR LINSTOR

Networking subsystem Kube-OVN+Cilium Kube-OVN+Cilium

Virtualization subsystem KubeVirt KubeVirt

Kubernetes OS ALT Orchestra



BbiBOAObI

JTnueH3sunqa

Bce koMnoHeHTbl ALT Orchestra Bko4asa
Discovery service UMetoT OTKPbITYIO NMULEH3MN
MPL 2.0, Apache 2.0, ...

JIMueH3mna Ha COCTaBHOM NpPoaAyKT O/1A
(1)VI3I/1‘—I€CKI/IX nuvy, 6becnnaTHag.

Hnga Opl'aHI/I3aLI,I/II;1 CTOMMOCTDb orpegeyideTc4d.




% BbiBOAObI

JInueH3uda PeecTp poccUMNCKOro

E‘_?Orchestra BK/1lOYEHA B
peecTp PoccmmcKoro
MporpaMmmHoro ObecnevyeHmq.
https://reestr.digital.qov.ru/reestr/360

7624/

Bce koMnoHeHTbl ALT Orchestra Bko4asa
Discovery service UMetoT OTKPbITYIO NMULEH3MN
MPL 2.0, Apache 2.0, ...

JIMueH3mna Ha COCTaBHOM NpPoaAyKT O/1A
(1)VI3M‘—I€CKMX nuvy, 6becnnaTHag.

Hnga Opl'aHI/I3aLI,I/II;1 CTOMMOCTDb orpegeyideTc4d.



https://reestr.digital.gov.ru/reestr/3607624/
https://reestr.digital.gov.ru/reestr/3607624/

% BbiBOAObI

JinueH3usa PeecTp poccumckoro

K[?Orchestra BKJ1lOYEHA B
peecTp PoccmmcKoro
MporpammMmHoro ObecnevyeHus.
https://reestr.digital.gov.ru/reestr/360

/624/

Bce koMnoHeHTbl ALT Orchestra Bktoyasa
Discovery service UMetoT OTKPbITYIO NMULEH3MN
MPL 2.0, Apache 2.0, ...

JINLUEH3MA Ha COCTaBHOM NPOAYKT Ad
dumsnyeckmx nuu, becnnaTHag.

na OpFaHI/I3aLI,I/II7I CTOMMOCTDb orpenesideTcd.

CepTudoumkauma

Bce cocTtaBHbie yacTn ALT Orchestra Bxknto4dada
PacLUMNEHMSA CO30aHbl HA OCHOBE MaKETHOM
6a3bl Nnatdopm Sisyphus, pll. 310

CyLLLeCTBeHHO obneryaeT cepTudmLmMpoBaHme
OaHHOro NPoayKTa.



https://reestr.digital.gov.ru/reestr/3607624/
https://reestr.digital.gov.ru/reestr/3607624/

base

alt BbiBOAObI

JTnueH3suna

Bce koMnoHeHTbl ALT Orchestra Bktoyasa
Discovery service UMetoT OTKPbITYIO NMULEH3MN
MPL 2.0, Apache 2.0, ...

JINLUEH3MA Ha COCTaBHOM NPOAYKT Ad
dumsnyeckmx nuu, becnnaTHag.

[Ons opraHM3aumin CTOMMOCTb onpenenaeTcy.

CepTudmkauma

Bce cocTtaBHble YacTu ALT Orchestra Bk1to4dada
PacLUMNEHMSA CO30aHbl HA OCHOBE MaKETHOM
6a3bl Nnatdopm Sisyphus, pll. 310
cyllecTBeHHO obneryaet cepTmdmLmpoBaHme
OAHHOIo NPOoaYyKTa.

PeecTp pocCUNCKOro

KL?Orchestra BK/1tOYEHA B
peecTp PoccmmcKoro
MporpammMmHoro ObecnevyeHus.
https://reestr.digital.qov.ru/reestr/360
7624/

dabpuka obpasoB

Peannzauyma image-factory nossongaeT ero
Pa3BOpPaYMBaATb Y KIIMEHTA, YTO 3HAYUTESNTBHO
yMeHblLUIaeT MHTepHEeT TpadmK M COKPaATUTb
BpeMa pa3BepTbiBaHUA M OOHOBNEHUS Y3/10B
kubernetes knacTtepa.



https://reestr.digital.gov.ru/reestr/3607624/
https://reestr.digital.gov.ru/reestr/3607624/

AnbT
) OpKecTapums

Ccbinku:

1. OpuyuanvHas cmpaHuya Talos — https.//www.talos.dev.
2. OpuyuansHas cmpaHuya ALT Orchestra -  https://www.basealt.ru/alt-orchestra.

3. 000 «bA3AJIbT Cl0» AJIbT OPKECTPALMA (ALT ORCHESTRA) Pykoeodcmeo

aomuHucmpamopa Ped. 1.0 - https://www.basealt.ru/fileadmin/user_upload/manual/alt-orch
estra_rukovodstvoAdmin.pdf

4. OO0 «bA3AJIbT CI10» AJIbT OPKECTPALNA (ALT ORCHESTRA) MlHcmpykyusa no

ycmaHoske Ped. 1.0 - https.//www.basealt.ru/fileadmin/user_upload/manual/alt-orchestra_ins
tall.pdf.

5. Peecmp Poccutickozo 10: Aniem Opkecmpayus -
https://reestr.digital.qov.ru/reestr/3607624/

6. @abpuka obpa3zoe - https://factory.altlinux.space/

base
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https://reestr.digital.gov.ru/reestr/3607624/

0 AnbT
OpKecTapuma

O6Lee
onucaHue

https://www.basealt.ru/alt-
orchestra

AnbT OpkecTtpauus / ALT Orchestra
CkauaTtb. lokyMeHTauuda. CueHapum
mcnonb3soBaHuda. CoctaB n

mncnosibdoBaHue.

or VO]

dabpuka
ob6pa3oB

https://factory.altlinux.space/
image-facory - reHepauusa
aptedakToB (ISO, QCOW2-
o6pa3o0B., ...) 32 MUHYTY

52

base

NHCTpYKUUSA
no yctaHoBKe

https://www.basealt.ru/fileadmi
n/user_upload/manual/alt-

orchestra_install.pdf



https://www.basealt.ru/fileadmin/user_upload/manual/alt-orchestra_install.pdf
https://www.basealt.ru/fileadmin/user_upload/manual/alt-orchestra_install.pdf
https://www.basealt.ru/fileadmin/user_upload/manual/alt-orchestra_install.pdf
https://www.basealt.ru/fileadmin/user_upload/manual/alt-orchestra_install.pdf
https://www.basealt.ru/alt-orchestra
https://www.basealt.ru/alt-orchestra
https://www.basealt.ru/alt-orchestra

0 AnbT
OpKecTapuma

UcxoaHble Koabl
ALT Orchestra

https://www.basealt.ru/alt-
orchestra

AnbT OpkecTtpauus / ALT Orchestra
CkauaTtb. lokyMeHTauuda. CueHapum
mcnonb3soBaHuda. CoctaB n

ncnoJsib3oBaHue.

3anucb
B PocPeecTpe

https://reestr.digital.gov.ru/re
estr/3607624
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base

PykoBoacTo
aAMMHUCTpaTOopa

https://www.basealt.ru/fileadmin/
user_upload/manual/
alt-orchestra_rukovodstvoAdmin.pdf



https://www.basealt.ru/alt-orchestra
https://www.basealt.ru/alt-orchestra
https://www.basealt.ru/alt-orchestra

- BEKOH**
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