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BE3OMNACHOCTb KOHTEUHEPOB

N KUBERNETES mms
- ANA DevSecOps A .

CNELMANIUCTOB



B npeablaywimnx cepuax sebuMHapax™

01 Ona CISO

- Te KTo GOpMUPYIOT HaNpaB/iEHUE Pa3BUTHUA

02 Ana cneynanucros SOC

- Te KTO CMOTPAT 34 cobbITUAMM B CUCTEME

03 Ana cneynanncTtoB aHaan3a Kayecrtsa

- Te k10 npoBogAaT NCU, ocywectnatoT ceptudukaumto MO, pas3bupatroTca ¢
“YepHbIMM AWMKaMK”

*- cnanabl U BUAEO AocTynHo Ha https://luntry.ru/research



https://luntry.ru/research

060 mHe

Al He BEpIO B TO, YTO CUCTEMY MOXKHO
cAenaTtb HageXXHOW U be3onacHoM,
He MOHMMaA TOro, KaK OHa YCTPOeHa.

OcHoBaTenb Cneuunanusauma —

N TeXHUYECKUi 6e30nacHOCTb KOHTEMHEPOB
anpektop Luntry n Kubernetes

bonee 15 net onbita B b AsTop Tr-KaHana k8s(in)security

dKcnepT B chepe 6€30MacCHOCTU KOHTEMHEPHDIX cpen,

e OpraHu3zaTop KoHpepeHumn «beKoH» no BEsonacHoctn KOHTelHepos
* bbIBLWINI peaakTop pybpuK B xypHane «XAKEP», aBTop cepun ctaTtemn

* ABTOp Kypca «Cloud Native 6e3onacHocTb B Kubernetes»

* YneH nporpammHoro komuteta CFP DevOpsConf n HighLoad++

Cnukep

VK Kubernetes Confidence ZeroNights BeKoH HITB
DevOpsConf HackInParis KuberConf BlackHat PHDays
Kazhackstan HighLoad++ OFFZONE DevOops SAS

LUNTRY


https://t.me/k8security

O KomnaHuu Luntry

Luntry —ato KomnnekcHaa 3awmnTa

Ha BCEM XU3HEHHOM LUK/e

KOHTEUHEPHbIX NPUNOXKEHUNN

N cpeacTs opKecTpauum Ha b6ase Kubernetes

MpoaykT B peectpe MuHumopbl
https://reestr.digital.gov.ru/reestr/1057835/

MonyvyeHue ceptndunrkata PCTIK nnaHmnpyetca B eTtBepTom KBapTane 2025 roaa.
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https://reestr.digital.gov.ru/reestr/1057835/

dYyHKUMOHaNbHOCTb Luntry

KOHTpO/b BCEX
Kubernetes-pecypcos

KoHTponb cocTtoaHua Kubernetes-
Knactepos

KOHTpO/Ab COOTBETCTBMA KNacTepa
CTaHAapTam
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YnpaBaeHue ya3BMMOCTAMM
obpa3oB. u-best practice

CeTeBada 6e30MacHOCTb
AHanus3 npas 4OCTyna

3awumTta Runtime



dYyHKUMOHaNbHOCTb Luntry

KOHTpO/b BCEX
Kubernetes-pecypcos

KoHTponb cocTtoaHua Kubernetes-
KNacTepos

KOHTpO/Ab COOTBETCTBMA KNacTepa
CTaHAapTam

©

LUNTRY

YnpasneHune ya3BUMOCTAMMU
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Teopusa npo o6pa3bl KOHTEMHEPOB

Xun3HeHHbIN NyTb 06pa3a

AHanus obpasa

Kak Luntry nomoraer pewuTb 3aga4m, cBA3aHHble ¢ 6e3onacHOCTbIO 06pa3os

BbiBOAbI

LUNTRY
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- TEOPUA NPO OBPA3bI
KROHTEUHEPOB



CTpyKTypa 0b6pa3a

 (O6pa3 cobupaetca ns cnoes onmcaHHbIx B Dockerfile
* Container Image 3T0 HeM3MeHAeMbIN NakeT ¢pannos
onepaunoHHON CUCTEMbI, KOAA NPUNOKEHUA N NOObIX
3aBMCUMOCTEN NPUSIOXKEHMSA
* Union File System
* OverlayFS kaK peannsaums
* OCl cneundurauma S
* OCl Image Format, OCI Distribution Specification, il
OCI Runtime Specification

Image Index

Dockerfile

~ ™

FROM Base Image
RUN
ADD
RUN

COPY

Layer 1

Ubuntu 22.04

Read-only image layers

LUNTRY



[Tone3sHble UHCTPYMEHTDI

Dive
Skiff
skopeo

1/1~ + > B

1: Terminal ~

Tilix: Default

[Layers]

Cmp Image ID Size Command
| Wllsha256:cd7100a72410606589 4.1 MB FROM sha256:cd7100a72410606589

sha256:f03blcchacace8c82e 2.1 kB

sha256:d2a26525cdac6c4358
sha256:9f50561518484bb62a 2.1
| sha256:edf209d09263ab83c7 2.1
| sha256:bb70c7aab83602e8a6 2.1
| sha256:b0a712d3doebc83c48 2.1
| sha256:05e8660b8f90e77b93

]

#(nop) ADD file:63d4894bd0857354b
mkdir /root/example

cp /somefile.txt /root/example/so
cp /somefile.txt /root/example/so
cp /somefile.txt /root/example/so
mv /root/example/somefile3.txt /r
rm -rf /root/example/

i[!-age & Layer Details]

|Layer Command

/bin/sh -c #(nop) ADD file:093f0723fa46f6cdbd6f7bd146448bb70ecce54254c35

,701feeceb956414622f in /

!I-age efficiency score: 99 %
/Potential wasted space: 6.2 kB

Count Total Space Path
2 4.2 kB /root/example

2 2.1 kB /root/example/somefile3.txt

Space

[e Current Layer Contents]

Permission UID:GID
drwxr-xr-x 0:0
drwxr-xr-x 0:0
drwxr-xr-x 0:0
drwxr-xr-x 0:0
drwxr-xr-x 0:0
drwxr-xr-x 0:0
drwxr-xr-x 0:0
drwxr-xr-x H]
drwxr-xr-x 0:0
drwxr-xr-x H]
dr-xr-xr-x 0:0

~~~~~~ 0:0
drwxr-xr-x H]
drwxr-xr-x H]
=TWXTWXTIWX 0:0
=~ rWXTWXTWX 0:0
=IWXIr-Xr-x 0:0
~I'WXIWXrwx 0:0
~I'WXTIWXTI'WX 0:0
~TIWXTWXTwWX 0:0
=IWXTWXIWX 0:0
~TWXTWXTWX 0:0
-IWXTIWXTWX 0:0
~IrwWXrwxrwx 0:0
~TWXTWXTWX 0:0
~TWXTIWXTWX H]
~TWXTWXTWX 0:0
~I'WXTWXTWX 0:0
~TWXIWXTWX M)
= TWXTWXTWX 6:0
-TIWXIWXTIwX 0:0
- IWXTWXTWX :H]
~TIWXTWXTWX 0:0
~IWXTIWXTWX 0:0
~I'WXTWXTWX 0:0
“I'WXTI'WXI'WX 0:0
- IWXTWXTWX 0:0

Siz
805 k

QEJO OO O @ @

To 00 0o 0D 00 00 O T0 ©0 €O 00 00 OO 00 ©0 T0 00 00 ©U 00 ©0 00 C0 0 GO to OO0 O ™ ™ ™

213 k

(>3-

206 k

PO DD DD DD PO DD DPDPDODDIODD

Filetree
—® bin
— dev
—® etc
— home
—® lib
— media

cdrom
floppy
usb

acpid » /bin/busybox
adjtimex 2 /bin/busybox
apk

arp 2 /bin/busybox
blkid » /bin/busybox
blockdev » /bin/busybox
depmod » /bin/busybox
fbsplash 2> /bin/busybox
fdisk » /bin/busybox
findfs > /bin/busybox
fsck » /bin/busybox
fstrim » /bin/busybox
getty 2 /bin/busybox
halt & /bin/busybox
hdparm » /bin/busybox
hwclock » /bin/busybox
ifconfig » /bin/busybox
ifdown » /bin/busybox
ifenslave 3 /bin/busybox
ifup 3 /bin/busybox
init & /bin/busybox
inotifyd 2 /bin/busybox
insmod » /bin/busybox

10 L O A R L
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https://github.com/wagoodman/dive
https://github.com/wagoodman/dive
https://github.com/dcermak/skiff
https://github.com/dcermak/skiff
https://github.com/containers/skopeo
https://github.com/containers/skopeo
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Xu3HeHHbIN NyTb 06pa3a

e (I

\CD Pipeline
Cbopka obpa3a
AHann3 obpasa
Security/Quality gates
* Bo3morKHa 610KMpPOBKaA
Mognucb obpasa

Shift Left Security

Image registry
* XpaHeHue
* OuyucTtka/poTaums
* AHanu3 obpasos
e Security/Quality gates

Shift Everywhere Security

Shift Down Security

LUNTRY

Runtime

3anyck
AHann3 obpasos
Security/Quality gates

Shift Right Security

12



CbopKa obpasa

 (Cb6opka B Docker-in-Docker (DinD)

* Wcnonb3ynte 6e30nacHble MHCTPYMEHTbI COOPKHU
* He ucnonb3ytowme Docker demon
* Wcnonb3ymte MMHMMANMUCTUYHbIE Ba3oBbie 06pasbl
e Tiny/slim/minimal/distroless obpa3sbi
* Wcnonb3lyute npakTnKy Golden image
* MoeT coyeTaTbCa UM AONONHATb KOHUENUMIO MUHUMAIMCTUYHbBIX 0O6pa3oB
*  Wcnonb3lynte multi-stage cbopky
 CoBMECTMMO CO BCEM BblLLE CKAa3aHHbIM

LUNTRY
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[Tone3sHble UHCTPYMEHTDI

e Kaniko

® Bui | d d h : ‘ . s 3 uioms 2025 @ Mocksa, LOFT HALL#2

= - BEKOH™

~ KoHdepeHuus no BEsonacHocTu
KOHTeinHepoB 1 KOHTEWHEPHbIX cpep,

Joknag «Yem cobmpatb KOHTEMHEPbLI €C/IN Bbl MapaHOUK?», beKoH 2025

)

LUNTRY

14


https://github.com/chainguard-dev/kaniko
https://github.com/chainguard-dev/kaniko
https://github.com/containers/buildah
https://github.com/containers/buildah
https://github.com/moby/buildkit
https://github.com/moby/buildkit
https://materials.luntry.ru/f.php?h=1f1jP37c&d=1

omeHbl 6e3o0nacHocTU 06pasos

5 AOMeHOB:

15



Security/Quality Gates — BopoTa KauecTBa

« (I
* YBeagomneHue
* bnoknposKa
* |Image registry
* YBeagomneHue
* Runtime
* YBeapomneHue

«be3onacHocTtb Kubernetes knactepos: BpeaHble coseTbl», DevOpsConf 2024

LUNTRY
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https://materials.luntry.ru/f.php?h=01SyPl6M&d=1

Moanucb 0bpasa

 Cambi nocnegHuit war B Cl pipeline
* TonbKo ec/n Bce NpOBEPKM NpoLuan ycnewHo u Security/Quality Gates He 3a6nokuposanu Cl pipeline
e [lpoBepka nognucm obpasa MoXKeT ObITb
* Ha Deploy B8 Admission Controller
B momeHT 3anycKa Ha Node B CRI
* Ymeet CRI-O c Bepcun 1.28
B Kubernetes Bepcuu 1.28 noasmnacb HoBas image pull ownbKa c kogom
SignatureValidationFailed

«Moanuck n Bannaauma obpasos B Kubernetes», BebuHap Luntry

LUNTRY
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https://vkvideo.ru/video-211664921_456239069

[Tone3sHble UHCTPYMEHTDI

* Sigstore
* Notary project

e (Connaisseur

* |n-toto
* Kyverno

e verifylmages nonnTmku
 policy-controller

: Enforce

PUBLIC KEY
MFkwEWYHKoZIzjOCAQYIKoZIzjeDAQcDQgAE8NXRh950IZbRj8Ra/N9sbqOPZrfM
S5/KAQN®/KjHcorm/J5yctVd7iEcnessRQjU917hmKO6IWVGHpDguIlyakZA==

18
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https://www.sigstore.dev/
https://www.sigstore.dev/
https://github.com/sse-secure-systems/connaisseur
https://github.com/sse-secure-systems/connaisseur
https://github.com/sse-secure-systems/connaisseur
https://github.com/sse-secure-systems/connaisseur
https://github.com/in-toto/in-toto
https://github.com/in-toto/in-toto
https://github.com/in-toto/in-toto
https://github.com/in-toto/in-toto
https://github.com/sse-secure-systems/connaisseur
https://github.com/sse-secure-systems/connaisseur
https://github.com/sigstore/policy-controller
https://github.com/sigstore/policy-controller
https://github.com/sigstore/policy-controller
https://github.com/sigstore/policy-controller

Registry Staging

 JloBepeHHble UCTOYHUKMU
* PasgeneHue cpepn
* PaspgeneHue AOCTYynos
* PaspgeneHue cTpatermm
*  Ouunctkmn
* AHanmsa

13.2 A lack of segregation between a. Consider using two registries, one for
production and non-production container production or business-critical workloads and
registries may result in insecure images one for development/test purposes, to assist

deployed to the production environment. in preventing image sprawl and the
opportunity for an unmaintained or vulnerable
image being accidentally pulled into a
roduction cluster.

"Guidance for Containers and Container Orchestration Tools"
o1 PCI Security Standards Council

Registry Staging

Due to the use of open source components that are often pulled from public
sources, organizations should create several stages of registries in their pipelines.
Only authorized developers should be able to pull base images from public regis-
tries and store them in an internal registry for wide consumption within the orga-
nization. It is also advised to have separate private registries for keeping develop-
ment artifacts per team or group, and finally a staging or pre-production registry
for images ready for production. This enables tighter control over the provenance
and security of open source components, while enabling different types of testing
for stages in the CI/CD chain.

For any registry used, access control through a dedicated authentication and
permission model must be implemented. Use mutually authenticated TLS for all
registry connections (among other interactions within the architecture).

“Cloud Native Security Whitepaper”
ot CNCF

LUNTRY
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https://github.com/cncf/tag-security/blob/main/community/resources/security-whitepaper/v2/CNCF_cloud-native-security-whitepaper-May2022-v2.pdf
https://docs-prv.pcisecuritystandards.org/Guidance%20Document/Containers%20and%20Container%20Orchestration%20Tools/Guidance-for-Containers-and-Container-Ochestration-Tools-v1_0.pdf

©) LUNTRY
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AHanus Dockerfile Ha nyywine npaKTnKK

* Mbichu:
* [poBepAem Ha Ny4dlune NPaKTUKKU, onacHble/HexKenaTe/ibHble KOHCTPYKLMW, SKCMIOUTDI
N YTO YroAHO B COOTBETCTBMU C BHYTPEHHUMMU pernameHTamm

* [lpoBepKu:
* Docker Building best practices
* CIS Docker Benchmarks
 CobcTBeHHbIe TpeboBaHMA

* OpenSource nHctpymeHTbl: Dockle*, Hadolint, KICS, Checkov, Semgrep

LUNTRY
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https://github.com/goodwithtech/dockle
https://github.com/hadolint/hadolint
https://github.com/Checkmarx/kics
https://www.checkov.io/
https://github.com/semgrep/semgrep

KomMmnoHeHTHbIN aHanus

* Mbichu:
* WHBeHTapu3aumAa BCEro CTOPOHHEro BHyTpu obpa3sa
* BaxXHo ana naeHTUPUKaALUMKM YA3BUMbIX KOMMOHEHT, aKTYa/IbHOCTU BEPCUN,

NNUEH3MOHHOW YNCTOTbI
 ®opmaTtbl SBOM: Software Package Data Exchange (SPDX), CycloneDX (CDX),

Software Identification (SWID)

 OpenSource MHCTPYMeHTbI: syft, cdxgen, trivy

LUNTRY
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https://github.com/anchore/syft
https://github.com/CycloneDX/cdxgen
https://github.com/aquasecurity/trivy

AHanus3 Ha n3BecTHble YyA3BMMOCTU

* Mbicnu:
* Ba)HadA YyacTb Npouecca ynpasaeHUa ya3sBuMoCTAMMU
* B ntobon mMOMeHT BpeMeHU BCeraa ecTb KaKkana-To He3aKPbITaA YyA3BUMOCTb
e  OKpyxeHumn 6e3 yazaBMmocTen He bbiBaeT
* BaXXHO ymeTb NpuopmnTe3npoBaThb yA3BMMOCTH

* (OpenSource UHCTPYMEHTbI: NEUTRON BLACK

Trivy, Grype, Clair OUR SUN STARS HOLES

W

HEAVIEST
OBJECTS IN THE
UNIVERSE

LUNTRY
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https://github.com/aquasecurity/trivy
https://github.com/anchore/grype
https://github.com/quay/clair

Mpobnembl NONCKa U3BECTHbLIX YASBMMOCTEMN

sboms dont
stop solarwinds

signatures
dont stop log4j

slsa doesn't
stop typosquatting

i guess
we'll do nothing

Bce nogxoabl Ha 6a3e cTaTUYeCcKOro aHanm3a

MO3BOMAKOT 3alLULNTUTbCA TOJIbKO /INULLb OT

nermtTMMHOIO NoJsib3oBaTtesia, HO HE ABTAKOTCA

HMUKaKOW NoOMexon aAna BpeaoHOCHOro!

M os-pkg B dependency file binary
400

300

Trivy Grype Docker Scan Docker Scout
B os-pkg B dependency file binary

400
300
200
100
0

Trivy Grype Docker Scan Docker Scout

LUNTRY
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PaboTa c yasBumoctamum

Application Security Orchestration and Correlation (ASOC)
dkcnopTt pesynbratos B CycloneDX ¢opmaTte B ASOC nnatdopmbl
ASOC - MHCTpYyMeHT anAa paboTbl ¢ HAMAEHHBIMU YA3BMMOCTAMMU
e ArpervpyeTt gaHHble 13 pa3Hbix ckaHepoB (DAST, SAST, SCA, ...)
* [lomoraeT aenatb TpUaxK yassmmocTten (paboTta c
nybnnkatamm Ta)
* HasHayeHue 3a4a4 Ha UcnpasaeHue, npMopuTesayms,
KOHTPO/1b NCNPaBAEHNN
*  WnTerpaumsa c VCS, tasktracker, registry, ckaHepamm
« dopmMpoBaHME OTYETOB MO YA3IBMMOCTAM

NHcTpymeHTbl: DefectDojo, Hexway Vampy

LUNTRY

25


https://github.com/DefectDojo/django-DefectDojo
http://hexway.ru/
http://hexway.ru/

Mouck uyBcTBuTEeNbHOU MHPOPMaL UK

*  Mbichu:
* BarkHO ckaHunpoBaTb B Cl n 610kMpoBaTb Npun 0O6HapyKeHUU

* [loaxoAabl:
* Ha ocHoBe curHartyp
* Ha ocHoBe 3HTpONUM
 [ubpunaHbI Nnoaxon

* OpenSource nHcTpymeHTbl: SecretScanner, truffleHog

LUNTRY
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https://github.com/deepfence/SecretScanner
https://github.com/trufflesecurity/trufflehog

AHanu3 Ha BpeAoHOCHbIN Koz,

* Mbicau:
* BaXHO 0H6HapyXMBaTb He TONbKO BPEAOHOCHbIN Koa,
HO W Ko, ABOMHOro Ha3HavyeHuA (GTFOBIns)
* He TawuTe 1 He 3anycKanTe HEMOHATHbIE 06pa3bl M3BHe!
 KombuHupymnte c auHammnkon — Runtime Security

 OpenSource nHcTpymeHTbl: Package Hunter, Malcontent, PISC

LUNTRY
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https://gitlab.com/gitlab-org/security-products/package-hunter
https://github.com/chainguard-dev/malcontent
https://github.com/ecomtech-oss/pisc

Mpobnembl OpenSource

e OTtcyTcTBME NPOPECCMOHANBbHOM NOAAEPKKN U 0OCNYKMBAHMUS

e OTtcyTcTBUe poccuimnckon cneundumkm (OC, feeds, ceptndunkaumnm)

e HeobxoammocTb BbICOKOM BHYTPEHHEWN 3KCNepTM3bl ANa paboTbl C AaHHbIMU NPOEKTaAMMU

* 33aBMCMMOCTb OT BHYTPEHHUX HOCUTE/IEN 3HAHWUI, KOTOPbIE MOTYT YUTU U3 KOMMaHUK

* KaK npaBMNO OTCYTCTBME IHTEPNPAN3HbIX G4 B becnnaTHbIX BEPCUAX

* CNnOXXHOCTb MHTErpaumnm n COBMeCTMMOCTH

e [1na peweHna AaHHOM 3a4a4M HYXKEeH Lenbli pa3HOPOAHbIM HAbOP MHCTPYMEHTOB, HAZ, KOTOPbIM
npuMAETca nucathb ewe 06BA3KY M NOAAEPKMBATDL ee

* CKpbITble 3aTpaTbl Ha “becnnaTtHoe”

LUNTRY
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KAK LUNTRY MOMOTAET PELLUTb 3AAAYM,
' CBA3AHHbIE C BE3OMNACHOCTbIO OBPA3OB



Bo3moXxHoctu Luntry

e Bctpaumsanue B CI\CD, Registry, Runtime

* lHBEeHTapm3aLmMa UCMNO/b30BaHNA 06pa3oB

* KOMNOHEHTHbIM aHann3 (SBOM)

e CKaHMpPOBaHME HA U3BECTHbIEe YA3BMMOCTH

e [loagaeprkKa oteyectseHHbIXx OC 1 bAY ®CTIK

e Mpuoputmnsaums yassmumoctei CVSS, Severity, Type(RCE/DoS),
Exploit, KEV, EPSS, Runtime

Details Runtimeinfo SBOM Vulnerabilities Config Secrets Malware

Vulnerability Id T Severity

critical

Type

T

e KOHTPO/Ib COOTBETCTBMA Iy4LLMM NPAKTUKAM

¢ [lonck cekpeTtoB

e AHaNM3 Ha BPeAOHOCHbIM KOA, U KOA ABOMHOIO Ha3Ha4yeHuA
e [oaaepKKa BHeLWHUX 1 cobcTBeHHbIX [0C

e BcTpoeHHasa 6ubanoTeKa YyHUKANbHbIX NPOBEPOK

e CKOPOCTb M Napanm3aumna CKaHMPOBAHNM

e Security Gates B CI\CD, Registry, Runtime

Severity
€«
| =1
-
[ ===y
a
a
A
=]
f—3]

Explot T KEv T EPSS Resource T Installed Version T Fixed Version T

LUNTRY



YTto 3a cKaHep BHYTpu Luntry?

 CobcTBeHHanA pa3paboTka

Ons aHann3a Dockerfile Ha nyywne npakTUKKM ncnonbayetca ABUKOK YARA

[na KOMNOHEHTHOrO aHaNKu3a ncnonblyetcs bubnmorteka Syft

[na aHann3a Ha U3BECTHble YA3BMMOCTU UCnonb3lyetca bubnmorteka Grype

[1na noncka 4yBCTBUTENBHOW MHOPMaLUM ncnonb3yetca asuKoK YARA

[ns noncKa BpeaoHOCHOro Koga 1 Koaa ABOMHOro HazHavyeHUa ncnonb3yertca AsuxKoK YARA

*  OntMmunsauuu

*  YMHbIX Napannenn3m CKaHMPOBaAHUM
* BbICOKaa CKOPOCTb CKAHMPOBAHUA

e PaboTa B 3aKpbITOM KOHTYype

LUNTRY
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Mpumep BcTtpausaHua B ClI

Pipeline Jobs & Failed Jobs

check-code-quality build

(1] int [+] t (%] @ build-c

sec

@ luntry-ima

LUNTRY
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UHTerpauuna c Ci
GitLab

HaTtuBHaA nHTerpauyma

OyeHb Nose3Ho AnA pa3paboTyNKOB

CVE-2018-6551 X

Description

The malloc implementation in the GNU C Library (aka glibc or libcg), from version 2.24 to 2.26 on powerpc, and only in version 2.26 on

i386, did not properly handle malloc calls with arguments close to SIZE_MAX and could return a pointer to a heap region that is smaller than

requested, eventually leading to heap corruption.

BDL:20M18-00364: YazsMMOCTe peanusaumn dyHkuuM malloc Bubnuoteku, obecnauneaolel CUCTEMHRIE BRIZ0ELl W OCHOBHBbIE GyHUKMH glibe,
NO3BONAKILLEA HAPYLUWTENK BbI3BaTh OTKA3 B 0BCNYXWEaHWK

ABNHOTEKH

 YAIBEMMOCTE peanusauud $yHKUKMKM malloc &
33 rpaHdubBl Bydepa B NaMaTH. SKCn

YOAaNEHHO, BHI3BaTh OTKA3 B 0DCAY MMBaHWK

ofecneYyvBaow e CHCTEMHBIE BEIZ0BEI M OCHOBHBIE DYHUKMK glibc BhIZBaHa

ERIXOOOM ONEpa YATALMA YASEMMOCTH MOXET NO3BONMTE HAPYLLWTENKD, ASHCTEYHOWEMY

Status: Ne

Severity: ® Critical

Project: image-scan-test

Tool: Container Scanning

Scanner: Luntry image scanner

Location

Image: docker.io/library/debian@sha256:c5c5200ff1e9c7 3ffbf188b4at7eblc91531b644856bdaefebBab8d2f0cb05be

Namespace: unknown

Links

« hitp security-tracker.debian.orgftracke

Identifiers

s CVE-Z018-6551

~ Evidence

DOS  false
KEV  false
RCE  false
EPSS  0.61087
Type  deb

Exploit false

Cancel Dismiss vulner

>
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MoaaepXmnBaemole feeds yassumocrem

Alpine Linux SecDB

Amazon Linux ALAS

Chainguard SecDB

Debian Linux CVE Tracker

Echo Security Advisories

GitHub Security Advisories (GHSAS)
MinimOS SecDB

National Vulnerability Database (NVD)
Oracle Linux OVAL

RedHat Linux Security Data

RedHat RHSAs

SUSE Linux OVAL

Ubuntu Linux Security

Wolfi SecDB

BAY ®CTIK
Alt Linux
PEQ OC
Astra Linux
Sber Linux

LUNTRY
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Live Demo

e Security/Quality Gates B Luntry

Security €
Runtime Policies  Policy Engines  Runtime Rules s Security Gates

Gates Violations

Severity Scopes

critical Runtime

critical

Malware

Misconfig

Secret

Description

Runtime vulns monitoring

Block Action

Status
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RoadMap Luntry

e Hosbin Ul

e HoBble peXXnmbl CKAHNPOBAHMUSA

e [Tonb3oBaTenbCcKme npasuia Ha YARA gna scero

e [lpoABMHYTAA NpUoOpPUTE3aLUNA YA3BUMOCTEMN

* [MOKMe GUNbLTPbLI ANA YA3BUMOCTEN C YYETOM MAKETOB,
cnoes obpasa n T.4.

e [logneprkKa n3 Kopobkn kommepueckux Tl feeds

MbI Bceraa paapl Bawer obpaTHom cBa3un u features
requests =)

LUNTRY
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©) LUNTRY

" BbIBOADbI




BbiBOAbI

Be3onacHOCTb 06pa30B 3TO He TO/IbKO UX aHa/U3, HO U c6OpKa U XpaHeHue

Ba)kHo aHanu3uposaTb 06pasbl No Bcem 5 gomeHam 6e30nacHOCTM Ha Bcem
YXU3HEHHOM UuuKne obpasa — CI\CD, Registry, Runtime

Security/Quality Gates Ha Bcem }KU3HEHHOM LUK/Ie € pa3HbIMU NOIMTUKAMU
obneruar paboTy n KOHTPONb

Luntry no3BonseT 3aKpbiTb 1 paboTaTb cO Bcemu acneKtamm 6e3onacHocT obpasos

KOHTEMHEpPOB Ha BCeX CTaauax
38



[TonesHble CCbINKU

e Bce BbicTynaeHnA AHaTonua KapneHko ;)
e https://luntry.ru/research

LUNTRY
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https://luntry.ru/research
https://luntry.ru/research

©) LUNTRY

oy -4 luntry official & luntry.ru
e

o
£ pals X

W luntrysolution i info@luntry.ru

o
E_I..-.:'&' j B luntrysolution

CMACUEO
3A BHUMAHME!

OMWTPUNA EBOOKUMOB
Founder & CTO Luntry .

% de@luntry.ru
-d Qu3b3c

“d k8security


https://t.me/luntry_official
https://vk.com/luntrysolution
https://www.youtube.com/@luntrysolution
https://luntry.ru/
info@luntry.ru
info@luntry.ru
t.me/Qu3b3c
t.me/k8security
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