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060 mHe

Al He BEpIO B TO, YTO CUCTEMY MOXKHO
cAenaTtb HageXXHOW U be3onacHoM,
He MOHMMaA TOro, KaK OHa YCTPOeHa.

OcHoBaTenb
U TeXHUYeCKum
AanpekTtop Luntry

Cneuynanusauuma —
6e30nacHOCTb KOHTEUHEpPOoB
u Kubernetes

bonee 15 net onbita B b AsTop Tr-KaHana k8s(in)security

dKcnepT B chepe 6€30MacCHOCTU KOHTEMHEPHDIX cpen,

e OpraHu3zaTop KoHpepeHumn «beKoH» no BEsonacHoctn KOHTelHepos
* bbIBLWINI peaakTop pybpuK B xypHane «XAKEP», aBTop cepun ctaTtemn

* ABTOp Kypca «Cloud Native 6e3onacHocTb B Kubernetes»

* YneH nporpammHoro komuteta CFP DevOpsConf n KUBER CONF

Cnukep

VK Kubernetes Confidence ZeroNights BeKoH HITB
DevOpsConf HackInParis KuberConf BlackHat PHDays
Kazhackstan HighLoad++ OFFZONE DevOops SAS

LUNTRY


https://t.me/k8security

O KomnaHuu Luntry

Luntry — 310 KOMnnekcHaa 3awmTa

Ha BCEM }KM3HEHHOM LMKNE

KOHTEMHEPHbIX MPUNOKEHU

N CpeacTB opKecTpaumm Ha b6ase Kubernetes o

MpoayKT B peectpe MuHundpb!
https://reestr.digital.gov.ru/reestr/1057835/

NonyyeHune ceptndunkata PCTIK nnaHmpyeTca Bo BTopom KBapTtane 2026 roaa.
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https://reestr.digital.gov.ru/reestr/1057835/

POYHKUMOHANbHOCTbL Luntry

HomeHbl 6e3onacHoctu Kubernetes

KoHTponb YnpasieHue 6e30nacHOCTbIO
" Kubernetes-pecypcos ' obpa3os '
KoHTponb coctoanua Kubernetes- @ CeTesasn besonacHoCTb

KNacTepos LU NTRY

KOHTpPO/b COOTBETCTBUA KNacTepa
CTaHAapTam 3awmTa Runtime

AHanus npas gocTyna



W EGEEEYGE]E

01 BBepeHue
02 CneuudukKa B Kaxxgom s 7 pomeHoB 6e3onacHoctu Kubernetes
03 Kak Luntry nomoraet pewwuTb 3a8a4u

04 BbiBoabl

LUNTRY
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BeBepeHue




Pa3sHonsaHoBaa Al 6e3onacHoOCTb

Be3onacHocTb oT Al

cEITZIMNELY
KoMnaHuio/nonb3oBaTtenem ot
3noynoTtpebneHus Al

Be3sonacHocTb ¢ Al

ncnonbsyem Al Kak
NHCTPYMeEHT 6e30nacHOCTH

LUNTRY



be3onacHocTb Al

* Al Infrastructure Security Inference / App / RAG / Agent Security

* hardware, GPU, cluster, storage, network * serving, prompts, retrieval, tools, action controls

* Al Supply Chain & MLOps Security Al-Generated Code / SDLC Security

* pipelines, registries, checkpoints, dependencies * secure use of Al in engineering
* Al Data & Privacy Security * Governance / Third-party / Compliance
* datasets, labeling, provenance, DLP, retention * policy, audit, vendor management

* Model / LLM Security

* adversarial ML, extraction, robustness, safety bypass

LUNTRY



Kubernetes (K8s)

e

OpkecTpaTop

&
~

&

Obecneyunsaer
HaZEMHYI0 U
MaclTabupyemyo

cpeany ans o6paboTkm

6onbLInX AadHHbIX

CtaHaapT ge-$akTo 4NA ynpaBaeHua
KOHTEMHEPU3UPOBAHHOM Harpy3Kom

* Big Data-BopKnoaapbl (Hanpumep, ¢ UCNONb30BaHUEM
Hadoop, Spark nau Al/ML-naiinnaiiHos) B Kubernetes
YBENINYNBAKOT CZIOXKHOCTb CUCTEMDI
¢ Volume (O6bem)

* Velocity (CkopocTb)
e Variety (MHoroo6pasue)

Kubernetes

Al DAY

LUNTRY
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Kubernetes pna sapau Al n Data

Framework Platform Library Framework Platform Library Tool Learning Programming

Programming

Machine Learning

@5 e @

- - Relaticnal — o - - - R S Pipeline Labeling &
Education Lineage Store & Format Versioning Operations Feature Engineering Stream Processing e Visualization (o TeEmELL  AdreErTy Governance

i tefresh

Inference Federated Leamning Training Parameter rn(?l::]f?:bg Marketplace Workflow Benchmarking Tool Explainability ‘Adversarial Bias & Faimess

LU P

Trusted & Responsible Al

Computing & Management Interface

CILF A

Kashgari s

& DATA

NETFLIX
aune

Security & Privacy

Notebook Environment

Distributed Computing
Natural Language Processing

Kubernetes

LUNTRY
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https://landscapeapp.cncf.io/lfai/

K8s npoponKaet apantuposaTtbca ana Al

LUNTRY

Node Feature Container Device MexaHusm

Discovery (NFD) Interface (CDI) Checkpoint/Restore

[laHHbIV NPOEKT NPU3BaH NOMOYb Cneuundukauma ana container runtimes, ona YcKopeHue cTapTa TAXKENbIX NPUIOKEHUM, Nay3a

onpeaennTb COBMeCTUMOCTb 06pasa ¢ NoAAEePKKM PA3HbIX CTOPOHHUX YCTPOMCTB Yepes n BO30OHOBNEHWE ANNTENbHbIX BbluMcaeHn (ML,

KOHKPETHOM KoHdurypaume xoctosoi OC. 0bLWenpuHATYIO, MOHATHYIO BCEM CUCTEMY batch-3agaun), a Takke bonee apdekTnBHOE
NAarnHoB. MCNONb30BaHME PECYPCOB KNacTepa.

Beab Nodes B Knactepe moryT oT/iM4aTbCA
ApPyr oT apyra:

- AparBepamu

- bBubanoTtekamm m cneymanmaMpoBaHHbIM
no

- ®Dnyamu agpa

12



Mpobnembl n Bbi3oBbI ana Ub B Kubernetes

01 OKpy:KeHue CTAaHOBUTCA BCe C/I0XKHee

* "Complexity is the worst enemy of security, and our systems are getting more complex all the time.", Bruce Schneier

* "The only thing that ever yielded real security gains was controlling complexity.”,
Thomas Dullien “Halvar Flake”

02 Pa3paboTtka ctpemutenbHo pa3BMBaeTca
* Crapble noaxoabl K 6e3onacHocTM He paboTatoT

e [lenapTameHTbl pa3paboTku, noaaep*Kkm n 6esonacHoOCTM A0MKHbI paboTaTb BMecTe

03 Kubernetes — 3to ppeirtmBopkK

*  YHMKanbHble MOAENN HAPYLINTENS, MOAENb YTPO3 U NOBEPXHOCTb aTaKu

04 ATaKyloLwmnii No-nNpeXXHemy Ha war snepeam

* 0Oday, unfixed 1day, backdoors, APT u T.4.

LUNTRY
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PUCKU KOHTEeNMHepmn3aumm

Ha yposHe ob6pa3os

® yA3BMMOCTb B KOMMOHEHTax obpasa
e Hebe3onacHas KOHPUrypauua

® Ha/INYyMe YyBCTBUTE/IbHbIX AAHHbIX
e BpegoHocHoe N0 u MO aBoMHOro
Ha3HayeHua

® OTCYTCTBME NOAJAMHHOCTM 06pa3oB

CMOTpA KaK NoaonTh K 6esonacHoctn ©

Ha ypoBHe
KOHTENHepoB
¢ HeJdeK/N1apnpoBaHHblE BOSMOXHOCTHU

* Hebe3onacHas KOHbUrypaumsa
® N36bITOYHbIE NPUBUNETUM

LUNTRY

Ha ypoBHe
opKecTpaTtopa

* HenoaaepKMBaemMble CUCTEMHbIE KOMMOHEHTbI
® yA3BMMOCTb B CUCTEMHbIX KOMMOHEHTax

® OTCYTCTBME U30NALNM

® OTCYTCTBUE CETEBOM CErMEHTaUUM

® Hebe3zonacHaa KoHdUrypayma

® OTCYTCTBME KOHTPOANA AOCTynNa

® 136bITOYHbIE NPUBUNETUN CYLLHOCTEN

14



be3onacHocTb Al knactepoB Kubernetes

YPOBHMN
6e30nacHOCTM
ML K8s

g Ha cnange npegcrasneHa uHopmauus us

3aKpbITOro nccneaoBaHud, NPpoBeaeHHOro

T-BaHK coBMecTHO ¢ KomnaHuen 000 “KnayaPaH”

DATA

[aHHble, nonagatouiue
B Knacrtep

Applications (infra)

MpunoxeHna ana paboTbl ¢ ML

Node settings
Hopa knactepaK8s,
rae NnpoBogATCca Bbl4MCNeEHNA

Cluster settings

Knactep K8s,
rae NPoBOAATCA BblYMCNEHUA

Hardware and drivers

eneso n gpaneepbl

LUNTRY
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https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1

YazsumocTtu B NVIDIA Container Toolkit

CONTAINER 1

 NVIDIA Container Toolkit:
e (CVE-2025-23359

° CVE-2025-23266 Applications -« :--:ecresceieaan..
) CVE-2024-0132 CUDﬁ-TonLkit ....................
Container 05 User Space «reeorvereesd
Docker ENGIneg =« -« ««xxrxrxasasaraeranaramranns

» NVIDIA CUDA driver:
*  CVE-2025-23282 |
« CVE-2025-23332 QRS oooemmmeoereeeso oo

NVIDIA GPUs

CONTAINER N

LUNTRY
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KoHTponb coctoanua Kubernetes-
~ KNactepos & )



KoHTponb coctoaHua Kubernetes-knacrepos

° KOHTpO}'Ib dKTYa/1IbHOCTU UCMOJIb3YyEMbIX Bepcvu‘/i CUCTEMHDbIX KOMIMOHEHT

° I'IpOBepKa CUCTEMHDbIX KOMIMOHEHT Ha YA3BUMOCTU

* Cneundwuka oTcyTcTBYET

Release

Released

Active Support

Ends in 9 months
(27 Aug 2026)

Ends in 5 months
(28 Apr 2026)

Ends in 1 month and 2
weeks
(28 Dec 2025)

Ended 2 months and 2

weeks ago
(28 Aug 2025)

Maintenance
Support

Ends in 11 months
(27 Oct 2026)

Ends in 7 months
(28 Jun 2026)

Ends in 3 months and
2 weeks
(28 Feb 2026)

Ended 2 weeks ago
(28 Oct 2025)

Latest

LUNTRY

=s and Security

Kubernetes Documentation / Reference / Kubernete:

Official CVE Feed

@ FEATURE STATE: Kubernetes v1.27 [beta]

This is a community maintained list of official CVEs announced by the
Kubernetes Security Response Committee. See Kubernetes Security and
Disclosure Information for more details.

The Kubernetes project publishes a programmatically accessible feed of
published security issues in JSON feed and RSS feed formats. You can
access it by executing the following commands:

18
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KOHTpO/Ib COOTBETCTBUA
~ K/lacTepa CTaHpapTam




CooTBeTcTBME CTaHAAPTAM

Big Data moxkeT A06aBUTb CIOXKHOCTb Ana compliance n3-3a 06paboTku yyBCcTBUTENBHBIX AaHHbIX (PlI,
perynatopHble TpeboBaHua Kak GDPR nan PCI-DSS)

ML K8s moaenb yrpo3

Kpaxa paHHbIX NcKaxKeHne AaHHbIX YHUYTOXKEHNEe OaHHbIX

OTKas B 06CnyKnBaHum Heueneeoe NCNonb3oBaHNe nHaHCcoBbIE NOTEPN
pecypcoB

LUNTRY
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https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
https://materials.luntry.ru/f.php?h=3bzgEsbh&d=1
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KoHTpoO/b
~ Kubernetes-pecypcos




KoHnTtposnb Kubernetes-pecypcos (custom)

Big Data-BopK/si0aabl yCUANBAKOT HEOBXOAMMOCTb CTPOroro
KOHTPONA PECYPCOB 13-3a UX PECYPCOEMKOCTU: OHM YACTO
ncnonb3ytot GPU, 6onblume 06beémbl namatn n CPU ans
0bpaboTKM AaTaceTos, YTO NPUBOAUT K PUCKAM NMEPErpy3Kn
Knactepa u DoS-aTak.

Big Data NpoeKTbl 3TO BHeLLHME pelueHns/onepaTopbl co
csonmm Custom Resources, KOTopble TaK¥Ke Haao
KOHTPOAMPOBaTb

Heobxoanmo ncnonb3sosaTtb Policy Engine (Kyverno, OPA
Gatekeeper) nnun Validating Admission Policy ¢ noantukamu
ana naHHbIX Custom Resources

- name: validate-hadoop-pod-limits
match:
any:
- resources:
kinds:
- Pod
selector:
matchlLabels:
app.kubernetes.io/component: hadoop

validate:

message: "Hadoop pods must have CPU and memory limits defined."

pattern:
spec:

containers:

memory: "?*" # Requires a memory limit

LUNTRY
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KoHntposnb Kubernetes-pecypcos (native)

Persistent Volume Protection

LUNTRY

Protecting access to volumes is critical to ensure only authorized containers and
workloads may leverage volumes provided. It is imperative to define trust bound-
aries for namespaces to cordon access to volumes. Leverage existing or create
new security policies that prevent groups of containers from accessing volume
mounts on worker nodes and ensure only appropriate worker nodes have access
to volumes. It is especially critical as privileged containers can gain access to a
mounted volume in a different namespace, so additional precautions are needed.

Dynamic Provisioning

Specifying the UID or GID of the volume still permits access by container in

the same namespace and will not provide data protection. Network file system
version 3 (NFSv3) assumes the client has already performed authentication and
authorization and does not perform validation. It is critical to consider where
authentication and authorization occur and whether validation of that action exists
when implementing protections.



https://www.cncf.io/wp-content/uploads/2022/06/CNCF_cloud-native-security-whitepaper-May2022-v2.pdf

Kubernetes Audit Log

SOC MOHUTOPUTL cneundUuKy AaHHbIX KNacTepos
[aHHble KnacTtepa Ao/KHbl MMeTb cooTBeTcTytowyto Audit Policy

SOC pgonxeH umeTtb cooTseTcBylowue playbooks ans gaHHbIX KnacTepos

LUNTRY

24
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YnpasneHue 6e30nacHOCTbIO 06pa3oE



YnpasneHune 6e3onacHocTbio 06pas3os

Big Data-Bopknoyapbl
MCMOMb3YHOT C/IOXKHbIE
o6pasbl C MHOXXECTBOM

3aBUCUMOCTEN (HanpuMep,
ANnAa aHannTukm nnn ML-
dpenMBOpPKOB)

OueHb 60nbLLIOV pa3Mep

XapakTepucTmnku:

MHO>XeCcTBO 3aBUCUMOCTEWN

MHO>XeCTBO yA3BUMOCTEN

LUNTRY
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Xopouwo ussectHana npobnema

Al / ML containers / Kubernetes

I'he difficult problems... \{ Al

Containers - small, minimal, reduced set of dependencies
Al / ML - big and ships eve ‘l'yilnngi - several GB images are

norma

e Combinatorial explosion of supported versions
Applications - which features to ship, driver version support
Multiple versions of Python
GPU and CPU based versions of software
Hardware support - driver versions, leveraging compatibility

layers | Al/ML ON I’TIIESIIIY

AR chainguard

LUNTRY


https://www.youtube.com/live/uvoygNU35h0?si=o-qqhjW316aCmHCP&t=16522

KEP-4639: VolumeSource: OCI Artifact and/or Image

e

volume (MCTOYHUKM AaHHbIX) C

C Bepcun 1.31 (alpha) moxkHo
MOHTUPOBaTb 06pasbl Kak

ntobon nHbopmaumen B HEM.

&
>

N

MOKHO XpaHUTb U
pacnpocTpaHATb oo

KOHTeHT Yepe3 OCl pegxuctpu,

a NOTOM NOAMOHTMPOBATb K
OCHOBHOMY KOHTEWHEpY C
6U3HeC NornKom.

>

S

\

ImageVolume feature gate

/

e B 1.33 yxKe cTaTycC beta

e B 1.35 BKAKOYEH NO YMOYAHUIO

e Ha npumep, KoHPUTrKN, 6a3bl 3HaAHUN,

feeds, HenpoHkK, LLM moaenu,
fataceTbl U T.4.

kind: Pod
spec:
containers:
volumeMounts:
- name: my-volume
mountPath: /path/to/directory

volumes:

- name: my-volume

image:

reference: my-image:tag

LUNTRY
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https://kubernetes.io/blog/2024/08/16/kubernetes-1-31-image-volume-source/)
https://kubernetes.io/blog/2024/08/16/kubernetes-1-31-image-volume-source/)
https://kubernetes.io/blog/2024/08/16/kubernetes-1-31-image-volume-source/)
https://kubernetes.io/blog/2024/08/16/kubernetes-1-31-image-volume-source/)
https://kubernetes.io/blog/2024/08/16/kubernetes-1-31-image-volume-source/)
https://kubernetes.io/blog/2024/08/16/kubernetes-1-31-image-volume-source/)
https://kubernetes.io/blog/2024/08/16/kubernetes-1-31-image-volume-source/)
https://kubernetes.io/blog/2024/08/16/kubernetes-1-31-image-volume-source/)

Yaszsmumoctu NVIDIA Container Toolkit

O4YyeHb MHOI0 YA3BMMOCTEMN:

* (CVE-2025-23266 (CVSS Score 9.0)
* (CVE-2025-23359 (CVSS Score 8.3)
* CVE-2024-0132 (CVSS Score 9.0)

XapaKTepUCTUKN:

* OyeHb NpocTasn n cTabunbHaa aKcnyaTauma Aaa nobera U3 KOHTENHepa.

* CneuuanbHo cpopmunpoBaHHbin Dockerfile.

Hy»XHO NpoBepsATb KaK MOKHO paHbLue!

LUNTRY
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CeTeBana 6e30nacHOCTb




CeTteBada 6e30nacHoOCTb

e Big Data reHepupyeT orpomHbin east-west Tpaduk
* Pod-to-Pod KommyHuKaumm ans data ingestion, preprocessing n CUHXPOHU3aLMU MOoAeNewn
* Big Data-BopKnoaabl 4YacTO Pa3BEPTbIBAOTCA B HECKO/IbKMX KnacTepax

* Ha npumep, otaenbHble AnAa TpeHUHra u nHpepeHca Al

* CTOpOHHME ceTeBble pelleHna no 6e30nacHOCTU, KOTOPbIE CTOAT B Pa3pbiBe, O4EHb HEFaTUBHO BAUAIOT
Ha NPoM3BOAUTENbHOCTb!

*  Hwukakux DPI, DLP n T.A4.

* Native NetworkPolicy (Layer 3/4) xopolLun c TOYKMN 3peHUA NPOU3BOANTENIbHOCTU, HO UX MOXKET He
XBAaTUTb ANA TPAHYNAPHOCTU

* Ha npumep, HeEAOCTAaTOUYHbI A1 KOHTEKCTHOro KoHTpoaa. Hanpumep, FQDN-punbTpaumnm ana sHewHux API.

* HykHbl Custom Network Policy ot Cilium, Calico, Antrea

LUNTRY
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3awumTta Runtime




HeobbiuHble aTaku n “ounun”

What are Shadow Vulnerabilities?

A pattern we found in many popular open source libraries.

Vulnerabilities that do not have a CVE assigned
® Or the CVE that was “Disputed"”

Usually known to the maintainer
® ‘It is your responsibility to use it right”

e Intended behavior: “Vulnerable-by-design”

Silent misconfigurations

Mentioning them in the doc

® (which no one reads)

Did you hear something?

LUNTRY
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https://cloudnativesecurityconna24.sched.com/event/1dCTo/shadow-vulnerabilities-in-aiml-data-stacks-what-you-dont-know-can-hurt-you-avi-lumelsky-nitzan-mousseri-oligo-security
https://cloudnativesecurityconna24.sched.com/event/1dCTo/shadow-vulnerabilities-in-aiml-data-stacks-what-you-dont-know-can-hurt-you-avi-lumelsky-nitzan-mousseri-oligo-security
https://cloudnativesecurityconna24.sched.com/event/1dCTo/shadow-vulnerabilities-in-aiml-data-stacks-what-you-dont-know-can-hurt-you-avi-lumelsky-nitzan-mousseri-oligo-security
https://cloudnativesecurityconna24.sched.com/event/1dCTo/shadow-vulnerabilities-in-aiml-data-stacks-what-you-dont-know-can-hurt-you-avi-lumelsky-nitzan-mousseri-oligo-security
https://cloudnativesecurityconna24.sched.com/event/1dCTo/shadow-vulnerabilities-in-aiml-data-stacks-what-you-dont-know-can-hurt-you-avi-lumelsky-nitzan-mousseri-oligo-security
https://cloudnativesecurityconna24.sched.com/event/1dCTo/shadow-vulnerabilities-in-aiml-data-stacks-what-you-dont-know-can-hurt-you-avi-lumelsky-nitzan-mousseri-oligo-security

MOHUTOPUHT 32 KOHTEMHEPOM

Big Data noapa3ymeBaet long-running npoueccbl (aHanntuka, ML-gKobbl).

Cneaum Kak 06bI4HO 3a:

* [lpoueccHbiMU cobbITUAMM
* (CeTeBblMM OMnepaymnaMmn

e dannosbiMmu onepaymamm

Ctpoum Npodmam HOPMabHOro NOBeAEHUA.

CneumdunKa TONbKO B KONMYECTBE U B obbeme.

310 TpebyeT ocobon 06paboTKKN, MHAYE CEHCOP NPOCTO HE CNPaBUTbLCA C 06paboTKom

cobbITMI oNna AeTEKTUPOBAHMA aTaku 1 byaeTt notpebnAatb 60nblLOE KONNYECTBO PECYPCOB.

LUNTRY
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AHanus3 npas Aoctyna




He 3abbiBanTe npo ayteHTUPUKaLUIO

= {7 Kubeflow P anonymous

LUNTRY

Pipelines

PFipaline name Uploaded an ¥
[Tutorial] DSL - Control
[Tutorial] Data passing |

[Demo] TFX - Ins classif



https://techcommunity.microsoft.com/blog/microsoftdefendercloudblog/new-large-scale-campaign-targets-kubeflow/2425750
https://techcommunity.microsoft.com/blog/microsoftdefendercloudblog/new-large-scale-campaign-targets-kubeflow/2425750
https://techcommunity.microsoft.com/blog/microsoftdefendercloudblog/new-large-scale-campaign-targets-kubeflow/2425750

AHanus npas A4ocTyna

* Hy»HO cnegoBaTtb NPUHLMNY HAMMEHbLIUX NPUBUIETUN
* KoHTpoanpoBaTb NpaBa Kak K native Kubernetes pecypcam, Tak n K custom.

* OcoboW cneynduKn HeT, BCe KPYTUTLCA BOKPYT Knaccnyeckoro RBAC Kubernetes

LUNTRY
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- KAK LUNTRY NOMOTAET
PELLINTb SAAAHA . )




Bo3amorkHocTtu Luntry

C eumnduda:

 Crad peLuGl i1

« O6beM, Bl bXUapadpuaa

« HpedboBal nsa ¢

I POU3BO, Mu&u bl OCa U

Bbloepk1BaeT BbICOKNE
Harpy3sKku 6e3 BbICOKOro
noTpebieHns pecypcos Ha
y3nax

Mopaepskusaet Nobble He BMmelwmnBaeTca B ceTeBoW
Kubernetes TpaduK U He NpocarknBaeT
onepaTtopbl/pelieHus Npou3BOAUTENbHOCTb

39



CneuunanbHble npoBepku ana Al/ML cTeka

[eTeKTbl ana noberos yepe3 Nvidia GPU Operator

docker.io/rObinak/cve-2024-0132

SBOM  Vulnerabilitie

LUNTRY
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https://luntry.ru/blog/lomaem-vashi-videokarty-raspakovka-eksplojta-dlya-cve-2024-0132
https://luntry.ru/blog/lomaem-vashi-videokarty-raspakovka-eksplojta-dlya-cve-2024-0132
https://luntry.ru/blog/lomaem-vashi-videokarty-raspakovka-eksplojta-dlya-cve-2024-0132
https://luntry.ru/blog/lomaem-vashi-videokarty-raspakovka-eksplojta-dlya-cve-2024-0132
https://luntry.ru/blog/lomaem-vashi-videokarty-raspakovka-eksplojta-dlya-cve-2024-0132
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BbiBOAbI

Big Data gencTtButenbHo BaUAeT Ha 6e3onacHocTb B Kubernetes, B ocHoOBHOM ycuaunsas
CyLuecTBylowMe Bbi30Bbl U BBOAA HOBblI€ PUCKMU.

Big Data He TonbKo ycunusaet npeumyuiectsa Kubernetes, Ho 1 ycyrybnser security-puckm,
Tpebya NnpoaKTMBHOro noaxoaa.

Big Data He oTMeHSAEeT TOo, YTO AenaeTca ANA KNAaCCUUYECKUX K1acTepoB — Heobxoaum
KOMMJIEKCHbIN noaxoa K 6esonacHocTuU.

Luntry yuntbiBaeT cneyMpuKy U noMmoraet 3almLLaTb BO BCEX AOMEHAX.
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